Joint Beamforming and Jamming for
Physical Layer Security

In this paper, we consider a joint beamforming and
jamming design to enhance physical layer security against
potential multiple eavesdroppers in a multiple-input and
single-output cellular broadcast channel. With perfect
channel state information at the base station, we propose
various design approaches to improve the secrecy of
the target user. Among the proposed approaches, the
combined beamforming of maximum ratio transmission
and zero-forcing transmission with a combination of
maximum ratio jamming and zero-forcing jamming
(MRT + ZFT with MRJ + ZFJ) shows the best security
performance because it utilizes the full transmit antenna
dimensions for beamforming and jamming with an
efficient power allocation. The simulation results show
that the secrecy rate of this particular proposed approach
is better than the rates of the considered conventional
approaches with quality-of-service and outage probability
constraints.
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1. Introduction

Wireless communication with multiple antennas has
attracted considerable attention due to the potential
performance improvements in spatial multiplexing or diversity
gain [1]-{10]. Among the proposed methods of [1]-{10], it has
been well known that maximum ratio transmission (MRT)
beamforming is an efficient technique for providing improved
performance in fading channels [3]. Since each transmit
antenna in an MRT is weighted by a properly designed gain
and phase shift using the channel state information (CSI) of the
desired user, the user can receive a transmit signal with the
maximum signal-to-noise ratio (SNR) condition, and therefore
can overcome any wireless propagation impairments, such as
fading and shadowing.

Due to the broadcast nature of a wireless medium, wireless
confidential communication is intrinsically vulnerable to
eavesdropping attacks [11]-[24]. Although a great number of
security measures have already been developed and deployed
throughout network layers (that is, from wired equivalent
privacy in the wireless link layer to transport layer security in
the application layer), the fact remains that it is these very
measures that must now confront substantial challenges by
attackers with immense computing resources acquirable from a
cloud or bounded error quantum polynomial time algorithms
leveraging quantum computers, to list just a few.

Physical layer security (PLS) has been studied to provide
fundamental secrecy in the sense that it does not rely on any
intractability assumptions unlike cryptographic algorithms
implemented in higher network layers. In [11], Wyner first
introduced a wiretap channel and the associated secrecy
capacity to evaluate secure communication at the physical layer,
the results of which show the feasibility of secure message
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exchanges under the condition of a single antenna. However,
secrecy is not provided if the gain of the eavesdropping
channels is higher than the gain of the main channel; that is, the
channel of the target user. To resolve this problem, PLS based
on a multiple antenna system has been studied [15]-{19].
Equipped with multiple transmit antennas at the base station,
the secrecy of the target user can be provided by beamforming
even though the main channel gain is lower than that of the
eavesdropper. Also, with imperfect CSI and channel correlation,
PLS has been studied [20]-{22]. In [23], by degrading the
channel of the eavesdropper using artificially generated jamming
from the base station, secret communication can be guaranteed.
Although beamforming and jamming can be simultaneously
operated under the condition of multiple transmit antennas
previous works have only focused on designing a beamforming
to increase the user throughput without jamming.

In this paper, we propose joint beamforming and jamming
designs to enhance the secrecy of a target user under a
multiple-input and single-output (MISO) cellular broadcast
channel. Among the proposed approaches, the combined
beamforming of MRT and zero-forcing transmission (ZFT)
with the combination of maximum ratio jamming (MRJ) and
zero-forcing jamming (ZFJ) shows the best security
performance because it utilizes the full transmit antenna
dimensions for beamforming and jamming with an efficient
power allocation. For the CSI of the target user available only
at the base station (without the channel of the eavesdropper),
MRT with jamming is also proposed. We verify that our
analysis is in good agreement with Monte-Carlo simulation
results.

The remainder of this paper is organized as follows. We
present preliminaries including a MISO cellular broadcast
channel with multiple eavesdroppers in Section II. The proposed
joint beamforming and jamming approaches and simulation
results are presented in Sections III and IV, respectively. Finally,
we provide some concluding remarks in Section V.

Throughout the paper, we use the notations x*, inv(x), and
x|, which denote the conjugate transpose, inverse, and
Euclidean norm of vector x, respectively.

II. System Model

In this paper, we consider a wireless communication in
which a single base station, equipped with N, transmit antennas,
serves multiple mobile users, K. As the base station
communicates with a single target user at a time, the other
users are assumed to be potential eavesdroppers from which
the system provides mutual confidentiality. Figure 1 shows a
MISO broadcast channel with a base station, target user, and
remaining users (potential eavesdroppers). When the base
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Fig. 1. MISO cellular broadcast channel model with single base
station, target user, and multiple potential eavesdroppers.

station transmits a signal (depicted by a solid line) to the target
user, the radio signal is exposed to the untargeted users over the
cross channels (dotted lines) due to the broadcast nature of
wireless communication. In our model, the channel coefficients
are assumed to be flat Rayleigh fading with additive white
Gaussian noise (AWGN) terms that are mutually independent
of each other and have zero mean and unit variance,
CN(0,6°). To design joint beamforming and jamming
efficiently, it is also assumed that perfect CSI is available at the
base station.

1. Secrecy Rate

According to [11], secrecy rate (of a target user) can be
defined as the gap between the achievable rate of the target user
and the maximum achievable rate of the eavesdropping users.
Given that f and w are, respectively, defined as beamforming
and jamming vectors with the power constraint |fif* = [w]]* = 1,
the secrecy rate (R;) of a target user is expressed by

2
R = logz{1+—2"h.f” p—'i J
o +[n-w| p,

1
2"gt " pl; J , (1)
o+l ',
st. py+ P, <P

ie[1,k-1]

— max log, [l+

where h, g;, py, p;, and p; denote the channel vector of the
desired target user, the channel vector of potential eavesdropper
i, the transmit power of the beamforming signal, the transmit
power of the jamming signal, and the total transmit power,
respectively.

2. Secrecy Rate with Beamforming Approaches
A. MRT

Since the MRT is a scheme used to maximize only the
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throughput of the target user, beamforming fyrr can be
designed as [3]

*

h

furr = H ()
Thus, the secrecy rate of an MRT can be rewritten as
2
R (fyrr) = [lng {1 +"h"—2pt]
o
G)

— max lo 1+_"g[ Frr "2 b )
ielLk-1] &2 o’ ’

Due to the property of MRT beamforming, the throughput
of the target user can be maximized. However, since the
beamforming is designed without consideration of the
eavesdropping channels, it is easy to eavesdrop on the
communications. In particular, with a high correlation between
h and g, or with high SNR, the security performance of the
MRT is degraded.

B.ZFT

ZFT is a scheme of spatial signal processing by which a base

station with multiple antennas can nullify eavesdropped signals.

To nullify an eavesdropped signal, beamforming fzr is
obtained as [4]

G(,D
= , @
G|
where
H=[h;g;..;8 ] G=H -inv(H-H"). &)

With orthogonality to an eavesdropped channel (f;,
Vieni1 &), the secrecy rate can be rewritten as

2
R (f,) =log, (1 +||hfZOF_¢] ©

Using ZFT, perfect security can be guaranteed, because the
throughput of an eavesdropper becomes zero. However, due to
the nulling of an eavesdropped channel, the target user’s
throughput is quite degraded. Therefore, with multiple
eavesdroppers, it is difficult to guarantee the desired throughput
of the target user.

III. Joint Beamforming and Jamming Approaches

In this section, we evaluate the secrecy rates corresponding
to various joint beamforming and jamming combinations.
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1. MRT with ZFT

To make up for the weaknesses of MRT and ZFT described
in Section II, the beamforming can be designed as a
combination of MRT and ZFT. After finding an orthogonal
basis from ZFT using a channel nulling technique as

ijIRT = fMRT - (f;FT 'fMRT) : fZFT’

fLo_ f}thT 0
MRT — I~ ||?

MRT

N

the combination beamforming can be obtained as
feou = @ fpr + BT, ®)

where a and S are complex weights. The optimal complex
weights are obtained by
max R.(feom)

()
s.t. ||0:||2 + ||/i’||2 <1
The secrecy rate of MRT with ZFT is then expressed as
2
Rs (fMRT) = llogz [l + WJ
o
+ (10

||gi o fl\iRT||2 P

— max log,| 1+ >

ie[l,k—1] o

Although combination beamforming is more complicated,
the security performance is better than those of conventional
MRT and ZFT due to proper power allocation between MRT
and ZFT.

2. With Jamming

Jamming is a transmit signal that disrupts communications
by decreasing the SNR. Through beamforming and jamming,
the base station can increase the secrecy rate offensively due to
the jamming for eavesdroppers. In this subsection, we propose
a joint beamforming and jamming design for PLS.

A. MRT with Jamming

In this scheme, MRT beamforming is utilized for user
throughput with jamming. After nulling and normalizing,
jamming with MRT beamforming can be designed as

k-1

w, :ZVAvﬂ,

i=l1

)

where

W =G(,i+1). (12)
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The secrecy rate is then given by

Rs(fMRT’WJ’pb’pj)

2
Juf b
O

"gi g e "2 Dy '
o’ +||g,~ "W "2 P

With the total transmit power constraint at the base station,
the power allocation between MRT beamforming and
jamming can be obtained by

max Rs(pbnpj)a

Py Pj

st. p,+p; <P,

(13)

ie[l,k-1

- max]log2 {1+

(14)

Due to a balance between jamming for eavesdroppers and
MRT for the target user, the performance of the secrecy rate is
considerably improved compared with that of MRT without
jamming. In addition, the performance can be improved with
the power allocation among jamming signals as

max Rs(pbvpj)n
PooPj

s.t. \Y

i,pe[l,k-1

SINR, =SINR,,

po+pi|< P =10 ] Pl (15)

k-l
;g;lﬁ =<pj:="pj",

where p; and p denote the power allocation vector for efficient
jamming and the eavesdropper’s index parameter,
respectively. The signal-to-interference-plus-noise ratio of the
ith eavesdropper is denoted by SINR; and is given by

"gi fyrr "2 Py

SINR, = —.
02+||gi'VAV'J|| p;‘

(16)

B. MRT+ZFT with MRJ+ZFJ

Due to a security improvement, the beamforming can be
designed as a combination of MRT and ZFT, as in (8). With
combined beamforming, the base station can transmit data to
the target user with a perfectly secure dimension from fzzr and
throughput enhancement dimension from fy,,. Similarly,
using (2) and (3), the jamming can also be divided into the
MRJ and ZFJ as

*

P8 i _ GGi+D
T R TeTer

17)
For a harmonious jamming combination, after finding an
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orthogonal basis from ZFJ as

AiL i PN i i
Wyry = Wwmry — ((WZFJ) *Wrg ) *Wagrs
AL
il Wiiry (18)
Wars =70 0
5|
the ith jamming can be expressed as
i il i
Weom =7 Wars T @ - Wy
(19)

2 2
st +laf <1
where y; and w; are complex weights for the ith jamming. Then,
the total jamming signal can be obtained by
k—

i
2 Weow

(20)

= |~

Weom =

i
WCOM

i=

Using the proposed jamming, the base station can transmit
jamming to the ith eavesdropper with perfect uninfluential
dimension (W) and jamming enhancement dimension
(Wi, ). The optimal weights and power allocation can be
obtained by

max
a.B.7,0,py.P;

s.t. ||0:||2 +||ﬁ||2 <1,

Rs (fCOM s WCOM )

7 +lof <1

@1

>

k=l
pb+||pj||spt’ ;pjznpj

v :{71s72s »71f-1}s(” = {a)l$a)2’ ,a)k_]},

where y and @ are vectors of complex weights.

3. Performance Analysis

In Table 1, we compare the proposed beamforming and
jamming (MRT + ZFT, MRT with jamming, and MRT + ZFT
with MRJ + ZFJ) with conventional beamforming (MRT and
ZFT) in terms of the availability of CSIL, complexity, achievable
secrecy rate, and defense type (which will be explained later in
this section). Throughout the table, we use the following
notation. Let C, I, IV, and P denote the mathematical operators
for conjugate transpose, inverse matrix, channel nulling, and
power allocation, respectively. Also, K and SNR denote the
exponent number for operation (= the number of users) and
SNR, respectively.

The conventional MRT for maximizing the throughput of
the target user has the lowest computational complexity.
However, since it does not consider the eavesdropping
channels, the achievable secrecy rate is poor; with jamming,
the rate of MRT can be improved. Also, due to the decrease in
channel gain as a result of nullifying the eavesdropping
channels, the security performance of ZFT is the worst in low
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Table 1. Performance comparison.

.. |[MRT+ZFT
MRT | 2zFT  |[MRT+zFT| MRVl
JAMMNE | N Ry ZE)
Availability)  (Only) All user Alluser | Alluser | Alluser
of CSI | target user
Complexity| Medium . .
Medi High (I +
(necessary | Lowest (C)| Low (1) (cr1+ C+ Ilfz) @jrg&l)i(ap)
operator) N+P) - =
(Low SNR)|(Low SNR)|(Low SNR)|(Low SNR)|(Low SNR)
Achievable| worse worst good good best
secrecy rate|(high SNR)|(high SNR)| (high SNR)|(high SNR)|(high SNR)
worst good good worse best
Def
::y;)czse N.A. Passive Passive Active Active

SNR regions. MRT + ZFT combines the benefits of both MRT
and ZFT; it results in an improved security performance but
at the cost of increased computational complexity. Although
MRT + ZFT with MRJ + ZFJ is the most complicated, the
secrecy rate is better than those of the aforementioned
approaches due to the full transmit dimensions for
beamforming and jamming and an efficient power allocation.
The proposed approaches can be divided into two groups
in accordance with the type of defense offered against
eavesdropping. First, ZFT and MRT + ZFT are passive in the
sense that the design of beamforming seeks to avoid the use of
the eavesdropping channels. On the other hand, MRT with
jamming and MRT + ZFT with MRJ + ZFJ are active, since
they deliberately interfere with any potential eavesdroppers.

IV. Numerical Results

In this section, we provide the simulation results using
various joint beamforming and jamming approaches for PLS.
For simulation, a MISO broadcast channel is considered, as
shown in Fig. 1. The channel coefficients are assumed to be
flat Rayleigh fading with AWGN terms that are mutually
independent of each other and have zero mean and unit
variance. In all figures, “Upper bound”” means a theoretical or
ideal performance result — one that can be obtained by MRT
without eavesdroppers. The specific parameters are given
below each figure.

In Figs. 2 and 3, the achievable secrecy rates versus SNR are
evaluated for different approaches. By utilizing a full transmit
dimension with efficient power allocation, MRT + ZFT with
MRJ + ZFJ achieves a much better performance compared
with other approaches. In a low SNR region, conventional ZFT
(without jamming) shows the worst performance due to a
transmit dimension reduction for the nullified eavesdropping
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Fig. 2. Achievable secrecy rate vs. SNR, where N, =4 and K =4.
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Fig. 3. Secrecy rate vs. SNR, where N;= 8 and K = 8.

channels. However, in a high SNR region, the performance of
ZFT grows better with the eavesdropping-free transmit
dimension and high transmit power. Also, since it is hard to
eavesdrop on the transmit signal in a low SNR region,
conventional MRT (without jamming) shows a moderate
performance. However, conventional MRT (without jamming)
shows the worst performance and is saturated in a high SNR
region because it does not consider the eavesdropped channels.
The saturation problem of conventional MRT can be resolved
through active jamming of eavesdroppers. Without jamming,
the performance of MRT + ZFT is better than that of
conventional MRT and ZFT due to the combination effect with
a power allocation. In Fig. 3, as the numbers of antennas and
eavesdroppers increase, the performance of MRT + ZFT with
MRJ + ZF] increases due to the increase of transmit antenna
dimensions. On the other hand, the performance of MRT with
jamming in a high SNR region is degraded because the
average jamming power decreases. The performance of
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Fig. 4. Secrecy rate vs. number of antennas, where K = 6, and
SNR =5 dB.

conventional ZFT in a low SNR region is also degraded due to
a decrease in channel gain from nulling more eavesdropping
channels.

Figure 4 shows the secrecy rate versus the number of
transmit antennas by fixing the number of eavesdroppers (K =
6) at an SNR of 5 dB. All secrecy rates are absolutely improved
due to a dimension increase for the beamforming and jamming
as the number of antennas increases. Among the approaches,
MRT + ZFT with MRJ + ZFJ still shows the best performance.
When the number of antennas increases, however, the
performance gap between MRT + ZFT with MRJ + ZFJ and
conventional ZFT is reduced. The reason for this phenomenon
is that the channel gain of the eavesdropping-free transmit
dimension in ZFT is sufficient even after nulling the
eavesdropping channels. Under large transmit antenna
conditions, the performance of ZFT is eventually equivalent to
that of MRT + ZFT with MRJ + ZFJ due to an increase in the
transmit dimensions.

Figures 5 and 6 show the outage probability versus SNR by
fixing the target QoS to 1 bits/s/Hz. In Fig. 5, to satisfy the 10~
outage probability constraint, the required SNRs of ZFT,
MRT + ZFT, MRT with jamming, and MRT + ZFT with MRJ
+ ZFJ are 20 dB, 19 dB, 18 dB, and 10 dB, respectively.
Therefore, a base station using MRT + ZFT with MRJ + ZFJ
can save more total transmit power than with any of the other
approaches under a fixed QoS and outage probability. From the
simulation results, since it is hard to guarantee the system
constraint (target QoS), we consider that a conventional MRT
must be inadequate for a secure wireless communication.

In Fig. 6, as the numbers of antennas and eavesdroppers
increase, the outage probabilities of the proposed approaches
are significantly increased due to the increase in transmit
dimension. However, since the channel gain of the
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Fig. 5. Outage probability vs. SNR, where N, = 4, K = 4, and
target QoS = 1 bits/s/Hz.

¥
—A A A A
B e
2 : @\?"'\7?‘7:@\ o Sl
Z 102 = B ¥
Z > - @\‘\..\\
g ]
= :
£ 107 Q- :
S &0
A MRT w/0 jamming .
10-4l] = ZFT w/o jamming ... |
-€>-MRT + ZFT w/o jamming
""" ]+ MRT w/ jamming
<> MRT + ZFT w/ MRJ + ZFJ
107 1 1 !
0 J 10 15 20
SNR (dB)

Fig. 6. Outage probability vs. SNR, where N, = 8, K = §, and
target QoS = 1 bits/s/Hz.

eavesdropping-free dimension after application of the nulling
technique is almost the same as that in Fig. 5, the performance
of ZFT remains unaffected. In spite of an increase in the
number of antennas, for conventional MRT, it is still difficult to
guarantee the outage probability constraint due to a saturation
of the performance. To satisfy the probability constraint, the
required SNRs of ZFT, MRT + ZFT, MRT with jamming, and
MRT + ZFT with MRJ + ZFJ are 20 dB, 14 dB, 13 dB, and
2 dB, respectively. Under this condition, base station using
MRT + ZFT with MRJ + ZFJ can save a transmit power of
almost 18 dB in comparison to using ZFT.

V. Conclusion

In this paper, we proposed various joint beamforming and
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jamming combinations for physical layer security. Among the
proposed approaches, MRT + ZFT with MRJ + ZFJ shows the
best security performance due to the full transmit dimension
usage for beamforming and jamming with efficient power
allocation. We also demonstrated that our approaches are in
good agreement with the simulation results and provide a good
basis for an extension to more general eavesdropping
topologies. Our proposed approaches can be extended to more
general eavesdropping systems employing multiple received
antennas, along with partial CSI or without CSI of the
eavesdroppers at the base station.
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