A Trusted Key Management Scheme for
Digital Rights Management

ABSTRACT— In this paper; we propose a key management
scheme which can provide delivery of the key used to encrypt a
digital content from the package server to digital rights
management (DRM) clients in a secure manner. The proposed
scheme can protect digital content from attacks since an
encrypted digital content is sent by a package server and only
DRM clients can decrypt the encrypted digital content. It
protects the key not only from purchasers but also among the
other principals who manage the distribution and license
servers.
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1. Introduction

Current digital rights management (DRM) provides content
protection from purchasers and key management transparently
to users. It adopts a license-based mechanism which separates
the keys from encrypted contents. The encrypted content is
delivered to a player from a distribution server while the license
including the keys is transported to the DRM client from a
license server. Although the contents are downloaded, users
cannot use the contents if they don’t have a license [1]-[3].

In Microsoft’s DRM, a package server and a license server
share a secret seed and can generate their key by using that secret
[4]. In a DRM developed by InterTrust, at each moment a
package server encrypts a digital content, the package server
transmits his encryption key to a license server [5], [6]. Because
the license servers of Microsoft’s DRM and InterTrust’'s DRM
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have or can generate the key used in encryption, it may be
possible to extract a raw digital content by using the key.

The current DRM systems have focused on content
protection from the purchaser. However, they do not provide a
way to protect a digital content from the license server. If the
owners of the package server and the license server are not the
same, the principal of the package server cannot choose but
trust the principal of the license server.

Therefore, we need to provide a way to protect digital content
among the other principals who manage the distribution servers
and license servers. To protect digital content from attacks, we
can use encryption technology. After content is encrypted, only
DRM clients can decrypt the content while other clients cannot.
This indicates how a content encryption key is protected from its
generation to consumption. The key management of a DRM
system deals with content encryption, distribution of the content
encryption key, delivery of the content encryption key, and
authentication between DRM components. In this paper, we
propose a key management scheme which can provide secure
delivery of the key used to encrypt a digital content from the
package server to DRM clients .

II. DRM System

The typical and basic components of a DRM system are a
package server, distribution server, license server, and DRM
client [1], [2]. The package server encrypts content and generates
encryption information such as the seeds of the encryption keys
and the encryption length. It provides encrypted content to the
distribution server and encryption information to the license
server. The distribution server sets up a web site for content and
provides encrypted content to the purchaser. The license server
issues a license to the DRM client. The DRM client analyzes the
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license and decrypts the content. Figure 1 shows the components
of a DRM system and the flow of DRM service among them.
The proposed key management scheme will deal with key
management among the four components of a DRM system.

S4: download content

S1: select content

S5: play content
S2: request|license issue

S0: encryption infié':u,.. S3:issue license

Fig. 1. Service flow in a DRM system.

II. Trusted Key Management Scheme

Based on the results of previous studies [1]-[3], [7]-[11] on a
content distribution model and DRM system, we propose a key
management scheme in which only package servers and DRM
clients can decrypt a digital content while others cannot, one
that authenticates DRM clients. Also, we provide a security
analysis of the key management in which one can assume
certain actions by an adversary. The proposed key
management scheme will deal with key management among
the four components of a DRM system.

1. Encryption Key

Encryption technology is used to protect data from a user who
doesn’t have the rights to use them. A symmetric key is usually
used to encrypt content because it has a large data volume and
needs high performance for encryption. The digital content is
encrypted with a symmetric key. For each digital content, a
different symmetric key is used to minimize the risk of a key leak.

To protect against the illegal use of symmetric keys, the
seeds of symmetric keys are encrypted with a public key and
delivered to a principal who owns a secret key. Therefore, the
principal who owns a secret key and the seeds encrypted with a
public key can generate a symmetric key and decrypt the
encrypted digital content.

« A symmetric key is used to encrypt digital content and has
seed 1 and seed 2 to generate it.
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e An asymmetric key is used to encrypt the seeds of
symmetric keys.

2. Key Distribution Scheme

The principals of the package server, distribution server, and
license server generate their own secret/public keys and send the
public key to the certificate authority (CA) to get a certificate,
which is a usual process in a public key infrastructure
environment. The components of a DRM system can use the
public key, secret key, and public key certificate of the principals.
Figure 2 shows the key distribution of asymmetric keys which
are used to encrypt the seeds of symmetric keys and mutually
used to authenticate the components of a DRM system. To have
a certificate issued, the principals of the package server,
distribution server, and license server must apply for a certificate
at a registration authority (RA) and receive a “reference number”
and “authentication code” after the RA verifies the identity of the
principals. Then, the principals generate their own secret key and
public key and request the certificate of the public key from the
CA with the reference number and authentication code sent by
the RA. The CA issues the certificate by signing the public key
of the principals with the CA’s secret key.

The package server issues the certificate of a DRM client to
authorize the DRM client but not the purchaser, who is the
principal of the IMPRIMATUR business model [7]. There are
two reasons why a package server does this. First, the owner of
the package server has raw content and wants to protect it.

Secret key | [ Public key

SCA PCA

[ Distribution server ]

[ Package server ] [ License server ]

Secret key| | Public key Secret key || Public key Secret key| [ Public key
Sps Pes Sos Pos Sis Pis
Public key Public key Public key
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S: secret key

P: public key

PC: public key certificate
CA: certificate authority
PS: package server

DS: distribution server
LS: license server

DC: DRM client

DRM client ll
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Sos Poc

Public key
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Fig. 2. Asymmetric key distribution.
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None of the principals except him should know how to decrypt
the content. The components of a DRM system which have a
content decryption key are the package server and DRM client.
Thus, the owner of the package server needs to authorize the
DRM client. Second, it is difficult to authenticate the purchaser
and request a public key certificate of the CA from him. He is a
customer who simply needs to pay a fee to watch a movie but
is not a service provider [12].

3. Key Delivery Scheme

The delivery of key seeds from the package server to the
distribution server and license server is described in the
following steps. It occurs when the package server packages
content. Figure 3 shows the flow of the steps. Because the two
key seeds are separated and stored at different servers, neither
the distribution server nor the license server can generate a
decryption key:.

Step 1. The package server verifies the public key certificates
of the distribution server and license server.

Step 2. The package server sends a message which contains
an encrypted seed to the distribution server and license server
after it encrypts one (seed 1) of the seeds with the distribution
server’s public key and the other (seed 2) with the license
server’s public key.

Step 3. The distribution server and license server verify the
public key certificate of the package server with the public key
of the CA. The distribution server and license server verify the
message which includes an encrypted seed. Then, each server
can decrypt the encrypted seed with its own secret key and
store the decrypted seed to its secure database.

The delivery of key seeds to the DRM client is described in
the following steps. It occurs to provide a content service to a
purchaser when he requests the content service from a
distribution server. Figure 4 shows the flow of the steps.

The distribution server and license server can verify whether

@ Eppglseed1]
Distribution server
@ DspglErpslseed1]]

@ Epglseed?]

@) Ds,g[Er,dlseed2]]

S: secret key
CA: certificate authority

P: public key PC: public key certificate
LS: license server DS: distribution server

V: verify E: encrypt D: decrypt
Fig. 3. Key delivery when packaging.
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the DRM client is a legal component to which a seed can be
given. The DRM client doesn’t have its public key certificate
from the CA. However, the distribution server and license server
can verify it with the package server’s public key according to
steps 2, 3, 5, and 6. Because the distribution server encrypts seed
1 with the public key of the DRM client and sends it to the
license server, the license server cannot generate a decryption key.
The license server also encrypts seed 2 with the DRM client’s
public key and builds a license which has encrypted seed 1 and
seed 2. Thus, the decryption key seeds are decrypted by only one
DRM client who has a secret key and not the others.

Step 1. The DRM client sends his public key certificate to
the distribution server.

Step 2. The distribution server verifies the public key
certificate of the package server with the CA’s public key.

Step 3. The distribution server verifies the public key certificate
of the DRM client with the package server’s public key.

Step 4. The distribution server sends a message which
contains encrypted seed 1 to the license server after it encrypts
seed 1 with the DRM client’s public key.

Step 5. The license server verifies the public key certificate
of the package server with the CA’s public key.

Step 6. The license server verifies the public key certificate
of the DRM client with the package server’s public key.

Step 7. The license server issues a license to the DRM client
after encrypting seed 2 with the public key of the DRM client.
The license contains both encrypted seed 1 and seed 2.

Step 8. The DRM client verifies the public key certificate of
the license server with the CA’s public key. Then, it parses and
analyzes the license which contains two encrypted seeds, rights,
content URL, and so forth, and decrypts both encrypted seeds
with its secret key. Finally, it obtains a symmetric key which
will be used to decrypt the content.

@ Epyglseed1] | PCpc

N
Distribution server ¢ " License server
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S: secret key
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Fig. 4. Key delivery when content service is provided.
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4. Analysis

The forgery of a component of a DRM system can be
detected by its certificate. One component of a DRM system
can authenticate another component by its certificate to
determine whether it is a legal component to which a seed can
be given. An attack on the two key seeds during delivery from
the packager server to the distribution server and the license
server is prevented because a seed is encrypted with a public
key and delivered to a server who owns a secret key. The two
key seeds are separated and stored at different servers; neither
the distribution server nor the license server can generate a
decryption key by itself. And a decryption key can be protected
from an attack on the distribution server or the license server
since the two key seeds are separately stored at different servers.
Because the distribution server encrypts seed 1 with the DRM
client’s public key and sends it to the license server, the license
server cannot generate a decryption key. It also encrypts seed 2
with the DRM client’s public key. Thus, the decryption key
seeds are decrypted by only one DRM client who has a secret
key and not the others.

IV. Conclusion

Current DRM has focused on content protection from the
purchaser. While the key used in encryption is delivered to
DRM clients from a package server, it is not protected from the
principals who manage the distribution server and license
server.

We propose a key management scheme which can provide
delivery of the key used to encrypt a digital content from the
package server to DRM clients in a secure manner. The key is
protected from its generation to consumption. The proposed
scheme protects the key from not only the purchaser but also
other principals. It can protect the digital content from attacks
during the content distribution since the encrypted digital
content is sent by the package server and only the DRM client
can decrypt the digital content.
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