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Liberty Alliance Identity Theft Prevention Group

(Identity Theft) (FTC: Federal Trade Commission)
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Technical Tools
Identity Lifecycle Policy Types Cryptographic Tools Trust Management Database Security
Registration/ Validation Policy Challenge-Response | Automated Trust | Encrypted Databases
Enroliment Protocols, PKI Negotiation
Propagation Validation Policy, | Encrypted Channels, | Automated Trust | Secure Access to
Privacy Policy, | Anonymous Negotiation, Trusted | Identity Databases
Attribute Release | Credentials, Zero | Validation
Policy, Attribute | Knowledge Proofs,
Acceptance Policy PKI
Maintenance/ Private Policy, | Revocation and update | Revocation, Credential | Consistent Databases,
Management Attribute Release | mechanism of the | Discovery Protocols Recovery, Integrity of
Policy crypto tokens Databases
Termination Privacy Policy Revocation Mechanism | Revocation Mechanism | Consistent deletion




= Target a firm = Create materials = Yecior website = Web response = True name = Shutdown
= Target a victim = Setup destinabions  « Vecior elail = gMail response  fraud attack
= Target credentials = Obtain contact Info = Vector IM = IM response = Account machinery
» Decide method = Setup attack = Yecior news, = Gather COMPIoMise = Destroy
= Fraud objective machineny chatroom, blog malware data = Criminal fraud evidence
= Criminal = Install physical = \ecior bulletin * Read discarded = Credential = Quakfy
collaboration trapsfoggers board diskitape data trafficking eompromEsed
» Research/probing » Vector wireless = Gather = Credentials aceounts
networks technology veciored data usedin 2 » ASSEss
= Veclor P2F or stage attack effectivensss
games = honey » Launder
= \Wiethor insader laundering ds.
= Vecior matwane = False = Share/sell
= Yeclor backup registrabons technigues or
madia = Pump and information
= Dumpster diving dump schemes
* Physical theft
= Shoulder surfing
4 (Identity Theft Lifecycle)
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( D3] (Planning),
(Setup), (Attack), (Collection), (Fraud), (Post Attack)
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Type Attack Description Mitigations
Technical Trojan/Keystroke Spyware/malware placed via hacking, as payload in 134




Logging a virus, or download from an attackers’ s Web site
Wireless Open access points, AirSnafing, “ Evil Twin” 56
Intercept
Pharming DNS spoofing, DNS cache poisoning, proxy attacks 23
Network Sniffing Collect targeted network packets 7,23
Physical Theft Stolen mail, wallets/purses, lattops 256
Shoulder Surfing Direct observation of personal, confidential 2
information
Dumpster Diving Gather discarded documents or hardware (disks) 28
Trusted Insiders Identity information misused by individuals with 59,10
access
Social Phishing Luring individuals to reveal confidential information 1,20
Engineering Family Members Identity information misused by family members 2
Legal Identity Services Obtain identity information fraudulently from credit 1.2
bureaus, government agencies, etc.
“ 419" Scams Obtain money and/or account information 2
Trusted Insiders Obtain identity information from service 1,2,21,22
providers(doctors, dentists, lawyers, etc.)
4
Type Attack Description Mitigations
Technical Hacking Gain privileged access for further attacks and/or 10,12,13,14,
data harvesting 15,16,17
Data Attacks SQL injection, CSS attacks 7,18,19
Database Attacks Login attacks, inference attacks, SQL scanners 1515
Password Cracking Acquire admin passwords to servers 1,15
Physical Theft and Loss Backup data, tapes, disks, laptops, etc. 5711
Firewall Breaches Connect and map internal networks(s) 15,16
Dumpster Diving Obtain discarded documents, disks, systems, etc. 8
Trusted Insiders Access individuals take data with removable media, 1,2,21,22
e-mail
Social Gain Physical Access Computer rooms, server farms, wiring closets, 12
Engineering switches, routers
Trusted Insiders DBAs, employees, contractors, individuals with 1,2,21,22
access
Phone Requests Obtain confidential information to facilitate 2
attacks
3
, DNS pharming,
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1. Multi-factor authentication 13. Real-time monitoring
2. User education 14. Honey pots/honey nets
3. Anti-virus package 15. HIPS(Host Intrusion Protection Systems)
4. Anti-spyware package 16. NIDS (Network Intrusion Detection Systems)
5. Encryption 17. Well-configured firewall
6. Secure configuration 18. Server-side validation
7. Encrypted payload 19. Secure coding techniques
8. Shredding 20. Browser toolbars
9. Enforce need-to-know 21. Separation of duties
10. Access controls and user privileges 22. Audit controls
11. Policy and enforcement 23. SSL/TLS

12. n—tier architecture
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Liberty Alliance

Group 9] Liberty Alliance
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