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Enterprise Mobility Management

Includes all measures aimed at ensuring the productive
and safe use of mobile end devices within the company

Mobile Device Management Mobile Application Management Mobile Content Management
(MDM) (MAM) (McM)

Device-based safeguarding, Precise monitoring of installed Distribution, synchronization, and

monitoring, and management of applications with litle monitoring of protection of company-related content
mobile devices device functions

<XI=> Mobile Security The case for Enterprise Mobility Management, FREUDENBERG IT, 2017.
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Containerization Versus Application wrapping
(] Use case extensibility o
Effectivenass of security controls
End user experience
Upfront investment
Implementation process

Ongoing maintenance

< > I TR < T > B < ]
(< I < < IR T <. <]

Integration into other technologies
(/] Legal issues (]

<X}Z> Tyler Shields, “In the mobile security bout of the year, app wrapping beats”, Forrest, July 7, 2014.
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X|2d OS: Android(A), i0S(), Windows(W), MAC(M), Blackberry(®), Symbian(S)
Q4 HHL: Google PlayStore(G), Apple AppStore(A), WindowsStore(W)
<X}Z> Ken Hess, “5 Mobile application management features that matter”, tom’s IT PRO, 2014. 6. 13.
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Easy to apply, mobile app policies. e —— . |

Point and click, no coding required, Apperian
policies extend app control

Change polices without o o
requiring updates.

Add, remave, change configuration of dynamic
polices without end users even knawing " : Re——

Just the apps that matter.

"~ Leave personal apps and data alone, take full ——
control over corporate apps and data = -

Manage, protect, measure. 7| | - s

Build your own policies or use one of the diverse -~ PSS
suite of policies that puts the power in IT's hands "

<X}2> APPERIAN, “product introduction-Dynamics Policies”, 2016. 10.
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Phone 1. Register with MDM 2. Enroll user for certificate
Symantec
i Managed PKI
I:l = Service siy
B 3. Certificate granted . 4
Other = 4. Delivers certificate : .
mobile . MDM server -~ ‘ -~
device IS )i

<X}=> Symantec, “Why digital certificates are essential for managing mobile devices”, 2012. 10.
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& Jtssich 2ot @40t MEL(X| g2 TS ol AREAL 215, HIojE 45sEL M =
7, SAE0E7| Mol 59| 7Is2 MSsIch Sl Symantec 0] 2i2[5k= ISME [OE! 6]
1 22 X2 HiEZSI0 ARSKAL 2HE! 7(7[0flAM VPN, Wi-Fi, Exchange ActiveSync AMH|AE
ZHHSI ORMSHA| o|&8E o~ UES X|RSICt 2HI Hot 2i2|Xk= 2t ARSAMEE 2ISAME
ZE 2E|SHK| 20, SEEl IBM 2| AlARIM dZX o= ASALRE IBME tlix 3
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VMware AlQ| AirWatch M|Z2 Google Z|0|AEO0{L} i0S 2| YAEOQ} ZH2 T WAE
Olet 2155t Y vVt V1sSIct 2E[Rk= 22Xt RS SoiM S7H ¥ AE00IM ¢S
ZMSHT, Hot MRS XZSt0] 42 Hiaret o~ RUCHA9) EESE 042 Eob M|t il Hol
&{2KMobile Security Aliance, MSA)2 ZHO{M, 7| U

MAZIOR TR3I0{ [I2 713t 20| Dl 77| Z2 DHiY of For XIS HE3t

Holl =Hted 7[7[2] Eoks Eshe Fd

= AlSsH =HoF AH0|EE MIZSiCL Delta Airines, Wallgreen, National Bank of CANADA,

Lowe’s, Bandalux Al=0| AirWatch &2MS

= ' ]
%]
=1 = n
ir M
Step 1 Step 2 Step 3 Step 4
MSA threat solution and MSA threat solution MSA threat solution AirWatch takes
AirWatch communicate relays threat intelligence scans devices, corrective action when
with each other. to mobile device. applications, netwaorks, MSA threat solution

and cloud resources detects threat activity.

<X}Z> VMware, “Unifying Threat Security with Enterprise Mobility Management”, 2016. 10. 16.
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