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Modem users are intensifying their use of online services every day. In addition,
hackers are attempting to execute advanced attacks to steal personal information
protected using existing authentication technologies. However, existing authenti-
cation methods require an explicit authentication procedure for the user, and do
not conduct identity verification in the middle of the authentication session. In
this paper, we introduce an implicit continuous authentication technology to
overcome the limitations of existing authentication technology. Implicit continu-
ous authentication is a technique for continuously authenticating users without
explicit intervention by utilizing their behavioral and environmental information.
This can improve the level of security by verifying the user’s identity during the
authentication session without the burden of an explicit authentication procedure.
In addition, we briefly introduce the definition, key features, applicable algorithms,
and recent research trends for various authentication technologies that can be

used as an implicit continuous authentication technology.
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Biometrics and Machine Learning,” PhD Thesis, George
Mason University, 2016,

Qolale), Alsge Pzt (4150 s A A
2 %

o
<
=
-0,

IN
>,
[>
o
flo
(e
=
S~
o
EY
2
X
o
>,
Y

ATFORH AAH AL B2 W
oI A} T FALA HHE FEA]
7) Slal, BAZ A% 7)4e iR AR
78 AFS A

A% QF ALYE ASHOE S A
ARE BISoE T S AU AFE A7
EX oMIEES MOR AFE 4 98, A%
715 o] X, AL Abdel HojEl Azt 7k
2o ue} @A) ALgARS] AIRE BHlstela A
=3} offlE 7l melolq, ALEE 54 of
MIE WP B A2se] AR WAl et

A gL A9 BelalE A,

¢

Bt Q459 e TRESS thea 2eH(L

LB A ALES AR A4S Aol

@ Mg
|2 45 2 g3t
gt mesielo] glom, A AgA mesi

i)
o
3
r|
D)
1o
ro
9
)
2
S~



Update FP TP | Den
< Yy
user ¢ < access

Most likely )
authenticat— security
ed user?

Create
new user
profile

..................

A

Monitor interaction ~ Collect Verily
behavior with discriminating  ——»< g >———— identity
douments features '\s User prome

N available? | y )
? — rﬁ)w FP: False positive
access | TP: True positive

Data collection Machine learning Active authentication

(23 2) PAf KigeISe| 7|2 DRES

[Z4] A.A, El Masri, “Active Authentication Using Behavioral Biometrics and Machine Learning,” PhD Thesis, George Mason
University, 2016,

& AL S doER A AR B2 dhe eAsh, 2 Q54 B 9 o B 7
shlo] WAl £ HolEl= LA F A, el afRIch, Skt A4iEel ARG TS 1% 4
30Ul A AZEIS AT AR AR Ol AMES o8 hal 715 whE ), W

29l S=AE B ARE ARSAF ZRIF] 9138 SIS ARgAlolA] 87814 o=t 71,

3 A2 248 Yol 7] 717 B AmelE g2 grew BeEs Anegie g 7] o]
2 Hgstol YL UL 4 %S, B8] NS BET ABSTL TYPAL, el
4, AA WA AAE2 ALEAR} Al AR o] Ao Al Aee] Yl ZR)2 Aol 31
AE 24, 7Sk daElse] @A HolHE  wihof Aojdlth S4), Q1S 9J5) ARgAA| HAA
ASH ARgAl £3l= o2 ERSPE 5 o sjze aslAY WAA ozt Adtele] Eaka)
BAS i, ofqerd A BHE WE A g sl eetel Agelng) 27 2%, s
2 A AL ASA ASE HS ¢ qjaio) st 7jaE 23 dojugl s gElokse] o)
A, Aad Belol ) A3 ASAMA AL oy gz ojean sjek AdolATE olEe il
S 2% 7Y tefet 225 B w3y 7] thso] AeJsict
SRl

1. 92
olz5 AL} ANATE Hosh| AxwE A
S T S Tl e AF(EL obE) QAL ol B2 AMgStel g
(False Positive), A|AEIS © 825} A5 AL Hjo|E| 2 B ]
. I ofulx] i ule e ool Ak Apeke ol
ARgA Rkl ejelolEgtoRA Hd oRol 4%
Waolt}, A7 EAH ARl 2t Bl 7 9
T 4 glolob ek Azl AR JEAE B4 '

I oo} 5 l)2) 9171/, s ofeplee) Az
AR e e = G5, T, W)l 72 AGECHY, ddel 92
A4 AaEe A 7K 20w TR, A v

QANIE etz B9 olold] B ol ool

B Aol TR A4ei%o) AL TR Al W AT, T the Aol AAHe 5Y me

. izt X[£U5E US+H

60 ZHXSASTEAM M33A M1z 2018 2E



7 sEaor ket FAjzk Aol A 2|4H oz FEs}
= o] Xofi= AMEALY] o] 273] HeER] g

ATAP ¥A19] ATYE & ARt
A=Y HH 7}u1]a}§ 53 FE d= onAE
ARgelf AATE QP Q1A e 4= SIA| sk Tt
Bl Ya|ES WERIcH4]. ] 7142 FSFD(Facial
Segment—based Face Detector)o|2} 2], AR E}
Gt = o[HXE dE fAaEE 2L A=

= F46ks 9, & g2 ovA|eF A /\1‘37\]*
e S}sh= DV‘W ‘%73" ok OW Al2go] d=9]

%X]% T N‘«‘Zijl 4-‘-55—4 E‘iﬁ*’ﬂ A9 ki
A ket

A2 Aol Alshe da = ARARY A
Al 27 wste] ot e o e 2Y o Sl
o] TAE sids}] Hf"ﬂ 5‘4:“’1]— DNN(Deep Neural
Network) 7]9He] A= 914] wFHo] A-LEQIcH5]. A
ok WS Mt oA FEd AR By
O BT} Sl ZpA| 9} 218 #ite] 738t Android
79k BH HH = F3Eol|A]
T e Ak oE Ateld= DCNN(Deep
Convolutional Neural Network) 752} Wi o] 7ljdtz]
ATH6). o] HHE WA Alexnet[7]9] A2 tH4l glo]
ol AMESto] A WAHE FE5HL, 54 A7
o] A= ofmAE AR sl 2 A =27 sl
SVM(Support Vector Machine)©.& sh53c} o] H

ri?ir
oﬁ-l

Arzto s Ay

S| e OfE ARIF A A 545 2dE
3+ LPC(Linear Predictive Coefficient) W7} ¥4, 23]
A9 it AEE U= LPC 2ho] 412, FH ¥4
7IHS Rz 3 MFCC(Mel Frequency Cepstral
Coefficient), PCA(Principal Component Analysis)S A
B3t 45 WH[8lo] =i,
2 oA AEZE AAEH S5 HlolH = A
=5 By o By
3 4= Qlt} VQ(Vector Quantization) HH-<
=HAQ 3k} QIAof| ARREH 720w S
BAE Y AApR BE Ao g IEES e
5 rde GCMM(Gaussian Mixture Model)Z+ HMM
(Hidden Markov Model)2 3Z3kstct GMML 32} ¢l

ne,
T

H
e,
o

E
FHAal) B} mae B

- -
01-_/’:

fu
i‘l‘nﬁ

T

IS

Tm

U5 9l / SR XIAUS 71E S 61



>
=2
Y
>
S
1o
%rg
1o
o
>
rE

A7 ARt MP(Multi—Iayer Perceptron),
GRNN(General Regression Neural Network), RBF
(Radial Basis Function) S| =dlo] 3}z} Q1] A|AH]

off #-8-=1et.

ey el ml41 W 712, skt A1 71, Sl
B A 7] A 71 9 §R o FRETH

SRR N ERE L E R ER PR
s} A% A2, oju|x] He] © 7)) sy 7|4 2
A2 9 LS ARt Hie A 7] H oA
upetol) A5l A4 FHelo] Aol tho] Flolut gt
A1) Q) Aol Zatet. ofel A4 7]k
HolA] AMEARE RS SAs HES QA
e A2 e o] oYL 4%, T,
ol AL 9l AAS} 2 TaRt 0
bt 4= olrk, Aol P Az 45l

1

A
Yal7] fJeiiAe Alofets Al 71N Hol

o FL‘ _11)1[

X

A&

=
4

N
o

4o 24 4> o e
il

i

%

2o

62 TIXISASETEA HM33HE Mi1E 2018 2

S, = o 3% 7}&9417} W
go] 9] whiol] AnpEE 7)u R Q1Zo] sl

e

Nearest Neighbors), HMM 5] AR&-=|Sict

A Aol whet d2dol9 /1% sl vEA Y
Ehg =l d ool w2 QI drE &
ot} Sola} mpge] 45o] thach o Sol, W
E, v iy, SEly, 98, & S0 BAE 2
Akl S dedols Avltt thE Al5E Belnh
[ 2] w7, & 9 A

101> W& AXE AMgst 2 &

Sre Rlekal Ha AbAY —*éé 2-8sto] 6,85%9]
EER(Equal Error Rate)5 B733c}. [111: 23 Ql4k&
S8l HMMS] 283} §7 GDI(Gait Dynamic Images)
2t Eole Al e 9 H 2 7S A/,
GDI= AlA Wiska} dsto] Bistog AlA 34 A
o] 7] Aol wlsl o Azl A Hich

mT”

4. 7|AEZ3 Cjo[L[alA

7|AE 23 (KeyStroke) Tho|ua A= 7| HE Fi= 7
s=ol BAE QEiehs WA eEo s ARk A
She 1% HpAolt, o] AdE Eol3 sfelo] g
& 7olH F SA40] Hrk= ARl 719131 7]
LERS oy ies HAE 9 Zolof| wet th
A=, Thof, )t AeAle], A oE i
JRssiet, wa, ol e 235 et dole
U4 ofFto] wheh FA R 54 o SLEE
o}, 524 R At Thojol] IekelA] odar AT
Sole)] 7HE qJejozie Ads)H fHL BAh

—_—



WpHOR B2} 24150 ARtk

AERS dolyig B4E AAEE Y 7]
F4(7] the: o[HlES} 7] ¢ oIE Ajole] AlzE Ho)),
7 ehol 1o Digraph) $2HE A4, 718 3t

& AZHDown—Up Time), F 719] &< 717} &2
A AlZHDown—Down Time) AFo]] 73t AlZE, 717} T
+ 712 siAlE wj7k212] Al Up—Down Time), F 7}
9] ¢ 717} A== AlZHUp-Up Tﬁme) F= g,
AR 2 2 AR 2t ARG 7]%?‘
Zohs Wildls $AA 3, 97 iﬂ =

2= A2, SVM garefs o] AR-H ME}.

2 Aol = ARAE 54 Tofol] diel] Hol=
AAA Eol d5E WEsl] fls SVMi} KRR
(Kernel Ridge Regression) OU"’_EIZQ 283 CTR
(Cognitive Typing Rhythm) <15 AlZgjo] AAE3]
o}, o] e ARgALel| whf S whofol| dish QlA|st
= AR A7k A 4= Qlat, Efol sfglo whelE
= UL 7RI 1,977 WO ARARE tiieE A
|5k A3 ZAato]| w2 FRR(False Rejection Ratio)&
0.7%%]1 FAR(False Acceptance Ratio)-2 5.5%2R= A

S~

5. O}2A CholLiga

i}

TR Mouse) Tholu A= tRpAE 0= 1
Alg& /\].aul Altﬁa}}; o]_Z_ H]—\:Holl;]_ u]. ./:94 0]@,
& y|REn Be)d 27 B4 Pekelts Aow,
Ch9 95 oS A1 2l ¥ Aol
uhg2s tloufu 0] B4 RATL HR9L ofF,

544 848 245
REZHA ARE, 2 o] T2 L o) A2l Bt ©f
T &5 EA anel SR 238 4= Qlt

(13} AL8APE QYH O UHElS ABSIE Bt

FAsE ok glofgof AAHEE RSl 2,46%2]
EERS gAd3ict [14]= ANN(Artificial Neural Network)
7} SVME E5)) ufoA EXA @A Helsia AR

Bget A3}, 1.86%) FAR 9 3,46 %2| FRRS 243
o}, [15]= AR} R AR SE3t 2|7 9] b 7|uk
Antstod, ARGAL & uRp 2ERT7) AT
Ok HE AFE ol HlokS Roksta 1.3%2] EER
= 943

E_Z] 9_

6. E{x| ClO|LtTjA

Bl (Touch) Tholupelats BX T2 42 EX/5)
L WAlo® Ajghe A 915 Wlolch, BA) tol

A] o[HIE S| F5, A& AZHDwell Time), OTHE Alo]
AZHFlight Time), o[HIE Zo](n—graph)), 37H &
2B 1A, 52 271, BA] ), 54 840K,
Ao|RA51) Fo| AMGHT AMARE HERsk=
Halo g2 72] 24 (Euclidean, Manhattan, Ma—
halanobis, Bhattacharyya), $412(H+ % FFHAL
A2} UY), EEE4] (Bayes, Naive Bayes, GMM), 272
2E](k—means, k—Star, KNN), SJAFEA] Ez|(J48,
RF(Random Forest), SVM, RBFN(Radial Basis
Function Network), MLP)7} ARS-%| 1Tt

(1612 7159] B4 tho|ue2 E44] Q4-9k= g
GTGF(Graphical Touch Gesture Feature)2h= ©|u]Z]
. O] FZRoIA LofolZ Ak &
{Fo = HghE|o], Aoto|2o] FA QY

Ao o]u]x]

A& 9 / PR XAF TIE 5

(o)}
w



9 28 olulx] Jelo] Qe GIGRS) X84 52

HAS Seta, AR 271 Aojo|mo] wreh e

QIABIAS FHalo] 712 RT) B e A5 B,
7. =

A (Stylometry)}= ofeh2] Fefoll 7wksto] Akt

2 APEEkE Q1% WAlolth, of e RE Algio] A
2 O At s 93 Agehes 25 4 9
L 143k olo] 2E10S TP Be A Ba
EHE, A A 8 AR 2RI 22 ole] B2 )
3 olof Zzsfelae] elbie 2ARIh BA) 7L
21 BAlo] el e ATES SHT 5 YA, B

4 o e BA2) IS e 2 of
& AOE LA ek, T ASAFS Sk A
ol uls) GEoAIS] B Q1] et

BAlo) EAH ark GHoR Rgrdsin

7|1 dtollA= 715 (Function) ©ol, 8, 4 -
gram 52 AMEEICH YA HlojEls mE 7] Qo=
T wiiel, WE o A iR (S A
, W) ApjolAE HIE

LY
oo} 2 Y BHL 5 4 ek

O

12
i
1r ¢
T

H
(S

(@)

A

lo

A

oN

fjo

N

e

2&

2

5

E

Mo

T

i

Y

E |

rﬁ rlo

64 TIXISASETEA HM33HE Mi1E 20184 2

HHES Bo) WA BN A ek Q14T
ABlH O Zag 9NE ettt o5

=
By @ 4 gl AnpeEa Byl 2o ek 7]

i

719 BHFos QI8 o5 dlolele Ak 414 %
PSR S glom, A HEe 25 919 o

=
54 dolg2 wlo| st A o] £} Folth
91719 BAH Qi GPS ABKZL, I, 9%,
AE), Ao|RARE AAEEA, A, BREX
WiFL, 4 QHeL} o] ukolm), el iE AR(HA,
X, 4%, Y, 272 BF) Fol 2712 1efE 4 9)

ok A Hlo[H2RE ER71E F50ke R

B Ho] A=o] Ak s wpoldE 4eaehs W,
=3 A FASN, Y 9A daElE, MMC
(Mobility Markov Chains), MMM(Mixed Markov chain
Model), HMM .2 AJef 3%t Hds 15ohe B 5
o] ARG,

A A1EQ152 I 1A 7IRE AS Adnies
Z|Zo| 4%l PATH(Person Authentication using
Trace Histories)= AFEALY] 715 4] dlojg|& 7]yt
o7 2 YA FAS ARgSto] AnFEZS] AR AR
A= QISs] 2R AlRE HeE AT dLAe
= ARGALS] THA 91A] Hlo|B=EE] ARAL HSE
3ste] A AEO| 7|23 AF AFAE 54
Y=RIth 2SS AZsl] flsf ARgAL HlofE]
SUYLEES IRk afet BhHol =RlESla, 8 E
HMM 715k} ARgAL 25 3 el MSMM(Marginally
Smoothed HMM)-Z A|QFHTH19].

i

9. A AESH

ofo

A AMgLol T QARE A8 B, S
ARl wheh Qfolut Pl o] Apste

HOR ARFS st ol Wl of Y

T =3

flo
o
-



GUI(Graphic User Interface) 7|9k A|Aglo] S2Fsho)|
wef AREARS] GUI A3 2H8- AERS ZRullgst
o wHEs

A AMgHT) B bt W clguols

GUI ufet A2 ohE 248 7Ht FEA0RE A
$4] B2, FES §Y(2aF U Mg, HE 3
2, vle] @ CPU Avlo} 2 Hu7t 248 4 9l
o, GUIAHE Feisks 39l 2, A 3 Aol] Azt o
A Am) Tol 2, 9 AL, G el A, A 4
Hish el A 52| S a4t B w2
AE A4S Wste] ARGE/FE, AR, B8
she B2 FREY AN AE 48 52, 9 Beke
52 ol B, Y= ZAY £, mirfo] A% 4
& B, A B B2, A Felo] iz, B

49l

A sl ER7E TRl wHoms
SVM, AdaBoost, KNN, Naive Bayes, 24 E2], ANN,
HMM, RF, k—means S2{2E|o] ARGE UL, 2
AL B4 WS ndgsl] 93] A A8aw
o] wHof| n—gram AIEA 7IME F5HA A8
2 WA o TS TR 8RS

 AEH201.

10. ZHIY FX| A

ob

o] BFL P Hol 1 ASH O 2

o] ) ARG 7N FE AGEA B o]z 2

2§43 Z7154 Gl Aolets 717)mtE )

2 g, Auzos
snjol ) ARG 7|5k Qe ARlE E 9 A ¢
A3 A ol 41§, w7k dolez
B AR AT B4 FEeh F Y B4

HE)E Adstod

O]
:

sion, A7, KNN, SVM, KRR, Gaussian kernel

SVMo| AREEISITE Zell= Hefd AutoEncoders

E4 35 Z2A|20 oo} ad v 5 A

oL, sAX AT 71 ¥ W A 1EY op|
o

-O_
B3

a7k g Ao B2A0] BAS = 2ok,
o2 E3) 02 A7 5ol § 2L Hole] AE= By

2 ATASIE T £& AT 552 DL 1Y

tH21l.

V. 28

AAZ ] ATl IDCE A AJA] Het AJFo]
20164 7379 EolA 2020d0= 1,0169] 2 &
7t A o= o EStA, 7P whEA] Al Bt A
A T SRR ARSA Y9 B 71 (A8
FE 12220 AEYH22), E3H QJAEURTHLS
20179 ArPAIZE F=eloF & ARES 100 s
% StU=E, Weue 7|8k BAZERIA] QA E S

AAEH23]. FA A50T 71e2 T2 Al A

As# 9 / 2x1A K4S JlE S 65



A= AR,

6 ol Fste] AN

HOR o =i,

& weolie A AEAT dig oot

57 QA571ER Be s ofe 57140 Yl

o ol 70 EHAL, A 7%‘5@ e, A

;LE

2, B3] dholupuls, B4, 91, 9 AMg,
A3 Ao APAE] RSl B Qe

A 7ko] Ade vjwska, ok 9

= y Lo

A3t HElRg 7]H0] 52 AR ojAolth, ®
gk, FAFZE 214205 715 dtollA] aelsfof & ads
& 38 Holr}

ok Xa|

ANN Artificial Neural Network

CA Certification Authority

CTR Cognitive Typing Rhythm

DCNN Deep Convolutional Neural Network
DNN Deep Neural Network

EER Equal Error Rate

FAR False Acceptance Ratio

FIDO Fast [Dentity Online

FRR False Rejection Ratio

FSFD Facial Segment-based Face Detector
GDI Gait Dynamic Images

GMM Gaussian Mixture Model

GRNN General Regression Neural Network
GTGF Graphical Touch Gesture Feature
GUI Graphic User Interface

HMM Hidden Markov Model

KNN K-Nearest Neighbors

KRR Kernel Ridge Regression

LPC Linear Predictive Coefficient

MFCC Mel Frequency Cepstral Coefficient
MLP Multi-Layer Perceptron

MMC Mobility Markov Chains
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MMM Mixed Markov Chain Model
MSMM Marginally Smoothed HMM

020 Online—to—-0Offline

OTP One Time Password

PATH Person Authentication using Trace
Histories

PCA Principal Component Analysis

RA Registration Authority

RBF Radial Basis Function

RBFN Radial Basis Function Network

SVM Support Vector Machine

U2ZF Universal 2nd Factor

UAF Universal Authentication Framework

VQ Vector Quantization
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