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1  |   INTRODUCTION

In general, random number generators (RNGs) can be classi-
fied as software- or hardware-based. A software-based RNG 
called a pseudorandom number generator (PRNG) is a deter-
ministic system to which most RNGs belong. In contrast, a 
hardware-based RNG is a nondeterministic system, that is, an 
unpredictable system. There are many physical noise sources 
in hardware-based RNGs: thermal noise, atmospheric noise, 
shot noise, photons passing through a beam splitter, nuclear 

decay, and so on. Among them, quantum mechanical noise 
is said to have perfect randomness [1–3]. Therefore, RNGs 
using nuclear decay, a quantum mechanical phenomenon, 
have been developed by several scientists [4–9]. Radiation by 
nuclear decay is converted into a random number by an appro-
priate method [7–11]. As is well-known, there are three types 
of radiation in physics: alpha, gamma, and beta. Alpha radia-
tion is high in energy and can damage semiconductor devices.

Gamma radiation penetrates everything, which is danger-
ous to a person. In contrast, it is easy to shield things from 
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Abstract
This paper presents a lightweight true random number generator (TRNG) using beta 
radiation that is useful for Internet of Things (IoT) security. In general, a random 
number generator (RNG) is required for all secure communication devices because 
random numbers are needed to generate encryption keys. Most RNGs are computer 
algorithms and use physical noise as their seed. However, it is difficult to obtain 
physical noise in small IoT devices. Since IoT security functions are required in 
almost all countries, IoT devices must be equipped with security algorithms that can 
pass the cryptographic module validation programs of each country. In this regard, 
it is very cumbersome to embed security algorithms, random number generation 
algorithms, and even physical noise sources in small IoT devices. Therefore, this 
paper introduces a lightweight TRNG comprising a thin-film beta-radiation source 
and integrated circuits (ICs). Although the ICs are currently being designed, the IC 
design was functionally verified at the board level. Our random numbers are output 
from a verification board and tested according to National Institute of Standards and 
Technology standards.
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beta radiation, which has a low energy; thus, it is safe to use 
and does not damage semiconductor devices. However, it is 
difficult to detect owing to its low energy. Therefore, a circuit 
capable of detecting such low-energy beta radiation will be a 
key technology. We have developed a detection circuit with a 
very high sensitivity.

The critical disadvantage of RNGs using radiation is 
their low-generation rate. This is because high doses of ra-
diation cannot be used for safety reasons. If the energy per 
particle is high, then the radiation dose should be reduced. 
Therefore, the maximum radiation dose allowed for com-
mercial purposes depends on the energy per particle and is 
specified as a regulatory value [12]. In general, the regula-
tory exemption dose is low for alpha or gamma radiation 
and high for beta radiation. It is 10 kBq for americium-241, 
an alpha source, and 100 MBq for nickel-63, a beta source. 
The high-radiation dose means correspondingly faster gen-
eration. If this is true, why have others not used beta radi-
ation for RNGs? It is probably because the performance of 
existing radiation detectors does not match that of the RNG. 
Since the performance of conventional radiation detectors 
is tailored to measure the amount of radiation, diodes with 
large sensing areas have been used. This large sensing area 
causes more noise. Therefore, there was no technology for 
detecting individual occurrences of beta radiation with a 
low energy. Hence, we developed a beta radiation detection 
circuit suitable for RNGs and used a smaller diode. As a 
result, an RNG with a higher speed and smaller size was 
developed.

The next four sections describe the development of a beta 
source for RNGs, the beta radiation detection circuit includ-
ing an integrated circuit (IC), signal processing for conver-
sion to random numbers, and statistical analyses of random 
number data.

2  |   BETA SOURCE DESIGN

2.1  |  Beta-emitting radioactive isotopes

A comparison of candidate beta radioisotopes suitable for 
RNGs is presented in Table 1.

Before making this comparison, we need to be aware of 
the limitations of today's beta radiation measurement tech-
nology. In fact, beta radiation measurement technology using 
commercial PIN diode detectors cannot detect beta particles 
below 5 keV without cooling [13,14]. This means that only 
beta radiation with an energy of 5 keV or more is detectable. 
Taking this into account, 3H (tritium) is vulnerable to noise 
because of its low energy. Since a large portion of beta par-
ticles from 3H are below 5 keV, the detector's count ratio is 
low, and the instrument's threshold is susceptible to fluctu-
ations due to noise. In contrast, 147Pm (promethium) has a 

high energy, but it is difficult to shield against it because it 
is accompanied by X-rays. Another disadvantage is that its 
half-life is very short.

Finally, 63Ni (nickel) emits pure beta particles with a max-
imum energy of 17.1  keV. At room temperature, approxi-
mately 85% of the particles can be detected. Since its half-life 
is almost 100 years, the count rate can be stably maintained 
for several decades. The long half-life of 63Ni is a very useful 
feature in betavoltaic batteries that produce electricity with 
beta radiation [15]. A betavoltaic cell uses the forward cur-
rent-voltage (I-V) characteristics of diodes, while radiation 
detectors use the dark current under reverse voltages. The 
former should use as much of the dose as possible, the latter 
using doses below the regulatory exemption. The regulatory 
exemption radiation dose of 63Ni is 108 Bq, which can enable 
high-rate random number generation. Therefore, 63Ni would 
be best suited for RNGs.

2.2  |  Detection probability for 63Ni

The radiation energy spectrum of 63Ni in the Evaluated 
Nuclear Data File (ENDF) is shown in Figure 1. The emis-
sion probability of beta particles from 63Ni atomic nuclei 
linearly decreases as the energy of beta particles increases. 
The beta particles have an average energy of 17.1 keV and a 
maximum energy of 66.9 keV.

However, the beta radiation measured at a PIN diode in 
one direction exhibits the spectrum in Figure 2, which is dif-
ferent from the ENDF spectrum for a single nucleus. Since the 

T A B L E  1   Comparison of beta radioisotopes

Radioactive
isotope

Maximum
energy

Average
energy Half-life

Exemption
rad. dose

3H 18.6 keV 5.7 keV 12.33 yr 109 Bq
63Ni 66.9 keV 17.1 keV 100.1 yr 108 Bq
147Pm 224.1 keV 62.1 keV 2.62 yr 107 Bq

F I G U R E  1   Energy spectrum of emissions from 63Ni nuclei
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actual beta source used for measurement is a volume source, 
particles emitted from inside the source suffer energy loss by 
self-absorption while they are emitted from the source. As a 
result, the particles in the low-energy region are not able to 
exceed the detector's threshold energy because their energy is 
lowered by self-absorption. Because of this, the probability 
of detecting beta radiation in the low-energy region is low-
ered, and a peak occurs at about 10 keV.

In general, the detector's threshold energy level is set 
to the noise level generated by the PIN diode and a signal 
processing circuit. Further, it can be set to measure only ra-
diation above a specific energy. Therefore, if the threshold 
level is set high, the number of measured radiation pulses 
decreases, as shown in Figure 3. The detection probability 
is the fraction of detected pulses out of all beta radiation 
arriving at the PIN diode according to threshold. When 
using a commercial PIN diode having an active area of 6 
mm2, only beta particles above 5  keV can be detected at 
room temperature. The detection probability at this time is 
about 86%.

Figure 4 shows the detection probability according to the 
plating thickness when plating is performed using a plating 
source with a density of 8.0 g/cm3. Monte Carlo N-particle 
Transport (MCNP) simulation results are shown for a 5-keV 
threshold, as measured by a PIN diode detector. The detec-
tion probabilities are 38% at 0.1 μm, 24% at 0.5 μm, 16.8% at 
1 μm, and 10% at 2 μm. In general, commercial 63Ni calibra-
tion sources have emission rates of approximately 10%. Thus, 
the coating thickness of the calibration source is considered 
to be 2 μm to 2.5 μm if the coating conditions are the same.

The total number of pulses per unit time measured by the 
PIN diode detector is as follows:

where ncr is the count rate (number of pulses/s), A is the area 
of the 63Ni calibration source (cm2), d is the coating thickness 
(cm), ρ is the source density (g/cm3), Rs is the specific radio-
activity (Bq/g), ε is the detection probability per decay, and 
Eth is the threshold level (keV).

2.3  |  Design for maximum count rate

With the results of the MCNP simulation in Figure 4 and 
(1), the radiation dose of the coating source and the esti-
mated count rate for each specific radioactivity are pre-
sented in Table  2. Here, the radiation dose is the total 
amount of radiation calculated from the mass of the coated 
beta source, and the detection probability is the probability 
that radiation will be detected by the PIN diode. Hence, the 
count rate is the radiation dose multiplied by the detection 
probability.

For example, if you want to obtain a count rate of 3 Mcps, 
we can calculate the size of the source according to the coat-
ing thickness and the specific radioactivity of source. When 
the specific radioactivity is 0.1 Ci/g and the coating thickness 

(1)ncr =A×d×�×Rs×�
(

d, Eth

)

F I G U R E  2   Energy spectrum of particles entering the PIN diode 
detector
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F I G U R E  3   Beta-decay detection probability according to the 
threshold level
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F I G U R E  4   Beta-decay detection probability according to the 
coating thickness

Detection probability versus coating thickness

Coating thickness (µm)

D
et

ec
tio

n 
pr

ob
ab

ili
ty

 (%
)

0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0

0

10

15

20

25

30

35

40

,



954  |      PARK et al.

is 1 μm, the area of the thin-film source should be 6 mm2. 
For a coating thickness of 2 μm, an area of 5 mm2 should be 
used. Since the specific radioactivity of our 63Ni solution is 
12 Ci/g, the source area should be reduced to 0.05 mm2 if 
used undiluted. This would be too small for fabrication. Thus, 
it must be diluted by adding natural nickel (62Ni). When di-
luted to 0.2 Ci/g and coated with a thickness of 1 μm, the 
required area would be 3 mm2. In order to minimize the noise 
coming from the diode detector, the window size of the de-
tector should be less than 6 mm2. Of course, the area of the 
thin-film beta source must also be smaller than the detector 
window [16]; therefore, the beta source can be designed ac-
cording to this guideline.

As stated in Section 1, we intend to use the commercially 
acceptable maximum radiation dose because a high-radia-
tion dose corresponds to rapid random number generation. 
This means using a larger beta source. However, a larger 
beta source results in a higher noise level. Therefore, it is 
desirable to use a small-area source as an array element. 

The regulatory exemption dose for 63Ni is 100 MBq. If 128 
array elements are used, the radiation dose of one array 
element is 100 MBq/128 = 780 kBq/element. The plating 
thickness in our electroplating device is about 2 μm, and the 
detection probability for this thickness is 10%, as shown in 
Figure 4. Therefore, about 78 kBq/element can be detected 
by the PIN diode detector. Further, the pulse generation rate 
at the output of detection circuit would be about 6.3 × 104 
pps (pulses per second), taking into account the loss of 20% 
due to the dead time, baseline shift, and additive noise. If 
all 128 source array elements are used, the total pulse rate 
is about 8 Mpps.

3  |   DETECTION CIRCUIT

3.1  |  Beta radiation detection module

This section discusses the development of an analog circuit 
for beta radiation detection, where a commercial PIN diode 
and other chip parts are used. In the detection circuit, the 
detection of beta radiation in the high-energy region is not 
difficult, and the frequency of occurrence is low. Therefore, 
it should be designed to detect beta radiation in the lowest 
energy region possible. For this, a noise analysis of the detec-
tion circuit is required. First, the noise levels for three com-
mercial PIN diodes were calculated and are listed in Table 3. 
The detection circuit was designed to detect all radiation with 
an energy above these noise levels. When the upper limit on 
the noise was set to 5 keV, the feedback resistor was adjusted 
so that the noise generated by the PIN diode and preamplifier 
circuit was 5 keV or less.

Fortunately, we found an equation for calculating the 
total noise of the radiation detector in [13,14,17]. The delta 
noise is affected by the diode capacitance, and the step 
noise is affected by both the dark current of the diode and 
the feedback currents of the preamplifier. The combined 
root mean square (RMS) noise from these two contribu-
tions determines the maximum noise level. There is less 
noise as the capacitance of the PIN diode, the reverse leak-
age current of the PIN diode, and the leakage current of 
the FET become smaller. Less noise is reduced when the 
feedback resistance and transconductance of the field-ef-
fect transistor (FET) are greater. For the commercial PIN 
diodes, the overall noise levels are 5.1 keV, 5.3 keV, and 
7.3 keV for the S1223, S1223-01, and S3590-09 diodes. In 
order to reduce the noise to 5 keV or less, it is important to 
design the detection diode to have a capacitance and leak-
age current equal to or less than the specifications of the 
S1223 diode. These factors are related to the size and bias 
voltage of the PIN diode. As the diode area increases, the 
capacitance and leakage current increase. As the bias volt-
age increases, the capacitance decreases, and the leakage 

T A B L E  2   Estimated count rate according to the coating source

Coating source

Detection
probability
(%)

Count
rate
(pps)

Source
area
(mm2)

Coating
thickness
(μm)

Radiation
dose (Bq)

1 0.2 5.92 × 103 33.0 1.95 × 103

0.6 1.78 × 104 22.3 3.95 × 103

1.0 2.96 × 104 16.8 4.97 × 103

2.0 5.92 × 104 10.2 6.02 × 103

2 0.2 1.18 × 104 33.0 3.91 × 103

0.6 3.55 × 104 22.3 7.90 × 103

1.0 5.92 × 104 16.8 9.95 × 103

2.0 1.18 × 105 10.2 1.20 × 104

3 0.2 1.78 × 104 33.0 5.86 × 103

0.6 5.33 × 104 22.3 1.19 × 104

1.0 8.88 × 104 16.8 1.49 × 104

2.0 1.78 × 105 10.2 1.81 × 104

4 0.2 2.37 × 104 33.0 7.82 × 103

0.6 7.10 × 104 22.3 1.58 × 104

1.0 1.18 × 105 16.8 1.99 × 104

2.0 2.37 × 105 10.2 2.41 × 104

5 0.2 2.96 × 104 33.0 9.77 × 103

0.6 8.88 × 104 22.3 1.98 × 104

1.0 1.48 × 105 16.8 2.49 × 104

2.0 2.96 × 105 10.2 3.01 × 104

10 0.2 5.92 × 104 33.0 1.95 × 104

0.6 1.78 × 105 22.3 3.95 × 104

1.0 2.96 × 105 16.8 4.97 × 104

2.0 5.92 × 105 10.2 6.02 × 104
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current increases. Therefore, it is necessary to develop a 
PIN diode with an area of 6 mm2 or less, which is smaller 
than that of the S1223 diode.

A PIN diode is a device that increases the detection 
sensitivity by increasing the number of carriers reacting to 
photons and radiation by widening the depletion layer of a 
PN diode. A PIN diode absorbs the energy of beta particles 
emitted from the 63Ni source, creating an electron-hole pair 
(EHP), a charge carrier. This charge carrier causes charge to 
flow over a short period owing to the diode's reverse bias. 
The following charge-sensitive amplifier (CSA) is used to 
convert the short-term flow of charge in the PIN diode into a 
voltage proportional to the amount of charge input. The input 
charge generates a voltage by accumulating charge in the par-
asitic capacitance of the detection element and the feedback 
capacitance of the operational amplifier (OPAMP) and then 
discharges it through the feedback resistor of the OPAMP to 
generate a kind of voltage pulse. However, since the energy 
of 63Ni beta radiation is low, the voltage pulse output from the 
CSA is very weak. Thus, a second amplifier was added to the 
preamplifier stage.

Figure  5 shows the beta radiation detection module in-
cluding the beta source, the PIN diode, the preamplifier, and 
other analog signal processing circuitry. The amplified signal 
is a long-tailed sawtooth waveform that rapidly rises and then 
slowly falls. When beta particles are continuously released 
for a short period of time, the long tail of the preceding de-
tected signal interferes with the detection of beta particles 
released later. In the field of radiation measurement, the time 
over which particles emitted later are not detected is called 
the dead time. Depending on the type of measurement device 
(semiconductor- or gas-type), detection may be weak or not 

at all during the dead time. Therefore, it is necessary to use 
a pulse-shaping circuit that converts a long-tailed waveform 
into a short bell-shaped pulse. This can be solved simply with 
differentiator and integrator circuits. Differentiators are used 
to emphasize the rapid rise of a voltage. However, because 
the rising period is too short, an integrator circuit is used to 
create a pulse with a finite width.

The last part of the analog signal processing circuits is 
the pulse discriminator. It is a circuit that outputs the actual 
entropy signal to be used for random number conversion. In 
this paper, we utilize the timing of radioactive decay to ob-
tain a random number. Hence, a pulse stream with a constant 
voltage level [transistor-transistor logic (TTL) level] is output 
in accordance with the decay time. To this end, the pulse dis-
criminator outputs a rectangular waveform with a TTL level 
when a signal above the reference voltage level is incoming. 
However, the pulse width is widened and narrowed when 

T A B L E  3   Noise levels of commercial PIN diodes

S1223 S1223-1 S3590-09 Hamamatsu PIN diodes

Size 2.4 × 2.8 3.6 × 3.6 10 × 10 mm2 Sensing area of PIN diode

τ 4 4 4 μs Pulse-shaping time constant

C 10 20 40 pF Total input capacitance

R 300 300 300 MΩ Feedback resistance

Id 0.1 0.2 2 nA Dark current at a reverse 50 V

If 2.0 2.0 2.0 nA Leakage current of SK152 FET

Is 0.17 0.17 0.17 nA Noise current (2kT/qR)

I 2.3 2.4 4.2 nA I = Id + If + Is

gm 20 20 20 mS Transconductance of SK152

Ed 102 205 409 eV Delta noise

Es 866 885 1,174 eV Step noise

En 872 908 1,243 eV RMS noise (σ)

Nmax 5.14 5.35 7.32 keV Nmax = (5/2) × FWHM,
FWHM ≈ 2.355σ

Ed ≅2

�
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gm�

�1∕2
�eh

q
C ES ≅�eh

√

(�I)∕q En =

�

E2

s
+E2

d

F I G U R E  5   Beta radiation detection module
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the voltage of the input signal to the discriminator is high 
and low, respectively. Monostable multivibrators are used to 
output pulses of constant width. Figure 6 shows the signal 
output from the preamplifier (sawtooth waveform) and the 
pulse train at the output end of the detection board when beta 
radiation occurs.

3.2  |  Integrated circuit design

In the previous section, we watched the detected pulse out-
put by integrating a 63Ni beta source, a commercial PIN 
diode, and the analog circuits implemented at the board 
level. This result provides functional requirements for the 
analog block for our RNG. Analog ICs are designed to meet 
functional requirements and are optimized using compo-
nents from the 0.18-μm complementary metal-oxide-sem-
iconductor (CMOS) library. Figure 7 shows the functional 
block diagram of an analog IC. A direct current (DC)-
coupled CSA structure is used instead of the alternating cur-
rent (AC)-coupled CSA for IC design [18]. This can make 
the CSA input circuit simpler, but it was adjusted using an 
external voltage, VCOM, since there is a DC offset at the out-
put [19]. The anode of the PIN diode is directly connected 
to the negative input of the OPAMP in the CSA circuit, and 
the cathode of the PIN diode is connected to the external 
reverse voltage VH. Of the EHP charges generated by 63Ni 
beta radiation, electrons move to the VH terminal, and holes 
move to the OPAMP’s negative input port.

If there is no feedback resistor in the CSA circuit, it operates 
like an integrator and maintains the signal voltage VOUT. In this 
case, as shown in Figure 8, the output of the preamplifier is 
proportional to the signal charge Q and inversely proportional 
to the feedback capacitor Cf. That is, the charge gain is 1/Cf.

Here, Q is the signal charge generated by the beta particles 
in the PIN diode and contributes to the current entering the 
input of the OPAMP.

If we connect a feedback resistor Rf in parallel with the 
CSA circuit, then the CSA output signal has a time constant 
of τ = RfCf, and it discharges to the VCOM level. The discharge 
time is faster when Rf is smaller; thus, high-speed detection 
is possible. In contrast, VOUT is lowered owing to rapid dis-
charge by Rf while integrating the signal charge. If polysil-
icon is used in the CMOS process as a feedback resistor, 
some parasitic capacitance exists between the polysilicon and 
p-type substrate. Because of this, we used a p-type metal-ox-
ide-semiconductor (PMOS) transistor as a feedback resistor. 
Table 4 summarizes the corner simulation results for the CSA 
output according to process, voltage, and temperature (PVT) 
variations when a circuit that applies a stable DC voltage 

to the gate of the PMOS transistor is used. The minimum 
and maximum signal voltages of the CSA output signal are 
79 mV and 105 mV, respectively.

Figure 9 shows the carrier current waveform modeled by 
the equivalent circuit of a Si photodiode and the simulation re-
sults for the change in the CSA output according to PVT vari-
ations. It shows the signal for each corner simulation condition 
according to the MOS transistor model parameters (SS/SF/TT/
FS/FF), VDD (4.5/5/5.5 V), and temperature (–40/25/85°C). 
Here, the magnitude of the CSA output voltage refers to a volt-
age that drops by approximately ΔV from the VCOM level by 
integrating the input charge generated by the PIN diode.

The simulation results for the subsequent differentiator, 
integrator, and comparator outputs are shown in Figure 10.

The corner simulation results for the pulse width at the 
comparator output are listed in Table 5.

Figure 11 shows an image of the layout of a CMOS silicon 
die for the radiation detection circuit designed with a 0.18-
μm CMOS process.

This circuit is still in the design phase to verify its func-
tional operation. A system-in-package (SiP) design for IoT 
devices and an array-type circuit design for a high rate are 
also in progress.

(2)VOUT ≈−Q∕Cf.

F I G U R E  6   Detection signal and output pulses

Detection board output

2nd preamplifier output

F I G U R E  7   Block diagram of the analog integrated circuit
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F I G U R E  8   Charge gain in the CSA with only Cf
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4  |   DIGITAL SIGNAL 
PROCESSING

4.1  |  Conversion to a random number

Since the beta radiation detection module provides a 
TTL-level signal, digital signal processing can be directly 
performed without an additional separate signal con-
verter. Here, the purpose of digital signal processing is 
to change the TTL-level pulse train to a random number. 

To do this, we have used a general-purpose compact data 
acquisition (cDAQ) device, built-in functions (an internal 
clock generator and a counter), and LabVIEW, as shown 
in Figure 12.

The data acquisition device accepts a digital input (TTL-level 
pulse train) to perform a specific function related to the built-in 
counter on the rising or falling edge of a pulse. Since counters 
can be built-in or easily implemented in a data acquisition device 
or field-programmable gate array (FPGA), these counters are 
used to collect temporal information from pulse trains.

T A B L E  4   Corner simulation results for the CSA output

VDD
(V)

TEMP
(°C)

SS
(mV)

SF
(mV)

TT
(mV)

FS
(mV)

FF
(mV)

4.5 –40 90.15 97.82 97.79 97.45 102.96

25 83.36 90.22 89.86 89.69 94.35

85 78.67 84.34 83.77 83.41 86.31

5.0 –40 91.16 79.25 98.18 98.31 103.56

25 84.14 90.57 90.33 90.26 94.81

85 79.25 84.93 84.18 84.32 87.47

5.5 –40 91.40 99.15 99.02 98.68 104.58

25 85.05 91.59 90.82 90.87 94.55

85 80.14 85.18 84.87 84.80 87.88

T A B L E  5   Corner simulation for pulse width at comparator

VDD
(V)

TEMP
(°C)

SS
(μs)

SF
(μs)

TT
(μs)

FS
(μs)

FF
(μs)

4.5 –40 1.044 0.725 0.715 0.705 0.490

25 0.980 0.689 0.676 0.668 0.467

85 0.925 0.653 0.641 0.630 0.444

5.0 –40 1.042 0.719 0.706 0.698 0.484

25 0.975 0.679 0.669 0.658 0.461

85 0.914 0.644 0.630 0.624 0.438

5.5 –40 1.028 0.708 0.699 0.690 0.478

25 0.961 0.671 0.658 0.650 0.452

85 0.900 0.631 0.620 0.613 0.425

F I G U R E  9   Carrier current and CSA output simulation

IL

Charge-sensitive amplifier outputCarrier currentEquivalent circuit of Si photodiode

[Handbook of Si photodiode, 
hamamatsu]

F I G U R E  1 0   Pulse shaper and comparator output simulation

Differentiator output Integrator output Comparator output
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The first task for conversion to a random number is to 
read the built-in counter value at the rising edge of a pulse 
when the beta radiation detection pulse enters the data ac-
quisition device. The built-in counter continues to increase 
until overflow (232 – 1); thus, the incremented counter value 
is read each time this detection pulse is input. Although the 
read counter value continues to increase, the increment value 
is irregular. Therefore, if this counter value is divided by 256 
(=28), then the rest of the values are also irregular. A simple 
way to find the rest is to use only the eight least significant 
bits (LSBs) when converting coefficients to binary numbers. 
The eight bits obtained in this way are one random number 
and one of the numbers 0 to 255.

4.2  |  Random number generation rate

In our experiment, a calibrated beta source of 700  Bq was 
used. In order to predict the random number generation rate 
according to the radiation dose of the source, it is necessary 
to measure the detection rate. To obtain a meaningful random 
number, it must be adjusted to output only pulses generated 
by pure beta radiation. Figure 13 shows the pulse output ac-
cording to the threshold voltage in the pulse discriminator. If 
the threshold voltage is low, the noise signal is also converted 
to a random number, which lowers the quality of the random 
number. Therefore, it plays the role of filtering signals that 
detect pure beta particles and affects the random number gen-
eration rate.

The pulse generation rate was measured after adjusting 
the threshold voltage so that a pulse is generated only when 
the analog pulse is visible. As the measurement method, 
the internal counter value of the data acquisition device in 
Figure  12 was increased by one each time a square-wave 
pulse was input; then, the change in the counter value was 
measured. Figure  14 shows the repetition of the changes 
in the counter value over 10 s, 20 s, 30 s, and 100 s. In the 
LabVIEW program, we set while loop time = 1 s and read the 
number of pulses every second. The number of pulses every 
1, 2, 3, … s was accumulated, and the output stopped when 
while loop iteration = 10 s, 20 s, 30 s, or 100 s. The value 
was read and recorded. This process was carried out again to 
restart the counter from zero and repeated 10 times for each 
time period of 10 s, 20 s, 30 s, or 100 s.

As summarized in Table 6, 20 pps were generated on average. 
This means that the ratio of detected pulses to total amount of beta 
radiation is about 2.86% (=20 pulses/700 occurrences of radiation) 
for a radiation dose of 700 Bq.

The results in Table  7 indicate that the ratio of the de-
tected pulses to total amount of beta radiation rises to 14.3% 
when the threshold voltage is lowered. However, these de-
tected pulses contain a noise component; therefore, they did 
not pass a statistical analysis test when converted to random 
numbers. Of course, the random number data obtained under 
the conditions in Table 6 passed the test.

The counter used in the experiment is a 32-bit counter, 
but since it uses only 8 LSBs, it is the same as using an 8-bit 
counter. Therefore, when an 8-bit counter is operated with a 
clock of 80 MHz, the counter is reset every 3.2 μs, and the 
update rate is 312.5 kHz. Since this is much faster than the 
pulse rates in Tables 6 and 7, it ensures the independence of 
the counter values read per pulse.

5  |   STATISTICAL ANALYSIS

5.1  |  Uniform distribution of random 
number data

For statistical analysis, 1 048 576 bytes of random number 
data were collected. One byte, 8 bits means a number in 0 
to 255. Figure 15 shows the uniform distribution of the col-
lected random number data. This is the distribution of how 
many times each number from 0 to 255 was generated. The 
average value of this distribution is exactly 4096 (up to 20 
significant digits). The standard deviation is 65.1, and (stand-
ard deviation)/(average) = 1.59%, indicating a very stable 
and even probability for random number generation.

Figure 16 shows the constellation of random numbers 
in the order of the output. The first 1,024 random numbers 
are plotted in the graph. They seem to be irregular and 

F I G U R E  1 1   Layout of the radiation detection circuits

F I G U R E  1 2   Random number generator testbed

Compact DAQ
(National instrument) 

β-radiation detecting module
(β-source+PIN diode+analog circuits)

Power Supply
(±12V)

LabVIEW S/W
(National instrument) 
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inclined. Numbers from 0 to 255 occur irregularly, and 
there is no tendency for specific numbers to occur more 
or less.

When 1 048 576 random numbers are plotted in a graph, 
it appears to have been colored in a solid color, as shown 
in Figure 17. If there is a specific pattern or bias in the ran-
dom number data, the pattern can be identified by color, as 
shown in Figure 18. This means that the random numbers are 
incomplete.

5.2  |  Test using NIST Standards

The National Institute of Standards and Technology (NIST) 
standards related to random number testing are NIST SP 
800-90B [20] and NIST SP 800-22 [21]. Briefly, as shown in 
Figure 19, NIST SP 800-90B is a standard for testing entropy 
sources, and NIST SP 800-22 is a standard for testing RNGs 
used in cryptographic modules.

Figure 20 shows that our RNG can be used for two pur-
poses: an entropy source and random number generation 

F I G U R E  1 3   Pulse train according to 
the threshold of the discriminator

Missed β-ray

"Too high "

Threshold control
(in pulse discriminator)

β-source

PIN diode +
CSA

2nd amp

+ Pulse shaper

+ Pulse discriminator

Pulses by noise Pulses by β-ray 

Pulses by β-ray 

Threshold level

" Low "

"Proper"

F I G U R E  1 4   Counter value during periods of 10 s, 20 s, 30 s, 100 s

Counter output for 10 sec, 20 sec, 30 sec Counter output for 100 sec

LabVIEW code (Block diagram)

T A B L E  6   Average number of pulses at a 2.86% detection rate

Counting Period = 10 s 20 s 30 s 100 s

Counter value after 10 s, 20 s, 30 s, or 100 s

At 1st Measure 198 433 616 2058

At 2nd Measure 178 429 608 2010

At 3rd Measure 191 400 607 2153

At 4th Measure 204 443 601 2118

At 5th Measure 208 385 621 2112

At 6th Measure 196 397 613 2041

At 7th Measure 224 424 626 2091

At 8th Measure 181 414 628 2032

At 9 th Measure 204 410 607 2044

At 10th Measure 190 398 609 1999

Average 197.4 413.3 613.6 2065.8

Standard deviation 12.85 17.66 8.49 47.92

Standard deviation/
average (%)

6.5 4.3 1.4 2.3

Pulse rate (s−1) 19.7 20.7 20.5 20.7
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for cryptographic modules. This is because an RNG using 
beta radiation can generate random numbers as fast as a 
PRNG.

NIST SP 800-90B verifies the randomness of the hard-
ware entropy itself. There are three verification items: in-
dependent and identically distributed (IID), non-IID, 
and restart tests. Figure 21 shows a diagram of the test procedure.

This test was performed on 1000000 pieces of data 
in a Python-based Linux environment. There are dataset 
requirements.

•	 Continuous data set: 1 000 000 consecutive pieces of data 
from a noise source.

•	 Restart data set: 1000 restarts and 1000 samples; all three 
tests passed.

Our random number data passed all three tests of NIST SP 
800-90B according to Figure 22. The minimum entropy was 
7.9 for an 8 bits dataset and 5.8 for a 6 bits dataset. These re-
sults indicate that our beta radiation RNG is a very good en-
tropy source.

NIST SP 800-22 checks the random numbers output from 
a PRNG that uses hardware entropy as a seed. This standard 
verifies the statistical randomness of random bits that will 
be used in a cryptographic module. NIST SP 800-22 has 15 

F I G U R E  1 7   All 1048576 random numbers

256

192

128

94

0
1000

Nth output (× 1000)

Random number Random number output

9008007006005004003002001000

T A B L E  7   Average number of pulses at a 14.3% detection rate

Counting Period = 10 s 20 s 30 s 100 s

Counter value after 10 s, 20 s, 30 s, or 100 s

At 1st Measure 975 2143 3006 6227

At 2nd Measure 1029 2024 3069 6142

At 3rd Measure 928 2049 3056 6098

At 4th Measure 1041 1985 2967 5957

At 5th Measure 939 2001 3071 6223

At 6th Measure 995 2042 2967 6032

At 7th Measure 999 2080 2947 6224

At 8th Measure 1015 2082 3079 5983

At 9 th Measure 985 1939 3057 6147

At 10th Measure 1039 1971 2979 6220

Average 994.5 2031.6 3019.8 6125.3

Standard deviation 37.08 57.55 48.96 98.68

Standard deviation/
average (%)

3.7 2.8 1.6 1.6

Pulse rate (s−1) 99.5 101.6 100.7 102.1

F I G U R E  1 5   Frequency of occurrence of each random number

5000

4000

3000

2000

1000

0

Frequency of occurrence of each random number

Random number (0~255)
0 16 32 48 80 96 11264 128 144 160 176 192 208 224 240

F I G U R E  1 6   First 1,024 random numbers

256

192

128

94

0
0 128 256 384 512 640 768 896 1024

Nth output

Random number
Random number output

F I G U R E  1 8   Example of incomplete random number data

256

192

128

94

0

Random number Random number output

Nth output (× 1000)
10 20 30 40 50 60 70 80 90 100 110 120 1300
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statistical test items, as shown in Figure 23. We passed all 
15 tests. Thus, our beta radiation-based RNG can be directly 
used in cryptographic modules without a PRNG.

In order to use a beta radiation-based RNG instead of a 
PRNG, an intermediate device that outputs random bits at a 
constant speed is required. This can be done by providing an 
interface that acts as a buffer to match the required random 
number generation speed and random length.

6  |   CONCLUSION

We have introduced a lightweight true RNG (TRNG) consist-
ing of a thin-film beta radiation source and an IC. The most 
important technology in this paper is an analog circuit design 
that can detect beta radiation with a very low energy. Analog 
circuits proven at the board level will soon be replaced by 
ICs to be designed. The next significant technology is the 
development of the world's first RNG using beta radiation. 
This technology includes a beta source, a PIN diode detector, 
an analog signal processing circuit, a random number conver-
sion algorithm, and random number analysis technology. It 
was demonstrated that our device generates perfect random 
numbers through international standard tests.

At the beginning of this paper, we emphasized that this 
technique is a lightweight TRNG for IoT devices. This is 
based on making proven board-level analog circuits into ICs. 
Moreover, it is not very difficult to develop an IC with current 

F I G U R E  1 9   NIST SP 800-90B and NIST SP 800-22
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F I G U R E  2 0   Beta radiation RNG for NIST SP 800-90B and −22
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F I G U R E  2 1   Test procedure for NIST SP 800-90B
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F I G U R E  2 2   NIST SP 800-90B test results: pass/fail result, p-value, and minimum entropy value (A) IID test, (B) non-IID test, and (C) restart 
test results
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design technology. Therefore, the design specifications of ICs 
that can match the beta source and diode detector well are im-
portant. As shown in Figure 24, a small package design for 
IoT devices and an array-type circuit design for faster random 
number generation are also in progress. The coating source, a 
PIN diode detector, and an ASIC will be package in a TRNG 
chip. Since the self-made coating source and self-made PIN 
diode detector are very small (about 1 × 1 mm2), it would be 
possible to make 3 × 3 mm2 TRNG chip at most. This TRNG 
chip can be mounted on the security module of small devices 
like the drones or IoT devices, and can be carried by individu-
als in the form of USB for banking or authentication.

Looking at recent papers on TRNG for IoT applications 
[22,23], it emphasizes that it must be low power in hardware 
and pass statistical quality tests in accordance with NIST 
standards. Recently, a physically unclonable function (PUF), 
a kind of hardware-based RNG, has been widely used to se-
cure IoT devices. A PUF has unpredictable and physically 
nonreplicable properties but its irregularities and statistical 
properties have not been verified for use as an entropy source 
or cryptographic modules, respectively.

In conclusion, we can say that the RNG introduced in 
this paper has three advantages. First, it is most suitable for 
ultra-small RNGs because of its relatively simple structure, 
low-cost elements and materials, and small volume. Second, 

since it is an entropy source based on quantum mechanics, 
it generates almost perfect random numbers, which is ver-
ified by NIST test. Third, the problem of a low-generation 
rate, which is the biggest drawback of existing TRNGs, was 
solved.
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