E TR Electronics and Telecommunications Trends

HUEIE 9|&2]7] sl & U0 TSI S

Security Technology Trends to Prevent Medical Device Hacking and
Ransomware

H&dzt (H.C. Kwon, hckwon@etri.re.kr) HERI-A|ARIHQIA LA HRIILR
HHS (B.H. Chung cbh@etri.re.kr) HEY I -A|ARIHOIOA 1Al ZHOI0 19
2rfM (D.S. Moon, daesung@etri.re.kr) HEYT-A|ARIHQIOA 1Al THOIO 19| JAIXE
2lel (1K Kim, ikkim21@etri.re.kr) HEHESOIEE Moloi el /HHx)
ABSTRACT

Ransomware attacks, such as Conti, Ryuk, Petya, and Sodinokibi, that target medical institutions are increasing
rapidly. In 2020, in the United States., ransomware attacks affected over 600 separate clinics, hospitals, and
organizations, and more than 18 million patient records. The cost of these attacks is estimated to be almost $21
billion USD. The first death associated with a ransomware attack was reported in 2020 by the University Hospital
of Diesseldorf in Germany. In the case of medical institutions, as introduced in the Medjack report issued by
TrapX Labs, in many cases, attackers target medical devices that are relatively insecure and then penetrate deep
into more critical network infrastructure, such as EMR servers. This paper introduces security vulnerabilities of
hospital medical devices, considerations for ransomware response by medical institutions, and related technology

trends.
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ALG Application Level Gateway

ASN Autonomous System Number

CNN Convolutional Neural Network

CVE Common Vulnerabilities and
Exposures

DGA Domain Generation Algorithm

A HI367 HMI5= 20214 10

DICOM  Digital Imaging and Communications
in Medicine

DNN Deep Neural Network

ELK Elasticsearch, Logstash, Kibana

EMR Electronical Medical Records

FDA (US) Food and Drug Administration

GLCM Gray—Level Co—occurrence Matrix

HL7 Health Level Seven

[oMT Internet of Medical Thing

LSTM Long Short—Term Memory

MBR Master Boot Record

MDR Medical Device Regulation

MRI Magnetic Resonance Imaging

NAT Network Address Translation

PACS Picture Archiving and
Communication System

PTS Pneumatic Tube System

RCE Remote Code Execution

RDP Remote Desktop Protocol

SMB Server Message Block

SVM Support Vector Machine

UAF Use After Free
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