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Abstract: This research paper provides a comprehensive overview of the challenges and potential
solutions related to enabling haptic communication over the Tactile Internet in the context of 6G
networks. The increasing demand for multimedia services and device proliferation has resulted in
limited radio resources, posing challenges in their efficient allocation for Device-to-Device (D2D)-
assisted haptic communications. Achieving ultra-low latency, security, and energy efficiency are
crucial requirements for enabling haptic communication over TI. The paper explores various method-
ologies, technologies, and frameworks that can facilitate haptic communication, including backscatter
communications (BsC), non-orthogonal multiple access (NOMA), and software-defined networks.
Additionally, it discusses the potential of unmanned aerial vehicles (UAVs), network slicing, and
wireless communication beyond 100 GHz and THz levels in improving haptic communication
performance. The research emphasizes the importance of addressing security risks, optimizing
resource allocation, and minimizing network congestion to unlock the potential of future networks
and services. Aerial, ground, and underwater communication technologies are highlighted as key
components of 6G networks, each with their advantages and challenges. The need for specialized
equipment in remote areas to meet the bandwidth and latency requirements of haptic communication
is underscored. The findings of this research contribute to a deeper understanding of haptic commu-
nication in the context of 6G networks and provide insights into potential solutions for overcoming
the associated challenges.

Keywords: haptic communication; tactile internet; teleoperation; 5G and 6G cellular networks

1. Introduction

The recent developments in communication networks enable many applications in-
cluding high quality audio/video sharing [1]. Mobile communication has become an
essential component of present-day life. It plays an important role in the economy, health,
education, and many other industries [2–5]. Today, most of the population is connected
through mobile communication networks globally [6,7]. After successfully connecting bil-
lions of smartphones and laptops through mobile internet, the focus of mobile internet has
now been diverted towards the ubiquitous connectivity of multiple devices and machines,
hence creating the Internet of Things (IoT) [8,9]. This transition has led mankind towards
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remote communication between a human being and some kind of physical device. Such
data-intensive communications can result in mediums where the human beings can interact
with each other remotely by touch (haptic communication) or actuation [10–12].

The upcoming 6G networks are set to provide ultra-reliable and low-latency com-
munication which will make it possible for mission-critical applications, such as remote
control of unmanned aerial vehicles (UAVs), information delivery, IoT communication,
tactile internet, smart grids, and self-driving cars to be enabled [13]. The technology of
Ultra-Reliable and Low-Latency Communications (URLLC) is becoming increasingly im-
portant for the upcoming sixth-generation (6G) networks. This service type is characterized
by its stringent requirements of ultra-reliability and low-latency, which demand a decoding
error probability of at least 10−5. URLLC provides support for mission-critical applications,
such as Unmanned Aerial Vehicles (UAVs) control information delivery, smart grids, tactile
internet, and more. Previous communication systems were throughput-centric, based
on the Shannon capacity formula, which assumes an infinite block length. In contrast,
URLLC systems are reliable and latency-centric, and therefore use the finite block length
capacity formula. Research regarding the channel coding rate and capacity bounds for
finite block length can be found in [14]. Furthermore, URLLC will be essential for vertical
and time-critical applications, such as factory automation and smart grids, which require
perfect time synchronization between wireless mobile nodes and reference time sources [14].
The radio resource management of next-generation wireless communication networks,
specifically for IoT, is of particular importance for URLLC. Many research topics in URLLC
IoT networks revolve around radio resource management [15–17]. The emergence of 5G
has driven the need for URLLC [18], which traditional networks cannot adequately support
due to the requirement of achieving end-to-end latency of 20 milliseconds or more between
users from end to end. This latency does not meet the requirements of the more advanced
communication systems such as 5G and 6G [19,20].

The Tactile Internet is an advanced communication infrastructure that enables the
low latency necessary for real-time interactive systems. This requires the implementation
of suitable technologies and communication protocols in the different layers of an end-
to-end architecture, such as the access network, core network, and customer premises
equipment. Solutions introduced in these layers must meet the requirements of low latency,
very short transmission delay, very high availability, ultra-reliability, security, and quality
of service [21]. The past several years have seen a remarkable evolution in communication
networks, with profound ramifications for our lives, politics, global affairs, and economy.
This evolution in generations has resulted in a substantial shift in terms of coverage,
security, cost, privacy, and many other aspects until the introduction of 5G, which divides
its applications into three distinct categories: enhanced mobile broadband (eMBB), URLLC,
and massive machine type communications (mMTC) [22,23].

Wireless communication networks have experienced rapid evolution over the years,
enabling transformative advancements in connectivity and communication. With the
advent of 5G networks, we witnessed significant improvements in data rates, latency,
and capacity, paving the way for new applications and services. However, as technology
continues to progress, the emergence of 6G networks is anticipated, bringing forth a new
era of wireless connectivity. In this context, the quality of service (QoS) becomes paramount,
as it directly impacts the user experience and enables a wide range of applications across
industries. While 5G networks introduced classes of service such as URLLC, mMTC,
and eMBB, 6G networks are expected to raise the bar even higher in terms of stringent
requirements.

Current research in the field of information and computation technology (ICT) is
increasingly focused on exploring the potential of next-generation networks such as SDN
(Software-defined networking), 5G, and 6G. Among the research areas within the domain
of 5G networks, particular attention is being given to optimizing D2D communication
to enhance the quality of service. Researchers are investigating the structure of the fre-
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quency spectrum in relation to the working modes of D2D communication, aiming to meet
predetermined system conditions and maximize network throughput [24].

One significant finding emerging from this research is the preference of D2D com-
munication pairs to utilize full-duplex (FD) mode for short distances, as it fulfills system
requirements. Consequently, a majority of communications within these distances take
place using FD mode. These results underscore the advantages of employing FD commu-
nication in short-distance scenarios, as it provides better conditions and ensures a higher
QoS compared to the QoS-D2D method.

Communication networks will provide various capabilities, e.g., ultra-reliable connec-
tivity and low latency. However, 5G technology alone cannot fully meet all the demands in
the near term, leading to the emergence of Beyond 5G (B5G) and Sixth Generation (6G) as
the Next Generation Wireless Networks (NGWNs). Incorporating diverse paradigms and
technologies such as Mobile Edge Computing (MEC), various radio access technologies,
cellular Base Stations (BSs), Unmanned Aerial Vehicles (UAVs), Dedicated Short-Range
Communications (DSRC), and D2D connections are essential for Next Generation Wireless
Networks (NGWNs) [1]. NGWNs offer immense potential not only in the networking
industry but also in verticals such as agriculture, entertainment, and healthcare. They en-
hance features such as global coverage, improved intelligence, enhanced spectral efficiency,
cost and energy efficiency, and security. Key enablers and core technologies dominating
NGWNs include Network Slicing (NS), Software Defined Networking (SDN), Network
Function Virtualization (NFV), and MEC [25]. NS allows for the support of various network
services, classified into eMBB, Communication-Everything (C2X), URLLC, and Massive
Internet of Things (MIoT). NGWNs bridge the gap between societal and business demands.
With 6G networks, the use cases expand to more stringent requirements in terms of QoS
throughput, bandwidth, energy efficiency, and reliability [26]. SDN intelligently and cen-
trally manages network traffic routing for software applications, while NFV packages
network functions for deployment on commodity hardware. The high coupling between
hardware and network functions can be avoided through NFV adoption. MEC alleviates
backhaul network congestion, improves user experience, network performance, and re-
source optimization. It enables different industry sectors to achieve their desired QoS
while reducing bandwidth usage [27]. Network Slicing (NS) in NGWNs instantiates a
set of network functions on MEC cloud servers to provide low-latency communication
services. However, challenges related to NS in NGWNs remain, including inter-slice and
intra-slice orchestration, dynamic resource allocation, network slice control, resource shar-
ing, slice/user admission based on QoS constraints, managing slice/user priority, traffic
management, and congestion. Limited bandwidth and diverse slice requirements are the
primary factors driving these issues, necessitating careful planning and efficient sharing
techniques.

The following key enabling technologies will pave the way for new emerging applica-
tions, which are crucial for the realization of the 6G wireless network vision.

The healthcare sector is another area expected to benefit significantly from the deploy-
ment of 6G. Remote surgery, real-time tactile feedback, and optimized healthcare workflow
are among the features that can elevate eHealth services to new levels. Ensuring the QoS
requirements is particularly crucial in the healthcare sector, demanding mobility support,
extremely low latency in the sub-millisecond range, and continuous connectivity with
exceptional reliability of more than 90% [28]. Sixth-generation (6G) wireless networks are
anticipated to provide the necessary stringent QoS requirements and enable a revolution in
the healthcare sector.

Recent works have highlighted the profound impact of 6G technology on the future
of wireless healthcare. For instance, Mucchi et al. [29] discuss how 6G technology can
revolutionize the healthcare industry, emphasizing its potential to enhance telemedicine,
wearable devices, and sensor networks. Their study underscores the role of 6G in enabling
reliable and low-latency communication for healthcare applications. Similarly, in [30],
authors have provided a comprehensive survey on the next generation of eHealth, where
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they explore the multidisciplinary aspects and potential use cases of 6G in healthcare. They
discuss the integration of various technologies, such as artificial intelligence (AI), IoT, and
edge computing, to achieve efficient and secure healthcare systems.

Furthermore, Chamitha de Alwis et al. [31] delve into the specific applications of 6G for
healthcare, elucidating the transformative potential of 6G in facilitating improved patient
care, remote diagnostics, and healthcare delivery in challenging environments. Their work
emphasizes the need for seamless connectivity, ultra-reliable communication, and massive
data handling capabilities offered by 6G networks to support advanced healthcare services.

While 5G networks have seen initial applications of extended reality (ER), which
combines virtual, augmented, and mixed realities, it is still in its early stages compared
to traditional 2D video streaming. To deliver the highly immersive experience promised
by ER, devices require significantly higher throughput to handle higher-resolution videos
with increased frame rates and color depth. This can result in a bandwidth requirement of
1.6 Gbps per device, surpassing the capabilities of 5G, particularly at the cell edges where
widespread ER implementation is desired. Applications such as remote industrial control,
remote surgery, and immersive gaming, which are potential use cases of interactive ER,
also demand high reliability and low latency [32]. Once again, 6G wireless networks are
envisioned to enable the realization of ER and its diverse applications.

In the coming decade, advancements in holographic display technology are expected
to enable a truly immersive experience through remote rendering of high-quality holograms
using mobile networks. However, achieving this vision requires tremendous bandwidth
capacity, reaching the terabits per second (Tbps) range, to handle the volumetric data of 3D
objects, as well as the resolution, frame rates, and color depths of 2D videos. Additionally,
ultra-low latency is essential to create a truly immersive experience, along with precise
synchronization of a multitude of interconnected streams necessary for hologram recon-
struction [32]. The advanced capabilities of 6G networks are anticipated to make this future
a reality.

Networks that enable seamless communication not only between humans but also be-
tween machines and humans in cyber-physical systems (CPSs) have triggered a revolution
in the manufacturing industry, known as Industry 4.0. Industry 4.0 aims to minimize hu-
man intervention by establishing effective communication among large connected systems.
To turn this vision into reality, remote industrial management is vital, requiring real-time
control and management of industrial systems. Advanced robotics scenarios demand
real-time data and extremely low latencies of around 100 microseconds to 1 millisecond
for round-trip reaction times, while human operators can remotely monitor machines
using tactile sensors, holographic communications, or virtual reality [33]. Once again, the
demanding requirements of future 6G wireless networks are expected to support industrial
automation.

The Internet of Everything (IoE) expands on the concept of the IoT by including things,
people, data, and processes [34]. By integrating numerous sensing devices for various
purposes, IoE enables identification, status monitoring, and intelligent decision-making
tasks, opening up new and exciting possibilities. These sensors, capable of collecting
data parameters such as temperature, light, position, velocity, and bio-signals, find ap-
plications in industrial domains, traffic control, smart cities, and healthcare systems [35].
Implementing such applications necessitates an extensive number of sensor devices and
robust machine-to-machine communication. Therefore, 6G, with its enhanced capabilities,
is expected to facilitate the realization of these applications.

For the aforementioned functionalities, the Tactile Internet (TI) is emerging after ad-
vancements in the cellular technologies, i.e., Fifth Generation (5G) and Sixth Generation (6G)
with ultra-low latency, ultra-high-reliability and intelligent network connectivity, which
enables the real-time control and haptic experience remotely [36–38]. The TI revolutionizes
almost every sector of the society by shifting the focus from content delivery to skill set
delivery network [39]. The 5G and 6G cellular systems could be an essential foundation on
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which the TI could establish connectivity and provide a breakthrough in the area of haptic
communication [40,41]. The evolution of the TI is shown in Figure 1.
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The TI has several applications in the areas of healthcare, 3D printing, Virtual Reality
(VR), smart grids, remote education, and remote immersion [42–44]. These applications are
mostly delay-sensitive [45]. The delay required for haptic communication is the round trip
delay of 1 ms [46]. Although this delay may depend on the applications as well, most of
the applications of the TI require ultra-low latency rate which makes it challenging [47,48].
Therefore, along with the number of applications it brings issues and challenges as well for
5G and 6G network design [49]. The overview of different parameters of multiple cellular
technologies (1G to 6G) is given in Table 1. This paper discusses the issues and challenges in
enabling the tactile internet over 5G and 6G cellular networks. In terms of topic, our study
is slightly related to [50]. However, the authors in [50] discussed only the trends to enable
6G network. In our work, we discuss the enabling technologies, issues, and challenges
along with the applications of TI over 6G communication network in a comprehensive way.
The organogram of this paper is given in Figure 2 and the contributions of this paper are as
follows:

• The issues and challenges of TI that enable haptic communication in the mobile cellular
generations are investigated.

• The proposed technologies and role of fog and edge computing as a unique architec-
tural feature of the TI are discussed.

• Multiple performance evaluation parameters of TI are analyzed.
• Multiple applications of TI are discussed.
• Advantages and challenges of aerial, ground, and underwater communication tech-

nologies for 6G are discussed.
• Issues and challenges of TI over 6G are investigated.



Electronics 2023, 12, 2955 6 of 30

Table 1. Overview of parameters of 1G to 6G technologies.

Generation 1G 2G 3G 4G 5G 6G

Technology Analog cellular Digital cellular Broadband/IP, FDD,
TDD

Broadband/IP, Wi-Fi,
MIMO www, IPv6 5G + Satellite

Data Speed 2.4 Kbps 9.6 Kbps 2 Mbps 50 Mbps >1 Gbps 1 Tbps
Latency Rate - - - 100 ms 10 ms 1 ms

Round Trip Time (RTT) - - 63.5 ms 53.1 ms 10–20 ms 1 ms
Core Network PSTN PSTN Packet Network Internet Internet Internet

Service Only voice or
message Voice data & SMS High-speed data, voice,

video
Dynamic information

access

Interactive multimedia, VoIP,
AR, VR, IoT, Partially haptic

communications

Interactive multimedia, VoIP,
AR, VR IoT, haptic
communications

Hand-off Horizontal Horizontal Horizontal Vertical Horizontal & vertical Horizontal & vertical
Bandwidth - - - - mmWave and Terahertz bands Terahertz and Optical bands

Network Slicing - - - - Supported Enhanced support
Energy Efficiency - - - - Improved energy efficiency Ultra-low power consumption
Spectral Efficiency - - - - Improved spectral efficiency Extreme spectral efficiency

Connectivity Density - - - - Up to 1 million devices per
square kilometer

Up to 10 million devices per
square kilometer

Intelligent Connectivity - - - - AI-enabled connectivity Cognitive and self-learning
capabilities

Security - 2G encryption
algorithms Enhanced encryption Enhanced encryption Enhanced security

mechanisms Quantum-resistant encryption

User Experience - - Basic internet browsing Rich media experiences Immersive AR/VR,
Holography

Holographic and multisensory
experiences

Applications Voice calls, SMS Basic data services
Mobile internet, video

calls, multimedia
streaming

Advanced mobile
applications

Ultra-reliable low-latency
applications

AI-powered applications,
autonomous systems

Network Architecture Cellular Cellular Cellular Cellular Cellular and satellite Integrated cellular and
satellite networks
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The rest of this paper is discussed as follows. Section 2 discusses the resource allocation
in TI. Section 3 discusses the channel modelling for haptic communications. In Section 4,
we discuss the haptic communication security and Section 5 discusses the communication
protocols for haptic communications. Different performance parameters are discussed in
Section 6. Section 7 covers virtual reality whereas advantages and challenges of communi-
cation technologies are discussed in Section 8. Applications of TI are discussed in Section 9.
Section 10 discusses the enabling of haptic communication over 6G mobile networks and
Section 11 discusses the issues and challenges of TI over 6G. Finally, Section 12 concludes
this paper.

2. Resource Allocation in Tactile Internet

The increasing demand for multimedia services and the proliferation of devices have
caused radio resources to become increasingly scarce [51]. As a result, it has become
increasingly important and difficult to properly allocate radio resources for D2D-assisted
haptic communications in order to guarantee the latency and reliability requirements of the
control loop necessary for providing users an immersive experience [47]. The transmission
of the haptic stream contains the control signal on the downlink and the feedback signal on
the uplink [48].

The authors in [52] aim to minimize the usage of total bandwidth by jointly optimizing
the downlink and uplink resource configuration. However, the uplink and downlink in
this work do not form a control loop, which limits its application.

In [53], the authors pose D2D connectivity as a key technology for the efficiency
of the cellular network through wireless systems of the fifth generation. In accordance
with recent research progress, the authors implement D2D communication and its usage
scenarios, present an explanation of D2D communication centered on spectrum division,
duplexing and number of steps, level of control, and address interruption and architecture
dimensions of D2D communication. They also highlight very recent research to acquaint
the reader with the current developments in this regard. The technologies protected by
these works comprise of file distribution, vehicular contact, web networks, video streaming,
advertisement, and real-time applications. They also summarized the methods and models
used and their standards. Finally, the authors explain the issues defined in various parts of
D2D literature and state the very latest developments.
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In [54], the authors discuss the use of backscatter communications (BsC) and non-
orthogonal multiple access (NOMA) to improve the energy efficiency and capacity of
wireless communications systems in the beyond 5G (B5G) era. The paper proposes the
use of coded cooperative-NOMA in combination with BsC and presents simulation results
showing the improved performance of the proposed method compared to traditional
NOMA and BsC systems. The paper suggests that the combination of BsC and coded
cooperative-NOMA can be a promising approach for improving energy efficiency and
increasing capacity in B5G wireless communications systems.

The authors in [55] note that there is a need for potential communication services to
co-exist with several current devices. Few of the implementations will require a smooth
and quick association with different networks. A novel infrastructure is therefore required
with new practices and features for various senses such as 3D-video, responsiveness
(for example touch, sound, and feel). The packet distribution principle must always
be imminent allowing for tremendous low latency and extreme precision latency. The
extremely low latency criteria would allow the 2030 network to be decentralized. In
addition, with the full application of TI services, the interaction between human avatars,
etc., is possible. The reorganization of the network would result in a generalization of
its function and a reform of network management concepts. Satellite networks can be
commonly used for content distribution facilities, which at the same time is questionably
effective for the introduction of new infrastructure needing extreme low delays due to the
inherent constraints on the speed of light. Unmanned aerial vehicles (UAVs) and tethered
UAVs can be extensively used as a flying application for low-density regions and difficult
to access areas for delivering ultra-low delays in service.

In [56], the authors provide an extensive overview of the development of the telecom-
munications infrastructure through software-defined 5G/6G networks. They describe
circumstances for the 5G/6G rollout, key technologies, and software defined networking
(SDN). The SDN design offered open network access by modifying variations between
machines on the network. Under the conventional IT network architecture, the routing
process in the network which resolved the problem of complicated network design can
be conveniently described. They then gave the future network design based on SDN,
based on the principles of 5G/6G network design. Moreover, they discussed the new
methods of allocating resources and managing them. Radio environment maps (REMs)
may play a significant role in potential network analysis, because of the presence of in-
novative spectrum discovery and monitoring processes. While they have looked into the
latest connectivity management technologies for 5G/6G networks and addressed how to
fairly address the connected state mobility problem in extremely dense networks via SDN.
The writers published a concise survey on SDN related conflict control of cellular 5G/6G
networks. In addition, they provided a detailed overview of the interference graph (IG)
abstraction which the SDN controller can use to configure network segments with several
functional constraints. Furthermore, the writers outlined the study problems and accessible
concerns on 5G/6G-based SDN networks and described potential paths for the next work.

In [57], multiple radio resource allocation for the haptic communication in the 5G
enabled LTE-A networks is investigated. The radio resource allocation for the haptic
communication system is a challenging task due to multiple constraints of the multiple
access scheme in LTE-A networks. In this work, first, the requirements of the radio resource
allocation for haptic communications are identified. After that, the problem is translated
into the resource allocation problem which tackles the uplink and downlink constraints of
the 5G LTE-A network. To reduce the complexity of the problem, the optimization problem
is first decomposed and transform into binary integer programming. Extensive simulations
have been conducted to show the effectiveness of the proposed scheme and results show
that the resource allocation performed well for the 5G LTE-A network.

In [58], a novel radio resource allocation framework named Hap-SliceR for the 5G
framework with haptic communication is proposed. This approach allocates the radio
resources to the 5G network in a flexible way to utilize the maximum spectrum of radio
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resources. The Hap-SliceR strategy is based on the reinforcement learning for dynamic radio
spectrum slicing. For this purpose, first, the radio resource slicing problem is modelled
by using the Markov decision process and then solve it by mean of Q-learning. However,
this Q-learning approach is computationally slow. Therefore, increasing the efficiency
of radio resource slicing through post-decision requires learning that exploits the system
dynamics. After that, the novel algorithm for network slicing is proposed that first identifies
the requirements of the network and then formulate the unique allocation problem by
considering the constraints of downlink and uplink multiple access schemes in LTE-A
networks.

In [59], the key requirements and the solutions of haptic communication from a radio
resource allocation perspective are proposed. The radio allocation problem is to deal with
two different types of problems: symmetric and perceptual coding design. Due to the
combinational nature of the problem, it becomes complex. To solve this issue, the problem
is first decomposed and solved by using binary integer programming for resource block
allocation. Furthermore, the resource allocation problem is solved by using greedy heuristic
algorithms and by using the canonical duality theory and Hungarian method, near optimal
solutions are proposed. The results acquired from simulations show that the proposed
method outperforms the different classical algorithms.

3. Channel Modeling

The authors argue in [60] that network slicing is an effective way that meets the varied
demands of 5G mobile networks, delivering the necessary stability and scalability related
to potential network deployment. The study comprises of the basic principles underlying
mapping committed and mutual slices, in addition to application-specific factors when the
network slicing method is used across the Core Network (CN) and Radio Access Network
(RAN). Special attention has been paid to linking RAN principles to network slicing. They
also state that robust network slicing capacity has been discovered to meet the complex
specifications of the upcoming 5G networks. When constructing network slicing based
5G networks, they emphasize on the problems that occur. Authors concentrate on the
technical dimensions of the network’s co-existence of devoted and mutual pieces. The
authors discuss in detail the deployment possibilities of a modular wireless access system
with an emphasis on network slicing and consequences on 5G mobile network architecture.
Authors concentrate on the technological elements of the dedicated and reciprocal items
co-existence of the network. The authors discuss in detail the implementation possibilities
of an adaptable wireless access network with a focus on network slicing and effects on 5G
mobile network design.

In [61], the authors present a specific and in-depth look at fundamental possibilities,
problems and solutions to the development of potential spectrum wireless, sensing and
positioning technologies over 100 GHz that will probably be a part of the 6G age. The paper
identified recent legislative and standard group actions intended for promoting potential
wireless schemes utilizing multi-GHz frequency channels over 100 GHz that can accom-
modate data rates of 100 Gbps. Authors state that a large number of exciting technologies
should support future THz levels because computing power increases at the same pace to
exceed the human brain’s processing power. Many THz wireless applications will allow
new perception, sensing, imaging, networks, and positioning abilities to be used by new
human interfaces, autonomous vehicles, and automated devices, all empowered by THz’s
very high bandwidth and very short wavelength, which seems to be an assuring spectrum
for coming wireless communications past the millimetre wave (mmWave) system. They
also demonstrated how directional steerable antennas would allow mobile communication
into the THz range, where the joint antenna gains will exceed the weather losses that
were previously thought to be expensive. Antenna array systems would take advantage
of new methods and physical designs such as three-dimensional noise modeling, beam
shaping, hybrid beam shaping, and silence shafts, as these have demonstrated to provide
substantial performance advantages, and also would resolve design restrictions such as
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the size of RF modules with a considerable number of antenna components. The authors
review past work and introduced new measures of propagation over 100 GHz, analysis
of cross-polarization discrimination, and measurements of partition failure for common
building material.

In [62], the authors offered a comprehensive review of emerging technologies, includ-
ing Machine Learning (ML), Quantum Computing (QC), and Quantum ML (QML). They
also introduce their goal for the QC-and QML-assisted platform to allow wireless networks
beyond 5G. First, the target facilities provided by evolving 5G communication networks
and the complexities of accessible examination for the 5G communication networks were
discussed. Afterwards, the latest trends in communications given by quantum, QC-aided,
ML-aided, QC reinforced by ML, and QML were thoroughly reviewed. A system for 6G
communication networks focused on ML, QML, and QC-aided has been suggested. Com-
prehensive discussions on numerous promising innovations, accessible science problems,
and potential avenues for the study were given in the sense of the proposed system. Most
specifically, the current 6G architecture has defined and addressed various potential sup-
porting technology for network-organization, air device, network-edge, and user-side. The
authors also describe network organization and-edge levels: the position of the suggested
system for smart preemptive caching, smart MEC, resource allocation, multi-objective
routing optimization, comprehensive IoT management, interoperability coordination, big
data analytics, safe link security, and data privacy safety features have been addressed and
suggested exhaustively.

In [63], the authors outlined wireless communication work and rulemaking beyond
100 GHz, examined current D band (110–170 GHz) transmission measurements, given
NYU WIRELESS 140 GHz channel sounder architecture, and proposed tentative 140 GHz
penetration failure measurements for different building resources. Penetration failure
and total penetration loss of 140 GHz common resources that are not well studied are
calculated and contrasted to 28 and 73 GHz common materials. The authors also describe a
140 GHz indoor measurement program that will be used to shape predictive indoor channel
templates for different RX and TX antenna arrangements and multi-frequency divisions in
combination with the previous 73 and 28 GHz indoor measurements performed at NYU
WIRELESS. For mmWave indoor wireless network architecture, position tests, and a likely
gigabyte Wi-Fi with the Internet of Things, the processing data and subsequent models can
aid [64].

The current system of human-machine contact is outlined in [65], which focuses on
the various approaches of emotion detection. Simultaneously, from the point of view of
communication, the gap between the current human-machine interaction scheme and
the proposed emotion communication scheme is compared. The authors then define
the communication system of emotions and summarize the main technologies desired
in the system. The authors described the design of the emotion communication system
focused on the four principles: selection, coordination, interpretation and evaluation of the
emotion that is desired in an emotion communication system. To meet the communication’s
consistency criteria for both sides when the emotion is conveyed as a kind of multimedia
knowledge, the authors suggest an emotion transmission procedure that delivers high-
level consistent support for emotion communication. Finally, the authors examine the
actual performance of a pillow robot-based speech emotion communication scheme and
demonstrate the viability and efficacy of transmitting an emotion.

The TI envisages full-time remote infrastructure control through Tactile sensors (hap-
tics) and assisted by immersive audiovisual inputs in real-time. Applications such as
telehealth or Industry 4.0 would need end-to-end intervals of up to 5 ms (minimum observ-
able by the naked eye) and ultra-high-speed communications. VR video streaming needs
to overcome many challenges to achieve the real time (maximum 5 ms end to end latency)
and quality (5 Gbps) required by the TI.

The aim of [66] is to identify areas of accessible research and obstacles to allow VR
for the Tactile Web. The authors established four fields of open science problems after a
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theoretical and practical assessment of state-of-the-art VR video streaming solutions. First,
it is necessary to optimize and improve transport and application protocols. The authors
believe that the research in this area is moving in the direction of adaptive streaming
where tiles, prediction of viewport and infrastructure need to be thoroughly revised.
Secondly, edge infrastructure will be necessary for moving computer-intensive tasks from
lightweight VR customers and intelligently prefixing material to minimize latency. Second,
it is important to synchronize the multi-sensor system (VR + haptics). Finally, to subjectively
benchmark solutions, new evaluation infrastructures and new methods need to be created.
Authors believe that this work opens up new research opportunities not only in the field of
wireless network management and control but also in the challenging VR arena.

Sustained focus is important in the awareness, conditioning and locomotion of every-
day human activities. An increase in persistent attention shows likely effects in several
areas, including the management of mental ailments, such as attention deficit disorder, and
the preparation of some employees, such as aircraft pilots, who function under high mental
load conditions. The authors argue in [67] that through preparation, vigilant monitoring
can be improved. Nonetheless, a technique to fully utilize the human haptic pathway in the
course of preparation has not been explored by any comprehensive research. Thanks to the
fundamental focus function and exclusive features of the haptic system, haptics-mediated
attention coaching provides tremendous promise. Training in haptics-mediated care is
a cross-disciplinary study involving cognitive neuroscience, haptics, and psychophysi-
ology. Exploring the neural and psychological attention methods in tasks that use the
haptic channel can also foster an understanding of the mechanism of neuroplasticity in
humans. The authors propose an innovative use of haptic tools that improve the ability
of the human brain to maintain continued attention through the haptic channel. Since
haptic experiences, such as the ability to control power, are a natural human feeling, the
existing computer games may theoretically be revamped by adding realistic force feedback
simulations, raising the cautious workload of players.

4. Haptic Communications Security

In [68], the authors discuss the security requirements for the 6G networks and describe
a solution that emphasizes the insertion of trust to address distributed denial of service
(DDoS) attacks into the networks. The authors argue that security risks will increase in a
world where digital devices and hackers remain within the borders of the digital world.
In particular, hacking can be harmful when cars, houses, vessels, harbor transportation
facilities, transportation hubs and storehouses, energy supply grids, energy production
and storing systems are linked to a digital network. If hacking is possible, many real-world
crimes may be possible such as theft of goods, razing other’s property, and many other
crimes.

The authors suggest in [69] that trust should be embedded in the network itself as an
inherent function to automate backtracing of attacks, avoid successful distributed denial
of service attacks and additional security functionality using cloud-based automation to
support inexpensive and low-power devices. The authors further argue that security at the
Internet level will not be enough when the physical and digital worlds intersect narrowly
due to the heavy dependency on information security from physical security.

In [70], for 5G/6G wireless networks, the authors are proposing a new multiple ac-
cess method for broad wireless communication, called Delta orthogonal multiple access
(DOMA). The authors state how each cohort of cellular wireless methods has been differ-
entiated by a different multiple access approach. First-generation (1G) networks focused
primarily on multiple access frequency division (FDMA), while second, third and fourth-
generation systems used Code Division Multiple Access (CDMA), Time Division Multiple
Access (TDMA) and Orthogonal Frequency Division Multiple Access (OFDMA) techniques
respectively.

For 5G cellular networks, although many deployments and standardization attempts
are nevertheless underway, the authors foresee no innovative multiple access technologies
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that use significantly wider spectrum ranges (up to 60 GHz) and the introduction of Non
orthogonal Multiple Access Scheme (NOMA) in addition to the existing Orthogonal Fre-
quency Division Multiple Access (OFDMA). By adopting higher frequency spectrum bands
such as mmWave bands in 5G, air interface would pose significant propagation problems
due to extreme path-loss and need for beam orientation. This can be partly mitigated
with the ultra-dense utilization of access points, which requires complex management and
collaboration between dispersed APs to minimize the effects of co-channel interference
resulting from overlapping adjacent cell coverage areas.

5. Communication Protocols

In [65], the authors suggest an emotion communication system based on NLOS mode
to disrupt the constraint of the conventional human-machine contact framework. They
describe the emotion first as one form of multimedia that is comparable to audio and
video formats. It is not only possible to recognize the emotional knowledge, but also to
transmit it over long distances. Instead, because of the real-time needs of the interactions
between the participating parties, and emotional contact procedure is suggested that offers
reliable support for emotional communication. An emotion communication system is
developed for the pillow robot voice, where the pillow robot serves as a visualization tool
for consumer emotion. Eventually, in the landscape of a long-distance contact among a pair
of mother-child people, the real-time operation of the whole communication mechanism to
determine the viability and efficacy of emotion communication is investigated.

The authors research and analyze the latest migration strategies provided by virtu-
alization platforms such as docker and Kernel-based Virtual Machine (KVM) in [71] and
suggest an application-level migration protocol that avoids the former’s disadvantages.
In a latency-sensitive application such as a gaming program, the server needs to be trans-
ferred throughout the gameplay sessions between various hosts. The authors introduce the
implementation of the suggested protocol as a proof of concept to the users and research
the transition in depth. They further research and analyze different migration approaches
and suggest a framework for application-level migration, now referred to as Agile Cloud
Migration (ACM). The framework is designed to rapidly and regularly deploy concurrent
and latency-sensitive applications through multiple internet servers. The protocol requires
certain application architecture designs such as engine isolation from its state to optimize
the migration, and while keeping the entire migration process transparent to the user.
Using theoretical approximations, the measurements of transfer time are deliberated in
detail and proven using the measurements made on the concrete implementation of the
ACM protocol.

Taking advantage of the recent advances in 5G and ultralow latency networking, AI
in general, and robotics, the authors emphasize in [72] the advent of a radically new Web
that will allow digital capabilities to be delivered. The authors present their perspective
on an innovative internet generation, the Internet of Skills, where sophisticated ultra-low
latency, AI, and advances in robotics can allow skills to be distributed throughout the world
securely and cost effectively. They identify the technical challenges that need to be solved
to enable such a dream, i.e., the creation of a 5G Tactile Network, unified haptic codecs,
and AI to allow zero-latency networks to be viewed. They claim that the Web of Skills will
revolutionize business processes and company functionality by allowing the distribution of
physical experiences locally (and globally) and will transform the way teaching, training,
and communication are conducted in the customer world. They claim that it would become
a catalyst for skill set transfer making it an essential technology for service-driven markets.
Finally, they discuss social challenges related to the Internet of Skills, emphasizing both
business and societal opportunities enabled by the novel concept of the Internet of Skills.

6. Performance Evaluation Parameters

In [73], the detailed comparison of the multiple parameters of the 1G to 5G technologies
is discussed. Furthermore, the prospects of the 6G future technologies are proposed to
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discuss further advancements in the relevant area. The detailed comparison and properties
discussed in this work are summarized in Table 1, which gives the broad overview and
features of the 1G to 6G technologies and Table 1 also shows which technology enables TI
in future networks. The 5G and 6G systems will increase performance and maximize user
quality of service (QoS) by several folds more than 5G along with some exciting features. It
will protect the system and secure user data. It will provide comfortable access to haptic
communications.

In [74], the author projected a framework for Distributed Event-Triggered Commu-
nication and Control (ETCC) of Linear Multi-Agent System (MAS) under the TI for the
data reduction of every agent. Firstly, the proposed work reflects the ETCC data reduction
scheme both for the communication and controller update to each agent under the TI. This
framework highlights that with this arrangement, the ultra-low latency and data reduction
are reinforced as the output feedback of ETCC. The proposed work proves that the agree-
ment of MAS can be accomplished asymptotically. Finally, it is revealed that the proposed
communication and control approach satisfies in the reduction of mutually the frequency
of the communication and controller updates as well as excluding Zeno behavior.

In [75], the authors discuss the design challenges and their solutions to enabling the TI.
This work first focuses on the requirements of haptic communications in the context of TI
and then highlights the design challenges of TI over cellular networks. This work focuses
on designing such an architecture that enables haptic communications without changing
the existing architecture of the communication system with efficient network slicing and
resource allocation, by achieving ultra-reliable connectivity along with the reduction in
round-trip latency. The latency rate is increased by using optical transport as a backhaul
medium and by increasing the computational power of the nodes. This work shows that
haptic communications can be accomplished through a slight change in architecture and
interface design at the wireless edge.

In [76], a novel approach to reduce the round-trip latency and network congestion is
proposed. This problem is catered to by introducing small scale clouds which consist of a
small number of cells. The edge computing facilities are present in the micro-cloud, and
this micro-cloud is connected with the mini-clouds which have furthermore computation
capabilities. By introducing multi-level clouding results in reducing the round-trip latency
and network congestion. This high latency rate will encourage the TI by which the emotions
can be transferred in real-time.

The TI structure defined networks in the core of the cellular network and mobile
edge computing in multilevels to reduce round-trip latency as discussed in [77]. This
approach uses the motivation behind the software define networks which have centralized
core controller with a global knowledge of the network along with the concept of network
function visualization. The results of this work show that the round-trip latency is decreased
with the decrease in the bandwidth and by shifting the communication process from the
core network controller to the mini-cloud unit.

A system model for a multi-level cloud-based TI system is discussed in [69]. In this
work, the focus is to achieve the low round-trip latency which enables haptic communica-
tion over TI. For this purpose, the multi-level cloud-based system is proposed in which
computations are performed on different cloud levels to avoid delay. This work is quite
similar to the [76], but in this work along with optimizing the latency rate, energy efficiency
is also achieved. Although in [69] the target is achieved by using the same approach of
multi-level cloud computing, the optimization of the network layers and cloud units is
ignored. It is better to optimize the number of first level clouds connected to mini-clouds to
reduce the round-trip latency.

In [78], the authors proposed the key architecture changes in the existing 5G cellular
network to enhance the cost, energy efficiency, stability, security, and latency. For this
purpose, the authors’ proposed the decomposition of a mobile cellular network function
and allocate it to the cloud network. To implement this concept the software defines network
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and network visualization concepts are used in which cloud computing is involved to
reduce the computational complexities which result in the reduction of end-to-end latency.

In [79], the authors highlight the key networking solutions to enabling the TI in the
flexible 5G networks and beyond. This work focuses on the recent progress in the area
of TI and its enabling technologies. The state-of-the-art techniques discussed in most of
the literature is to integrate the software-define radios and network function virtualization
along with edge-fog computing to overcome the issue of 1 ms latency rate, which enables TI.

An approach to achieve the goal of 1 ms latency over the 5G network is proposed in [80].
The authors proposed that the centralized controller in the network with global information
of the entire system overcome the issue of 1 ms round-trip latency. This system architecture
employs software defined network along with multi-level mobile edge computing to enable
TI. The modular testbed to test the large variety of haptic communications applications is
discussed in [81]. Haptic systems are tested based on characteristics and validation of many
aspects of end-to-end delay. Therefore, a testbed using multi-block testbed architecture
is proposed by the authors. In this architecture, depending on the use case to be tested,
the blocks are reconfigured and add/remove module options are available. Moreover,
the testbed tools are designed to extract the information of the latency of sub-blocks and
modules in use to support the research and development.

In [82], authors propose a queueing function for a pair of Power Domain Non-
orthogonal multiple access (PDNOMA) based TI users in C-RANs. Authors consider
a more practical scenario between end-to-end TI users by incorporating RRH and BBU
queueing delays. To minimize these delays, the problem is first treated as a non-convex
optimization problem. Then it is solved by successive convex approximation (SCA) and
the difference between two convex functions (DC). This solution allows controlling the
delays encountered among TI users. By using the proposed queueing model these delays
between TI users are significantly improved enabling less usage of transmission power
for each transmission between users. In [83], a resources allocation (RA) algorithm using
admission control (AC) is proposed for users which are using TI services in OFDMA based
C-RAN network. To maximize user experience, delays encountered due to BBUs, RRHs
and front hauls are minimized. This is possible when RA is considered a non-convex
problem. To solve it, successive convex approximation (SCA) is applied which reduces
transmission power consumption. The performance of this algorithm is evaluated by the
service acceptance ratio (SAR).

7. Virtual Reality

Virtual Reality (VR) haptic technology offers an extra feature to the VR technology
by letting users feel the virtual environment via the sense of touch, in addition to visual
and aural perception. One method to achieve this haptic feature is to add a passive haptic
device to the VR.

In [84], the framework of haptic retargeting is proposed, which supports passive
haptics for multiple virtual objects by using a single physical prop. This task will be
achieved by providing the haptic feedback in a VR environment by warping up the virtual
space by matching the location of a prop in someone’s surroundings. The warping has
been achieved by using three methods: body, word and hybrid warping, which allows
passive haptics in a VR that is different from the physical one. These three techniques of
warping enable a better sense of presence in VR.

In [66], the challenges in the VR video streaming technologies for the TI are discussed.
To achieve the real-timeliness and high quality, the network must have an ultra-low latency
rate that can be possible by TI. However, it is still a challenging task in VR to achieve
ultra-high-speed video streaming. For this purpose, the authors suggest that some areas
of the TI must be addressed by the researchers properly, i.e., transport and application
protocols, edge infrastructure, and VR and haptic devices must be synchronized.

The control strategies for the haptic interface in VR are proposed in [85]. The force
and position control strategies have been used to improve the haptic interface in VR. Fur-
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thermore, the three-stage energy compensation controller was used to avoid the instability
caused by the energy leakage. This technique efficiently controls the haptic rendering
destabilization, but loses control sometimes in the position control mode and may increase
the instability threshold. Therefore, the energy compensation controller along with fuzzy
impedance controller gives better position control and improves stability in the haptic
interface.

8. Advantages and Challenges of Communication Technologies

Sixth-generation (6G) networks are the next generation of wireless communication
networks, and they are expected to offer significantly higher speeds, capacity, and perfor-
mance than previous generations of networks. While 6G is still in the development stage
and its exact features and capabilities have not yet been fully determined, it is expected to
incorporate a variety of different communication technologies, including aerial, ground,
and underwater communications.

Aerial communication refers to the transmission of information through the air, typi-
cally using wireless technologies such as radio waves or microwaves. In the context of 6G
networks, aerial communication is likely to continue to play a significant role in providing
coverage and capacity for a wide range of applications, including mobile communication,
IoT, and machine-to-machine (M2M) communication [86,87].

Ground communication refers to the transmission of information through cables or
wires that are physically connected on the ground. In the context of 6G networks, ground
communication is likely to continue to play a role in providing high-bandwidth, high-
capacity communication for applications that require low latency and high reliability, such
as industrial control and automation [88,89].

Underwater communication refers to the transmission of information under water,
typically using sound waves or light waves. In the context of 6G networks, underwater
communication is likely to play a role in providing communication for a variety of under-
water applications, such as offshore oil and gas exploration, military operations, and ocean
monitoring [90,91].

8.1. Advantages of Aerial Communication in 6G

• Wide coverage: aerial communication technologies can cover large geographical areas,
making them useful for long-distance communication and for providing coverage in
remote or hard-to-reach areas [92].

• High speed: aerial communication technologies are expected to offer significantly
higher speeds in 6G networks, making them suitable for applications that require fast
communication [93].

• Flexibility: aerial communication technologies can be easily deployed and relocated,
making them suitable for use in dynamic environments [94].

• High capacity: aerial communication technologies are expected to offer significantly
higher capacity in 6G networks, which can support the transmission of large amounts
of data [95].

8.2. Challenges of Aerial Communication in 6G

• Interference: aerial communication technologies are vulnerable to interference from
other sources, such as other wireless devices or physical obstacles [96].

• Limited bandwidth: the available bandwidth for aerial communication is limited,
which can affect the quality and capacity of the communication [97].

• Weather: aerial communication technologies can be affected by weather conditions,
such as rain, fog, and thunderstorms, which can reduce the quality and reliability of
the communication [98].

• Security: aerial communication technologies are generally less secure than ground-
based technologies, as they are easier to intercept or disrupt [99].
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• Energy efficiency: aerial communication technologies can be energy-intensive, which
can be a challenge for applications that require long-term or continuous operation [100].

8.3. Advantages of Ground Communication in 6G

• Reliability: ground communication technologies are generally more reliable than aerial
communication technologies, as they are less vulnerable to interference and weather
conditions [101].

• Security: ground communication technologies are generally more secure than aerial
communication technologies, as they are harder to intercept or disrupt [102].

• High bandwidth: ground communication technologies are expected to offer signifi-
cantly higher bandwidth in 6G networks, which can support high-quality and high-
capacity communication [103].

• Low latency: ground communication technologies can offer low latency, which is
important for applications that require real-time communication [104].

8.4. Challenges of Ground Communication in 6G

• Limited coverage: ground communication technologies are limited to the physical
location of the cables or wires, which can make it difficult to provide coverage in
remote or hard-to-reach areas [105].

• Inflexibility: ground communication technologies are generally less flexible than aerial
communication technologies, as they require the physical installation and maintenance
of cables or wires [105].

• Cost: the installation and maintenance of ground communication technologies can be
costly, especially in large or complex networks [105].

• Vulnerability to physical damage: ground communication technologies are vulnerable
to physical damage, such as cuts or breaks in the cables or wires, which can disrupt
the communication [105].

• Limited mobility: ground communication technologies are generally less mobile than
aerial communication technologies, as they are tethered to the ground [105].

8.5. Advantages of Underwater Communication in 6G

• Security: underwater communication technologies are generally more secure than
aerial or ground communication technologies, as they are harder to intercept or
disrupt [106].

• Low interference: underwater communication technologies are less vulnerable to
interference from other sources, as there are fewer sources of interference [106].

• Long range: underwater communication technologies can support long-range com-
munication, as sound waves can travel long distances through water [106].

• High data rates: underwater communication technologies are expected to offer signifi-
cantly higher data rates in 6G networks, which can support the transmission of large
amounts of data in real-time [106].

8.6. Challenges of Underwater Communication in 6G

• Limited coverage: underwater communication technologies are limited to the physical
location of the water, which can make it difficult to provide coverage in areas that are
not near bodies of water [107].

• Complexity: underwater communication technologies can be complex to design
and implement, as they need to account for the unique properties of water and the
underwater environment [107].

• Cost: underwater communication technologies can be costly to develop and maintain,
due to the specialized equipment and expertise required [107].

• Environmental factors: underwater communication technologies can be affected by
environmental factors such as temperature, pressure, and salinity, which can affect the
quality and reliability of the communication [107].
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• Limited bandwidth: the available bandwidth for underwater communication is gener-
ally limited, which can affect the capacity and quality of the communication [107].

• Latency: underwater communication technologies can have high latency due to the
slow speed of sound in water, which can be a challenge for applications that require
real-time communication [107].

9. Applications of Tactile Internet

There is a large number of applications of the TI [108]. In this section, the uses of TI in
healthcare and teleoperations are discussed. In general, a generalized architecture of the
wireless TI system enabling the haptic communication feature is illustrated in Figure 3.
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9.1. Healthcare

In [109], the author debated on the use cases of haptic applications in healthcare and
their technical requirements by using robotic platforms to obtain the ultra-low latency
communications over the 5G mobile systems. They first discussed the key feature of
the architecture and enabling technology of the mobile system to obtain the ultra-low
latency and reliability for many other use cases of healthcare applications such as wireless
telesurgery and wireless service robots. In this paper, they proposed a solution for the new
technology of the 5G mobile system. This work focused on the wide-ranging analysis of
business models to deal with the costs and revenues of operators of robotics and healthcare
with the 5G mobile systems.

In [110], the study on the 5G mobile system trends and technology and their influence
on the Health and other IoT applications. Firstly, they highlight the preference requirements
on the base of 1G mobile communications to 5G networks. This work focused to obtain
the ultra-low latency and higher data rates under several new preference requirements.
In this paper, they presented a technical survey on the 5G networks and deliberated the
impression of the haptic application of healthcare and IoT on these movements.

This work [111] focused on the optimal haptic communication over the nanonetworks
of the 5G mobile system for healthcare applications. Firstly, they proposed a system model
over the nanonetwork for healthcare applications. They highlighted a problem for optimal
communication over the nanonetworks. They presented a stochastic optimization frame-
work and discussed their results by stochastic optimization. They divided this problem
into an energy harvesting problem, packet dropping problem and resource allocation
problem based on time availability. This work proposed an algorithm that deals with the
parameters of the optimization problems. This work shows that for obtaining the optimal
communication the molecular communication is better significant in both the energy and
potential for real-time applications of healthcare over the nanonetworks under the TI.

In [112], the authors presented a case study in the domain of 5G mobile networks
of healthcare and the internet of skills. They focused on the telesurgery inspiration and
models with the use of robots. This work presented prototyping of the telesurgery and the
perception of sensory over the 5G network. They presented the Software Defined Network
(SDN) model and the architecture parameters. This work highlights the experimental
arrangements and discussed the performance parameters. This work shows that for the
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real-life problems of teleoperation, better practice is compulsory for requirement of the
better quality and SDN features for the internet of skills over the 5G mobile networks.

In [113], the authors discussed a study on the 5G mobile network with the interaction
of humans and machines in the modern era of the medical field. First, they presented the
telesurgery technique and the system architecture of the telesurgery for the human-machine
interaction over the 5G mobile network. Finally, this work highlights the optimization of
human-machine interaction and the open challenges in the field of telesurgery as in the as-
pects of ultra-high reliability. This work shows that the communication and protocols must
be highlighted for better understanding of telesurgery in the modern medical diagnoses
and find better results with the help of robotic surgery.

In [67], the authors model the approaches and their challenges of the haptic-mediated
for enhancement of the sustained attention and their influences on the daily life human
activities. This paper highlights the issues that occur with the association with the expansion
of novel approaches to haptic technology. First, they discussed the sustained attention
and the potential influence of the training and they discussed the nonhaptic attention-
training approaches. This work focused on the featured and the classification of existing
haptic-mediated attention-training. They mainly discussed the effects of haptic perception
on the attention training and proposed a novel application for the challenging issues
accompanying the haptic technologies. This work shows that attention control directly
depends on the training of attention. This work shows that it is very cooperative in several
specialized attention-demanding pitches of the real-life scenarios.

9.2. Telesurgery

In [48], the authors provide a discussion on the TI architecture, requirements and their
services over the 5G mobile network. This work highlights the open challenges for haptic
communication and the ultra-low latency and reliability of the 5G networks over the TI.
This paperwork provides an overview and the capabilities of the Fifth Generation (5G)
system for the services of the TI. They discuss a work of the 5G radio network design and
the requirements (capabilities) for achieving the ultra-low latency and high reliability. The
service of the TI is end-to-end provisioned, this work also provides the use cases of the
teleoperations as an example for the end-to-end latency provisioned.

In [114], the authors discuss the complete overview in the form of architectures,
requirements and the application of the 5G enabled mobile network TI. This work focused
on the ultra-low latency and ultra-high reliability over the 5G mobile networks. First, they
highlight the different domains of TI applications, e.g., in medical operations, industries and
virtual reality and augmented reality. This work presents the technical key requirements
for the comprehension of the TI. Furthermore, they discussed the end-to-end architecture
model characteristics and their domains for the TI. This work produces more opportunities
in the modern era to serve society, e.g., in the domains of medical and business and provide
benefits to solve the upcoming challenges.

In [115], the authors grant the argument towards the 6G mobile network and deliver
a wide-ranging impression on the next generation 6G. Firstly, this paperwork provides a
summary of the emerging trends that helps to understand the future generation mobile
network and the vital characteristics to develop the forthcoming 6G mobile networks.
They provide the use case study over the 6G mobile network in Finland and present a
comprehensive discussion on the different domains such as research, business and society
from this time to the next upcoming decades. They also highlight the strengths, weakness,
opportunities and the threats and presents a comparison between the current 5G and the
forthcoming next generation. This work shows the discussion on the 5G and the next
generation and motivates for the upcoming 6G challenges.

In [116], the authors present a survey on several haptic devices and discuss the
capabilities and the feedback knowledge of haptic devices for mobile augmented reality
(MAR). First, this work highlights the current challenging issues in the field of human-
machine interaction and for haptic devices. Furthermore, they categorize the haptic devices
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based on haptic feedback senses into groups. This paperwork focused on the wearable
haptic devices for MAR and discussed the design principles of the wearable haptic. Their
work demonstrates the future direction and the upcoming challenges issues of wearable
haptic devices. This work shows that it can help to better understand the working and the
challenging issues that can be faced in the future and provide a solution for the upcoming
issues of the haptic feedback for wearable haptic devices in the domain of MAR.

In [66], authors discuss the enabled VR open challenges and the prospects for the TI.
First, they highlight the video streaming protocols and the services of the VR. This research
work is focused on condensing the end-to-end latency of wireless networks for the TI.
They highlight the open research challenges of the wireless networks in the field of VR
video streaming. Mobile edge computing (MEC), optimization of transport and application
protocols and multi-modal integration and quality control and experimental procedures
for VR and haptic communication are the current challenging issues. This paper helps to
better understand the challenges and provides a key for new opportunities.

In [85], the authors discussed the haptic rendering and the stability of virtual reality
objects. Firstly, they discuss the interaction between human and machines and the haptic
device’s interaction with the virtual reality. The purpose of this research work is to provide a
realistic simulation of virtual reality. In this research work, they use the force control and the
position control for the interface of haptic devices. They work on the energy-compensating
controller (ECC) to avoid the instability produced by the leakage of energy. ECC provides
high stability in the haptic rendering and the threshold instability also increases. They
sued a fuzzy impedance controller to attain the threshold stability and to control the robot
stiffness. This work shows that ECC and fuzzy impedance, both are used for achieving the
stability in position control of the haptic rendering for virtual reality objects. The haptic
interaction in the presence of an energy-computing controller is shown in Figure 4.
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In [117], the authors present a study on the characteristics, data transmission latency
and the system model of the teleoperation. The main purpose of this paper is to achieve
the ultra-low latency and ultra-high reliability and stability of the communication between
the controlled operator and the remote object. For this purpose, they proposed a novel
solution of soft resource reservation to reduce the communication delay of teleoperation
over the mobile networks. They discuss the communication delay between the master and
the slave devices and the round-trip communication route over the single haptic devices
and the multiple haptic devices. The debate on the analysis of the 5G mobile network and
the shorter transmit time interval. This work shows that to achieve the stability of the
teleoperations, the proposed mechanism is very useful for reducing the communication
delay between the controlled and remote devices.

In [118], the dynamic control scheme for teleoperations to increase the quality-of-
experience for variable-length communication delay is presented. To perform this task, a
novel scheme for the haptic data reduction to control the variable-length delay is achieved
by dynamic control scheme switching and enhancing quality-of-experience. Moreover, this
work also highlights the intrinsic relationship between human perceptions for time-delayed
operations.
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9.3. Autonomous Driving

Self-driving vehicles and vehicle platooning are being explored as the next step in
modern transportation. Such technologies rely highly on the Tactile Internet, which enables
communication between vehicles in a range of areas, in order to reduce accidents and traffic
jams on the roads [119]. In today’s urban environments, where roads are often congested,
self-driving vehicles could significantly reduce travel time. They also improve safety, as a
moment of human negligence can lead to an accident due to the short amount of time it
takes for an impact to occur. To achieve fully autonomous driving, which is necessary for
changing traffic behavior, it is crucial to have high reliability, adaptability, and support for
dynamic communication in future remote systems [120].

9.4. Virtual and Augmented Reality

The Tactile Internet, which allows for communication among devices, can improve
the user experience of virtual and augmented reality applications. In virtual reality, users
can interact with a shared, haptic virtual environment and perceive the sound and touch of
objects [121]. In augmented reality, a combination of real and computer-generated content
is displayed in the user’s field of view, and the ability to touch and feel virtual objects
allows for a range of applications that require a high level of accuracy [122].

The accuracy of the connection between users and the virtual simulation, even when
there is a delay of a few milliseconds, is crucial for the effectiveness of augmented reality
applications such as driver assistance systems and training. The Tactile Internet allows for
the dynamic integration of additional data into a user’s field of view, enabling the detection
and avoidance of potential hazards. Virtual reality headsets for gaming are gaining popu-
larity, particularly among younger users, but the low latency of the current Internet has
limited the development of more advanced applications. The Tactile Internet can address
these limitations by facilitating real-time communication and gameplay between dynamic
players and enabling greater freedom in a variety of games [123].

9.5. Industrial Automation

Automation is becoming more widespread in various industries, especially manufac-
turing, and is a key area of application for the Tactile Internet. For example, in industrial
sensors, the response time of fast-moving control circuits is typically less than 1 ms. These
systems require various levels of latency, data rate, reliability, and security. High-speed
wired connections such as modern Ethernet can support control actions. In the future,
complex connected machinery and systems will need to be largely or fully remotely con-
trolled to enable flexibility in production. This requires a consistent level of quality and
minimal latency from start to finish, which can be achieved more easily using the Tactile
Internet [124,125].

10. Enabling Haptic Communication over 6G Mobile Networks

Due to increased bandwidth requirements of haptic communication, specialized and
dedicated equipment is required which can entertain throughput, latency requirements of
such communication [126,127]. However, this specialized equipment is often not readily
available in remote or rural areas. To set up, such equipment requires more time [128].
On the contrary, mobile networks are much easier to deploy and can also handle haptic
information. This handling becomes realizable by using 6G networks because 6G will be
more technically optimized than 5G in terms of latency, throughput, etc. This optimization
opens door to new challenges [129,130].

To define new standards for 6G communication, modifications are underway in already
ongoing 5G concepts. In this regard, 3GPP has already developed specifications for 5G
in its releases 15,16 and 17 and has submitted its working to ITU [131–135]. Now it has
started working on release 18 which aims at developing different methodologies for 6G
networks. This will allow transformation from 5G networks to 6G networks. Two new
areas which are defined by 3GPP and ITU are massive machine type communication and
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critical machine type communication [10,136–138]. One of the major parameters in any
network is round trip time (RTT). With the advancement of mobile networks generations,
the value of this parameter is reduced. This improvement in RTT helps meet the latency
requirements of haptic communication [139]. Table 1 shows values of RTT [140,141] along
with other important key point indicators (KPIs) related to different generations. The
detailed comparison of different performance parameters is discussed in Table 2.

Table 2. Performance evaluation comparison of different parameters.

Ref. Methodology Round-Trip
Latency

Energy
Efficiency Security

[74] ETCC of MAS 3 7 7

[75] Adopt optical transport for backhaul medium
and increasing computational power of nodes 3 7 7

[76] Computation on multi-level clouds 3 7 7

[77]
Increase in bandwidth or by shifting the
computations from the core network controller
to the mini-cloud unit

3 3 7

[69] Computation on multi-level clouds 3 3 3

[78] Computation on network cloud 3 7 7

[81] Multi-level mobile edge computing 3 7 7

[82] Adjustment of queuing delays in between TI
users using SCA and DC 7 3 7

[83] Resource allocation (RA) using admission
control (AC) for TI users in C-RAN network 3 7 7

11. Issues and Challenges of Tactile Internet over 6G

TI is an enabling technology in the field of 6G and holds much potential for future
research [142,143]. In order to make this technology a reality, various research challenges
must be dealt with [144]. The primary challenge faced by 5G networks that makes it difficult
to facilitate these services was the large-scale integration of small cells into existing mobile
communications infrastructure. These highly localized, low-power nodes are required to
ensure high levels of reliability and performance during peak traffic times. Furthermore, in
order for 6G networks to enable URLLC, mMTC and eMBB service quality must be opti-
mized through intelligent network slicing techniques that dynamically allocate resources
based on user needs [145]. Sixth-generation (6G) networks remedy many of these issues
with a new technology paradigm known as network-as-a-service (NaaS). This framework
allows for a single radio access network to provide different slices tailored towards specific
use cases such as URLLC, mMTC or eMBB without compromising reliability or perfor-
mance while still reducing energy consumption and increasing throughput capabilities
significantly compared to 5G networks. Additionally, 6G networks have an increased focus
on enabling secure machine learning applications which helps improve overall intelligence
within the system while mitigating security concerns associated with the introduction of
AI technologies into modern wireless systems [146]. Finally, 6G aims to utilize multiple
spectrum bands more effectively than before by allowing both licensed spectrum users and
unlicensed spectrum consumers coexist harmoniously thereby greatly improving coverage
area and enhancing corresponding data speeds resulting from shared utilization between
several frequencies seamlessly with minimal overlap interference issues or delay periods
when transitioning from one band/slice setup to another depending on current user load
capacity requirements [147]. Below we discuss some of the challenges.

11.1. Protocol Design

While still in its initial stage, TI has a lot of room for efficient protocol design. This
efficiency is achieved by designing a protocol that focuses on latency reduction. Few works
have been performed in this regard. Consequently, in [148], an advanced 5G-TCP algorithm
is designed which achieves low latency and high data rate up to 400 Gb/sec. This algorithm
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deals with congestion avoidance of backhaul traffic. However, this algorithm runs inside
a kernel which may cause interference issues with other applications and can maximize
latency. Therefore, another research direction is to develop application-specific protocols
that run on user space instead of kernel space. In [149], such application-specific transport
protocol is developed for vehicular networks. In this work, low latency is achieved.

11.2. Data Compaction

Bandwidth limitation is a crucial aspect of TI [150]. To offer a better user experience
of haptic communication, efficient data compression techniques are required. For this
purpose, efficient haptic codecs are designed incorporating both kinesthetic and tactile
learning [151,152]. Various data compression techniques for transmitting kinesthetic infor-
mation over the network are proposed in the literature, e.g., in [153], real-time codec and
delayed codec techniques are discussed.

11.3. Haptic Devices

Haptic devices consist of sensors and actuators. These receive physical input from
a user, which is relayed to end device at haptic actuators. These sensors work on the
basic principle of pressure sensing. This sensing mechanism is either capacitive or resis-
tive [154,155]. These haptic devices are still in their developing phase. Issues related to
cost, size of hardware sensitivity, sensing time, etc., are still of major concern. Moreover,
these devices should also be able to handle both kinesthetic, e.g., touch, vibration sensing,
etc. and cutaneous sensations, e.g., movement of muscle, etc. [156–158]. In this regard,
the authors in [159] develop an actuator based on electroactive polymer which creates
vibrations suitable enough to be sensed by end-users. Similarly, in [160], the hardware
is developed for smartphones that produce sensations of kissing similar to reality. More
research directions for better sensor design may include optimized circuit design, range of
operation, degree of freedom as well as durability.

11.4. High Accuracy

One of the main challenges that may be faced in TI-based communication is how
accurately information is transmitted [161]. It is dependent upon many parameters such as
type of interface between end-users, transmit time and response time [162]. For information
to be reliable, some kind of feedback is needed. This feedback is carried out by TCP at
the transport layer. However, by using this protocol, response time is compromised over
the quality of information between end users. Therefore, one research direction can be
used to modify the working of the transport layer such that quality and response time are
greatly impacted by one another. Other issues include modifying data frames for IPV6
based networks as small as possible so that there is always low latency [75].

11.5. Multi-Model Sensory Information

In TI-based systems, in addition to haptic information, audio and visual informa-
tion for better emotive experience can also be needed [163]. However, to integrate these
three sensory behaviors, some type of synchronization is necessary in terms of different
parameter requirement [164]. These parameters include but are not limited to sampling
rate, transmission rate, etc. Some kind of technique is needed so that haptic, visual and
audio information is simultaneously multiplexed keeping because of the above-mentioned
parameters. Refs. [75,165] have carried out such multiplexing technique at the application
layer but more work can be exploited by designing a cognitive multiplexing technique
in different wireless environments. The 6G network capabilities are determined by the
requirements of the use cases which will need to utilize effectively the network. Essentially,
we need to iterate through the use cases and extract those requirements.
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12. Conclusions

In conclusion, this research paper provides a comprehensive overview of the issues
and challenges associated with enabling haptic communication over Tactile Internet. The
study explores the various features required for haptic communication over TI, such as
ultra-low latency, security, and energy efficiency. Methodologies and technologies that can
facilitate haptic communication are discussed, including frameworks, features, and existing
research works in the field. The findings are summarized, highlighting the performance
evaluation parameters in Table 2. The growing demand for multimedia services and device
proliferation has led to limited radio resources, posing challenges in efficiently allocating
them for D2D-assisted haptic communications. The jlioint optimization of uplink and
downlink resource configuration can minimize bandwidth usage, and D2D connectivity
is crucial for enhancing cellular network efficiency in the 5G era. Backscatter communi-
cations (BsC) and non-orthogonal multiple access (NOMA) offer energy efficiency and
capacity improvements. The research emphasizes the need for a novel infrastructure with
low latency and high precision to meet the demands of potential communication services.
Unmanned aerial vehicles (UAVs) have the potential to deliver ultra-low latency services
to remote areas, while software-defined 5G/6G networks and network slicing provide
flexibility and meet diverse network demands. Exploring wireless communication beyond
100 GHz and THz levels shows promise for future applications. Emotion detection and
communication systems, along with optimized VR video streaming solutions, contribute
to enhanced human-machine interaction. The research underscores the importance of
addressing security risks, developing efficient multiple access methods, enabling emotion
communication, optimizing application migration, and embracing the Internet of Skills.
Proposed frameworks and approaches address latency reduction, resource allocation opti-
mization, and network congestion minimization. Leveraging software-defined networks,
edge computing, and multi-level cloud-based systems enhances the efficiency of haptic
communication systems. Anticipated 6G networks aim to incorporate aerial, ground, and
underwater communication technologies, each with its own advantages and challenges.
Aerial communication offers wide coverage and high speed but faces interference, limited
bandwidth, weather, security, and energy efficiency challenges. Ground communication
provides reliability and low latency but has limitations in coverage, flexibility, cost, vulner-
ability to physical damage, and mobility. Underwater communication offers security and
high data rates but faces challenges related to coverage, complexity, cost, environmental
factors, bandwidth, and latency. The paper emphasizes the need for specialized equipment
to meet the bandwidth and latency requirements of haptic communication, particularly
in remote areas. However, 6G networks are expected to be more optimized, capable of
handling haptic information with lower latency and higher throughput. Ongoing efforts
focus on developing new standards for 6G communication, including massive machine
type communication and critical machine type communication. Additionally, the paper
highlights various challenges such as protocol design for latency reduction, data com-
paction techniques, advancements in haptic devices, accurate information transmission,
and synchronization of multi-modal sensory information. Overall, this research contributes
to the understanding of haptic communication in the context of 6G networks and provides
insights into potential solutions for addressing the associated challenges.
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