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A B S T R A C T

As open-source RISC-V cores continue to be released, the development of low-power multicore processors
utilizing these cores is invigorating the edge/IoT device market. Nevertheless, comprehensive research on
developing low-power multicore processors with integrated security features using existing open RISC-
V cores remains limited. This study addresses this gap by introducing AESware, a dedicated lightweight
hardware designed for energy-efficient AES (Advanced Encryption Standard) task execution, contributing to the
development of AES-specific low-power RISC-V multicore processors. AESware supports variable key lengths
and ensures minimal power consumption with a compact design. This standalone IP (Intellectual Property) is
compatible with various open RISC-V cores, offering scalability and convenience. And importantly, we propose
the most energy-efficient architecture for multicore processors equipped with AESware. Instead of assigning
dedicated AESware to each core, we introduce a shared AESware architecture to maximize energy efficiency.
We develop an operational algorithm for task scheduling in AESware, achieving maximum utilization and
minimal latency while maintaining its lightweight nature. To evaluate our solution, we developed 24 processors
into three groups: AESware-equipped, baseline, and those with an external AES accelerator per core. After
FPGA (Field-Programmable Gate Array) prototyping for functional verification and power consumption analysis
via 45 nm process technology synthesis, our findings revealed significant energy savings. AESware-equipped
processors achieved up to 76%, 47%, and 33% energy savings at dual-, quad-, and octa-core configurations
compared to baseline, respectively, and were more energy-efficient in running AES applications than those
with individual accelerators.
1. Introduction

With the advancement of AI, research is actively conducted in
both industry and academia to extract meaningful information from
raw data in various fields such as healthcare, facial recognition, and
location-based service provision. Consequently, intensive research and
development are being carried out on edge devices, where user data
is collected from input/output devices such as cameras, radar sensors,
healthcare sensors, and microphones [1–4]. The research and develop-
ment goals for these edge devices can be broadly classified into three
primary objectives: (i) how to create an energy-efficient device, (ii) how
to ensure the security of the data handled by the edge devices, and (iii)
how to secure the price competitiveness of edge devices.

✩ This work was supported in part by the National Research Foundation of Korea (NRF) grant funded by the Korea government (MSIT) (No. RS-2024-00345668),
in part by the Korea Institute for Advancement of Technology (KIAT) grant funded by the Korea Government (MOTIE) (P0017011, HRD Program for Industrial
Innovation), and in part by the Institute of Information & communications Technology Planning & Evaluation (IITP) grant funded by the Korea government
(MSIT) (No. RS-2023-00277060, Development of open edge AI SoC hardware and software platform).
∗ Corresponding author.
E-mail address: space@cau.ac.kr (W. Lee).

In response to the first question, research is underway to introduce
various low-power technologies to edge devices. Since the duration for
which an edge device, with its limited power source, can operate is
a crucial factor determining product competitiveness, efforts are being
made in areas such as the application of low-power hardware design
technologies and development of power management algorithms [5–7].
For the second question, technology development for security assur-
ance in data transmission between server clouds and edge devices is
being conducted. Especially, the data handled by edge devices often
include sensitive user information collected from various sensors and
directly input by the user, making security crucial. Therefore, data must
be encrypted during transmission. Edge devices are thus required to
encrypt data when sending and decrypt upon receiving, supported by
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various technologies [8,9]. Finally, in the rapidly growing edge device
arket, the cost and performance of a product are directly tied to its

ompetitive edge. Therefore, finding solutions that can deliver high-
erforming devices at a lower cost is paramount [10]. The development
f processors for edge devices using open RISC-V cores is being spot-
ighted as the most promising solution to this issue. This is largely
ue to the significant cost savings potential by reducing the licensing
ees associated with commercial processor cores. Furthermore, recent
dvancements have led to the development of multicore processors
sing open RISC-V cores to cater to the increasing complexity and
iversity of edge device applications [6,11–13].

Despite fervent research and development efforts addressing indi-
vidual questions, comprehensive studies on the overarching question –
how to develop low-power multicore processors equipped with security
features based on open RISC-V cores – have been lacking. For instance,
the Advanced Encryption Standard (AES), an open-source encryption
algorithm, is widely used in security processors, owing to its high
security and speed [9,14,15]. In line with this, there have been de-
velopments in software that operates AES on RISC-V processors [16],
the creation of RISC-V cores supporting AES [17], and research on
esigning AES accelerator to be embedded in RISC-V processors [18].

When AES processing is conducted solely through software-based meth-
ods, it faces clear limitations in terms of energy efficiency, and the
use of AES-specific cores restricts the employment of a variety of open
cores, confining their usage to that specific core only. Among available
solutions, the use of AES accelerators in a software and hardware
codesign approach seems to be the only viable option for developing
a low-power processor equipped with security features based on open
RISC-V cores. Among available solutions, the use of AES accelerators in
a software and hardware codesign approach seems to be the only viable
option for developing a low-power processor equipped with security
features based on open RISC-V cores. Yet, even this has not been studied
or low-power multicore platforms.

In addressing the question, we propose a solution that involves
building AES-enabled low-power multicore processors with any avail-
able open RISC-V cores. To this end, we first design a dedicated
lightweight hardware for energy-efficiently performing AES tasks in the
RISC-V multicore processor, AESware. We design AESware to support
three key lengths of 128 bits, 192 bits, or 256 bits that users variably
specify and perform AES operations with minimum power consumption
in a compact manner. By designing AESware as a separate independent
IP located outside the core, we enable the application of AESware even
if any of the currently available open RISC-V cores are used to develop
a processor, thereby securing the scalability and convenience of the
proposed solution.

Next, we propose the most energy-efficient architecture for
AESware-equipped multicore processors. Although placing a dedicated
AESware in each core in a multicore processor might seem like the
most straightforward design and ensures maximum performance, it is
an over-specification and not the optimal design in terms of energy
efficiency for processors for edge devices. Instead, as illustrated in
Fig. 1, we propose an architecture where the cores share a single

ESware for executing AES tasks. And we integrate an arbitration logic
nto the AESware to ensure that the tasks requested by the cores are
cheduled with best efficiency. For this scheduling, we develop an op-
rational algorithm that performs efficient task placement to maximize
he utilization of AESware and minimize latency, while maintaining the
ightweightness of AESware through low complexity. When processing
 task in the core software proves more energy-efficient than doing so
n the AESware, the algorithm schedules the task to be executed by the
ore.

We have developed 24 processors to evaluate our proposed solution,
conducting intensive experimental work with them. First, we have
designed three groups of processors: one equipped with AESware, a
baseline group without AESware, and another group with an exter-
nal AES accelerator for each core to evaluate the performance of
 i

2 
Fig. 1. Processor architecture equipped with a shared AESware.

our proposed shared architecture. Each processor group consisted of
single-, dual-, quad-, and octa-core multicore processors, and we have
designed two different types of RISC-V-based processors for each. We
have verified the functionality of these designed processors through
FPGA prototyping, comparing their FPGA resource consumption. Sub-
sequently, after synthesizing them using 45 nm process technology, we
have compared their power consumption. Finally, we have conducted
experimental work to assess the increase in energy efficiency offered by
our solution. The results demonstrates that processors equipped with
AESware achieve up to 76%, 47%, and 33% energy savings at dual-,
quad-, and octa-core processor compared to the baseline processor, re-
spectively, and show more energy-efficient in running general-purpose
AES applications than the processors with individual AES accelerators.

2. AES algorithm: The background

The AES is a widely adopted symmetric key block cipher algo-
rithm designed for secure data encryption and decryption. Standard-
ized by the National Institute of Standards and Technology (NIST) in
2001 [19], AES uses the same key for both encryption and decryption,
classifying it as a symmetric encryption algorithm. The key can be 128,
192, or 256 bits in size, and data is processed in blocks of 128 bits, each
divided into four 32-bit words.

AES operates by generating additional keys, known as round keys,
through a key expansion process that extends the initial key to pro-
duce multiple subkeys used throughout the encryption and decryption
rounds. The number of generated round keys depends on the size of
the initial key: 128-bit keys generate 44 words (10 encryption rounds
+ 1 initial round key), 192-bit keys generate 52 words (12 rounds +
1 initial round key), and 256-bit keys generate 60 words (14 rounds +
1 initial round key). Initially, the input key is used directly as the first
round key, and subsequent round keys are generated using three core
operations: Rotate, Subbytes, and Round constant (𝑅𝑐 𝑜𝑛).

• Rotate: The last word of the previous block is cyclically rotated to
the left, moving the first byte to the last position while shifting the
remaining bytes to the left.

• Subbytes: The rotated word is substituted byte-by-byte using the
Substitution-box (𝑆𝑏𝑜𝑥).

• Round Constant: A unique constant (𝑅𝑐 𝑜𝑛) is XORed with the
current word to ensure that each round produces a unique key.

In the key expansion process, Rotate and Subbytes are applied to the
last word of the previous round key, and 𝑅𝑐 𝑜𝑛 is XORed with only the
first byte of the resulting word. For 256-bit keys, however, only the
ubbytes operation is repeated every eighth word.

A critical component of AES is 𝑆𝑏𝑜𝑥, which introduces nonlinearity
o enhance the security of the encryption. 𝑆𝑏𝑜𝑥 is a 16 × 16 matrix with
56 values, each represented by 1 byte. These values are generated
sing Affine Transformation and the Multiplicative Inverse in Galois
ields, making the 𝑆𝑏𝑜𝑥 highly resistant to linear and differential crypt-
nalysis. Because of its robust cryptographic properties, the same 𝑆𝑏𝑜𝑥
s used in other encryption standards such as SM4 [20] and Serpent.
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Fig. 2. Block diagram of the proposed AESware.
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The AES encryption and decryption process applies multiple rounds
f transformations to the data block, depending on the key size: 10
ounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 rounds for
56-bit keys. Each round (except for the final round) consists of four
perations: AddRoundKey, Subbytes, Shiftrows, and MixColumns. The
inal round omits MixColumns, performing only Subbytes, Shiftrows,
nd AddRoundKey to produce the encrypted output. In more detail,
he operations in each round are as follows:

• AddRoundkey : The current data block is XORed with the corre-
sponding round key.

• Subbytes : Each byte of the data block is substituted using the
𝑆𝑏𝑜𝑥. During decryption, the inverse 𝑆𝑏𝑜𝑥 is used to reverse this
substitution (InvSubbytes).

• Shiftrows : The rows of the data block are cyclically shifted to the
left by increasing amounts: the second row is shifted by 1 byte,
the third row by 2 bytes, and the fourth row by 3 bytes. During
decryption, the rows are shifted back to their original positions
using the inverse operation (Inv.Shiftrows).

• Mixcolumns : Each column of the data block is transformed using
matrix multiplication in a Galois Field, which provides diffusion by
mixing the bytes in each column. During decryption, the inverse
transformation (Inv.MixColumns) is applied to reverse this process.

This iterative structure of transformations is key to AES’s security,
as it ensures that even a minor change in the input data results in
 drastically different output. Furthermore, this design makes AES
esistant to various forms of cryptanalysis, providing robust protection
gainst attacks.

3. Aesware: The proposed solution

Despite the high security and utility of the AES algorithm, its imple-
entation through purely software-based methods on energy-hungry

mbedded processors, such as those used in edge devices, results in
ignificant inefficiencies in terms of energy consumption. Additionally,
hile the open RISC-V cores have garnered substantial interest from
oth academia and industry, a limitation arises in developing AES-

enabled embedded processors using these cores. Only a few RISC-V
cores support AES functionality, leaving the majority of open RISC-V
cores unsuitable for developing such secure processors.

To address these limitations, we propose an AESware hardware
accelerator and a shared architecture solution that allows any multicore
rocessor built with open RISC-V cores to be AES-enabled and energy

efficient. This solution enables each core in the multicore system to
ffload AES processing tasks to the AESware hardware, which per-

forms the operations more efficiently than software-based methods
unning on individual cores. Since multiple cores share the AESware,
3 
a scheduling mechanism is required to manage cases where several
ores simultaneously request AES operations. When one core is already
tilizing the AESware, other cores must wait, requiring an efficient
cheduling strategy. This scheduling includes an algorithm that evalu-
tes whether it is more energy-efficient for a core to wait for AESware
vailability or to process the AES task within the core itself in software.
f waiting is not energy-efficient due to prolonged delays, the AESware
irects the core to handle the AES task in software. Our proposed
olution includes this scheduling algorithm, ensuring that AES tasks are
anaged with optimal energy efficiency across the shared multicore

ystem.
Fig. 2 provides an overview of the structure of the proposed

AESware. AESware primarily consists of the AESware_Arbiter, respon-
sible for scheduling the AESware utilization of the multiple cores,
and the AES_Operator that handles actual AES operations. As shown
in the figure, both the AESware_Arbiter and AES_Operator have their
dedicated APB ports, APB1 and APB2, respectively. These ports facili-
tate communication between the cores and the AESware components.
When AESware receives an AES operation request from a core, it
schedules the order of the AES operation for the respective core via the
AESware_Arbiter. If the is_Software_Processing_Preferable module decides
on software processing, considering SW_time and HW_time (the esti-
mated waiting time calculated by the Waiting_Time_ Estimator module in
he figure), an output including direction bits and the core tag number
s sent to the core. This instructs the core, which has had its tag number
utputted from AESware, to handle the AES operation either directly
n software or by waiting for AESware as directed by the output. When
ESware is ready to begin an operation, a signal is sent through APB1

o indicate this.
Once a core receives AESware readiness signal, it communicates

with AES_Operator within AESware through APB2 and performs the
ES operation. At this point, if the core requires encryption, it inputs

plaintext and a key; conversely, if it desires output, it inputs cipher text
and a key. Depending on the operation requested, AES_Operator uses
its internal Encoder or Decoder module to calculate the cipher text or
lain text. This output from AESware is then transferred to the core via
PB2. Since there are three types of AES – 128 bit, 192 bit, and 256 bit
 comprised of 4, 6, and 8 words (32 bits) respectively, APB2 presents
eady signals for 4, 6, and 8 times in each communication, matching
he current AES type. Meanwhile, AESware_Arbiter monitors the state
f the AES_Operator and once the final output is successfully delivered
nd the operator enters an IDLE state, it enables the request from the

next core in the Arbiter_queue.
In the following subsections, we provide a detailed description of

the architecture of AESware, along with the design, functionality, and
operational mechanisms of its various modules.
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Algorithm 1 Key expansion
Input: 𝐾 𝑒𝑦 (128 or 192 or 256 bits), 𝑆𝑏𝑜𝑥[7:0][256-1:0],

Rcon[7:0][255-1:0], 𝑁𝑏, 𝑁𝑘, 𝑁𝑟
utput: 𝑅𝑜𝑢𝑛𝑑 𝑘𝑒𝑦 consisting of 𝑁𝑟 + 1 sets of 𝑁𝑏 words
nitialization: 1𝑠𝑡 round in 𝑅𝑜𝑢𝑛𝑘𝑒𝑦 = 𝐾 𝑒𝑦
hile 2 ≤ 𝑖 ≤ 𝑁𝑏(𝑁𝑟+1) do

temp = (𝑖 − 1)𝑡ℎ round in 𝑅𝑜𝑢𝑛𝑑 𝑘𝑒𝑦
if i%𝑁𝑘 = 0 then

Do_Rotate %The last word is rotated, moving the first to the end.
Do_Subbytes %The rotated word is replaced using 𝑆𝑏𝑜𝑥.
Do_Round_Constant %XOR Rcon with the current word.

else if 𝑁𝑘 = 8 and i%𝑁𝑘 = 4 then
Do_Subbytes

𝑖𝑡ℎ round = (𝑖 − 1)𝑡ℎ round ⊗ temp
𝑖 = 𝑖 + 1

3.1. AES_Operator : Handling AES operations

The AES_Operator performs AES operations in three primary stages,
s illustrated in Fig. 2. Initially, it receives data from the core and
onducts preprocessing. This includes determining whether the core’s
equested operation is encoding or decoding via Get type and verify-
ng the bit-length of the key. This key length is parameterized and
ecomes an input for subsequent modules: Encoder, Decoder, and Round-
ey_Generator. In the Get text stage, plain text is input for encoding,
hile cipher text is input for decoding. Following this, the Get key step

nvolves receiving the encryption key. The Input Router is responsible
or identifying whether the input received from the core corresponds to
et text, Get type, or Get key. The received key must then be transformed

nto an encrypted key, the round key. This transformation process is
executed in the Roundkey_Generator. Once the key expansion is com-
leted and the round key is generated, an enable signal is dispatched to
he Encoder/Decoder, signifying that the encoding or decoding process
an begin. Finally, the outcomes of the Encoder/Decoder ’s operation are
ransmitted back to the core via APB2

We designed each individual block of the AES_Operator as follows.

3.1.1. Roundkey_Generator
AES operations employ a symmetric key algorithm that uses the

same key for both encryption and decryption processes. Therefore, we
designed a single Roundkey_Generator module to be shared with both
encryption and decryption.

The output of the Roundkey_Generator is generated as round key
hrough the key expansion process, as shown in Algorithm 1. This
rocess takes 𝑆𝑏𝑜𝑥, 𝑅𝑐 𝑜𝑛, and the number of rows and columns of the

state matrix 𝑁𝑏. At the time AES was adopted as a standard, it was
esigned to use a fixed 128-bit state matrix regardless of the key size.

The 128-bit block size can be represented as a 4 × 4 matrix, with each
element consisting of 1 byte. Consequently, the parameter 𝑁𝑏, repre-
senting the number of columns in the state matrix, is conventionally
set to 4 and the number of words in a key 𝑁𝑘 and 𝑁𝑟 (𝑁𝑘 plus 6) as
nputs. This process is well-established in the literature, so we will not
elve into detailed explanations here, but rather focus on the unique
attern observed during our design of the Roundkey_Generator.

This pattern refers to the preceding operations that the key ex-
pansion performs in every round before executing the XOR operation
with the previous round. If the current round is a multiple of 𝑁𝑘, the
Roundkey_Generator precedes with Rotate, Subbytes, and Round Constant
operations, performed by the Do_Rotate, Do_Subbytes, and Do_Round_
Constant functions, respectively. Notably, when 𝑁𝑘 is 8, the Subbytes
operation is repeated every fourth round. During the design of the
Roundkey_Generator, we determined that constantly calculating whether
he current round is a multiple of 𝑁𝑘 or a multiple of 4 (due to 𝑁𝑘 being

8) and deciding which of the four processes to proceed with would
introduce significant overhead.
 f

4 
To address this, we developed three 𝑁𝑘_𝑎𝑑 𝑣𝑖𝑠𝑜𝑟 signals for each
key type and a Finite State Machine (FSM) that operates using these
signals. Each 𝑁𝑘_𝑎𝑑 𝑣𝑖𝑠𝑜𝑟 consists of 20 bits. Each bit is predefined to
determine which steps among Rotate, Subbytes, and Round Constant
will be executed in that round. Every time a new round is entered, the
oundkey_Generator checks the Least Significant Bit (LSB) of 𝑁𝑘_𝑎𝑑 𝑣𝑖𝑠𝑜𝑟
nd carries out the operation it directs. After each round is created, the
𝑘_𝑎𝑑 𝑣𝑖𝑠𝑜𝑟 shifts to the right by 1 bit, updating the LSB.

3.1.2. Encoder
Fig. 3 illustrates the procedure of the AES operation, as it is executed

ia the FSM of Encoder and Decoder. The entire operation commences
nce the top module’s 𝑒𝑛𝑎𝑏𝑙 𝑒_𝑠𝑖𝑔 𝑛𝑎𝑙 is activated while in the FSM’s
tandby state, referred to as IDLE. In the encoding section, Get Plain text,
nd in the decoding section, Get Cipher text, represent the stages where
ext input from Get text is transferred into a 4 × 4 state matrix. Fol-
owing that, for encoding, four stages, namely AddRoundkey, Subbytes,
hiftrows, and Mixcolumns, are iteratively executed to transform the
lain text in the state matrix into cipher text. A bit referred to as guide
ndicates the repetition duration for these stages. This guide is governed
y a variable named Count. These steps are reiterated until every one
f the 𝑁𝑟 rounds are integrated at the AddRoundKey stage. Therefore,
he design increments Count by one every time the AddRoundkey
tep is carried out. The steps Subbytes, Shiftrows, Mixcolums, and
ddRoundkey are continually performed to enhance the complexity
f the state matrix, as long as Count is less than 𝑁𝑟, or in other
ords, when guide equals 1. Once Count reaches 𝑁𝑟 and guide turns
, after completing Subbytes, Shiftrows, and AddRoundkey (excluding
ixcolumns) just once, the encryption process is considered complete.

3.1.3. Decoder
In the IDLE state, upon recognizing the 𝑒𝑛𝑎𝑏𝑙 𝑒_𝑠𝑖𝑔 𝑛𝑎𝑙, AESware

accepts the text to be decrypted, places it into the state matrix during
the Get Cipher text phase as shown in Fig. 3, and proceeds through
four stages: AddRoundkey, Inverse (Inv.) Shiftrows, InvSubbytes, and
InvMixcolumns. Like in the Encoder, the guide bit, which indicates the
duration of these steps, is reused, with its value dictated by the variable
Count. When Count reaches 𝑁𝑟 (i.e., once all rounds of round key
have been employed in the AddRoundkey stage), the decryption pro-
cess is concluded by once more performing InvShiftrows, InvSubbytes,
and AddRoundkey steps. Among these four stages, the AddRoundkey
mirrors the same process as in the Encoder. Conversely, InvSubbytes,
InvShiftrows, and InvMixcolumns each execute the inverse functions
of their respective matching stages in the Encoder.

3.2. AESware_Arbiter : Scheduling aesware utilization across cores

AESware_Arbiter logic plays a pivotal role in the design of multicore
rocessors equipped with AESware, enabling the design of low-power
rocessors by facilitating the shared use of a single AESware among all
ores, instead of dedicating individual AESwares to each core. It serves
o prevent potential data collisions and conflicts when multiple cores
ry to access AESware simultaneously. A data collision could occur if
ultiple cores attempt to send input data (such as the cipher text, plain

ext, or key) to AESware at the same time, causing the data streams to
become mixed or corrupted. Additionally, a data conflict might arise
if one core’s AES operation is mistakenly interrupted or overwritten
by another core’s request, leading to errors such as sending the wrong
operation results to the incorrect core. By carefully managing access
to AESware, AESware_Arbiter ensures efficient scheduling and prevents
both data corruption and unnecessary energy waste due to idle waiting.

As depicted in Fig. 2, the AESware_Arbiter consists of the Ar-
biter_scheduler and three arrays: Arbiter_queue, Priority_array, and
Age_array. The Arbiter_queue primarily functions to prevent data col-
isions. It stores the tag numbers of each core, with each core waiting

or its turn until its number is emitted from the Arbiter_queue. When
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Fig. 3. Operation mechanisms of Encoder and Decoder.

the AES_Operator has completed all its stages and signals its IDLE
tate (i.e., when the AESware_state signal in Fig. 2 becomes one), the
AESware_Arbiter outputs the core number generated by the Topmost
Element Selector. This selector first searches for the lowest value in
he Priority_array and then designates the corresponding element in
he Arbiter_queue as the topmost core number. For example, if the

element with the lowest value in the Priority_array, indicating the
ighest priority, is at index 3, the tag number of the core located in
he 3rd position of the Arbiter_queue will be extracted. The core, upon

recognizing its number, initiates communication with the AES_Operator
via APB2 for AES operations.

Importantly, access requests to AESware from the cores are not im-
mediately entered into Arbiter_queue, but first pass through
AESware_Scheduler, which schedules tasks for energy-efficient operation
of AESware and the cores. To elaborate further, if the number of
cores wishing to utilize AESware simultaneously exceeds AESware’s
processing capacity, some cores will inevitably have to wait for their
turn. This waiting time could potentially exceed the time it takes for a
ore to execute AES software on its own. If the processor is designed
o apply low-power technologies such as dynamic power management
DPM) or dynamic voltage and frequency scaling (DVFS) to each
ore, this would reduce the power consumption of idle cores, and in
ost cases, waiting to use AESware would be more energy-efficient

han cores running AES software themselves. However, embedded
rocessors typically designed for edge/IoT devices do not incorporate
uch low-power technologies per core due to design overhead [21].

Therefore, waiting for an extended period to utilize AESware is not
always the most energy-efficient option.

Arbiter_scheduler aims to maximize the utilization of AESware
hrough efficient task placement, minimizing latency. It determines
hether processing a task in the core software is more energy-efficient

than processing it in the AESware, and if so, schedules the task to be
executed by the core. The operational procedure of Arbiter_scheduler is
illustrated in Algorithm 2. At its core, it employs a Shortest Job First
SJF) and Priority algorithm to minimize the queue waiting time. In
etail, the algorithm responds to two primary scenarios:

1. New Request Arrival: When a new request is detected, Ar-
biter_scheduler assigns it the lowest priority and enqueues it into
Arbiter_queue. With the inclusion of the anticipated duration of
the new element, the SJF algorithm is freshly executed based on
the estimated execution time of each element on AES_Operator.
This estimation is obtained by substituting predefined parame-
ters based on the key bit count of the element. After running the
SJF algorithm, if any element has been downgraded in priority
due to the entry of the new element, the 𝐴𝑔 𝑒 of that element
 r
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Algorithm 2 Energy-Efficient Scheduling Procedure for AESware
Utilization.
𝑁𝑐 𝑜𝑟𝑒 : the number of core number; SJF : method aligning the jobs in order of
he shortest time to process; Age_threshold:1/3 of the number of cores; .put
 putting the argument to the least prior queue; .pop : getting the argument
ut to AESware_Operator ; .remove : sending the argument back to the core for

software processing
procedure 𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑠𝑐 ℎ𝑒𝑑 𝑢𝑙 𝑒𝑟 is

while True do
if new request arrived then

𝑛𝑒𝑤𝑅𝑒𝑞 𝑢𝑒𝑠𝑡.𝐴𝑔 𝑒 = 0 𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑞 𝑢𝑒𝑢𝑒.𝑝𝑢𝑡(𝑛𝑒𝑤 𝑟𝑒𝑞 𝑢𝑒𝑠𝑡)
𝑆 𝐽 𝐹 (𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑞 𝑢𝑒𝑢𝑒) for 𝑖 in 1 to 𝑁𝑐 𝑜𝑟𝑒 do

if Arbiter_queue[i].previous_priority <
Arbiter_queue[i].current_priority then

𝐴𝐸 𝑆 𝑤𝑎𝑟𝑒_𝑞 𝑢𝑒𝑢𝑒[𝑖].𝐴𝑔 𝑒 + = 1
if Arbiter_queue[i].Age > Age_threshold then

𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑞 𝑢𝑒𝑢𝑒[𝑖].𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦− =1
𝑑 𝑜𝑒𝑠_𝐶 𝑜𝑟𝑒_𝑁 𝑒𝑒𝑑_𝑆 𝑜𝑓 𝑡𝑤𝑎𝑟𝑒_𝑃 𝑟𝑜𝑐 𝑒𝑠𝑠𝑖𝑛𝑔()

if AESware_state is 1 then
𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑞 𝑢𝑒𝑢𝑒.𝑝𝑜𝑝(𝑡ℎ𝑒 𝑚𝑜𝑠𝑡 𝑝𝑟𝑖𝑜𝑟 𝑒𝑙 𝑒𝑚𝑒𝑛𝑡) for 𝑖 in 1 to 𝑁𝑐 𝑜𝑟𝑒 do

𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑞 𝑢𝑒𝑢𝑒[𝑖].𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦− = 1
𝑖𝑠_𝑆 𝑜𝑓 𝑡𝑤𝑎𝑟𝑒_𝑃 𝑟𝑜𝑐 𝑒𝑠𝑠𝑖𝑛𝑔_𝑃 𝑟𝑒𝑓 𝑒𝑟𝑎𝑏𝑙 𝑒()

if all requests are completed then
𝐵 𝑟𝑒𝑎𝑘

function is_Software_Processing_Preferable:
for 𝑖 in 1 to 𝑁𝑐 𝑜𝑟𝑒 do

𝐻 𝑊 _𝑡𝑖𝑚𝑒 = 0 for 𝑗 in 1 to 𝑖 do
𝐻 𝑊 _𝑡𝑖𝑚𝑒+ = Arbiter_queue[𝑗].𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑑_𝑡𝑖𝑚𝑒

if HW_time>SW_time then
𝐴𝑟𝑏𝑖𝑡𝑒𝑟_𝑞 𝑢𝑒𝑢𝑒.𝑟𝑒𝑚𝑜𝑣𝑒(𝑖𝑡ℎ 𝑒𝑙 𝑒𝑚𝑒𝑛𝑡)

increments by one. This 𝐴𝑔 𝑒 attribute plays a pivotal role in
determining request priority. If the 𝐴𝑔 𝑒 accrues to a third of the
total core count, the priority of the element increases.
For reference, in Fig. 2, the 𝐴𝑔 𝑒 and 𝑝𝑟𝑖𝑜𝑟𝑖𝑡𝑦 correspond to
the Age_array and Priority_array, respectively. These arrays are
interrelated and updated through the New Request Arrival al-
gorithm, which is implemented via the Threshold Detector and
Priority Change Detector in the figure. The Threshold Detector is
a module that monitors the Age_array and modifies the Prior-
ity_array, whereas the Priority Change Detector is a module that
monitors the Priority_array and modifies the Age_array. When
the age exceeds the threshold, the Threshold Detector changes
the Priority_array, and the age of the element with the changed
priority is reset to 0 by the Priority Change Detector.

2. AES_Operator Readiness: If the 𝐴𝐸 𝑆 𝑤𝑎𝑟𝑒_𝑠𝑡𝑎𝑡𝑒 signals a value
of 1, indicating the AES_Operator is ready for a new request,
Arbiter_scheduler pops the highest priority element. The core,
which then verifies its identification, initiates communication
with the AES_Operator via APB2.

For both scenarios, is_Software_Processing_Preferable function is exe-
cuted last to determine whether it is better for the request to be pro-
cessed in software by the core instead. This function assesses whether
waiting in the Arbiter_queue is indeed the most energy-efficient action
or each element. Given the frequent simultaneous presence of multiple
equests in the queue in multicore processors, this function critically

shapes the HW-SW intermediate character of the AESware. If it de-
termines that a specific element would execute faster by immediately
unning the AES operation in software than by waiting for its preceding
equests, it removes that element from the Arbiter_queue. Additionally,

the direction bits, allocated to the lower 2 bits of the data sent via
PB1, are used to signal the core that initiated the request to commence
oftware processing. This strategy not only reduces the waiting time for
he removed core but also decreases the wait time for lower-priority

equests.
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Table 1
Device utilization and execution time comparison with previous works.

(a) Device utilization comparison with previous works.
AESware Xilinx

[22]
[23] [24] [25] [26]

LUT 4476 16 252 15 376 8129 3582 16 732
FF 2009 9934 2309 – 2580 –
(b) Execution time comparison with previous works.

AESware [22] [23] [24] [25] [26]
𝑓𝑐 𝑙 𝑘 (MHz) 50 250 237 – 33 100
𝑡𝑒𝑥𝑒𝑐 (ns) 4880 140 142.5 – 2667 1630

Table 2
List of cores explored for multicore processor development and their respective
power consumption when synthesized using a 45 nm process technology (see
[27–31]).

Power (μW)
AESware 4438
ORCA [27] 2110
e203 [28] 4781.3
biRISC-V [29] 5623
Rocket [30] 6700
cv32e40p [31] 6879.7

4. Design and implementation of multicore processor prototypes

4.1. Lightweightness evaluation of AESware

Before integrating the AESware into embedded processor design, we
conducted a preliminary evaluation of its lightweight characteristics.
We compared it with Xilinx’s standard AES IP [22] and four types
of IPs developed in previous research [23–26], especially focusing
on those that support all three types of operations while consider-
ing area efficiency. Table 1(a) reports the results of this comparison.
AESware consumes a total of 4476 Look-Up Tables (LUTs) and 2009
Flip-Flops (FFs). Of these, AESware_Operator uses 3802 LUTs and 952
FFs, while AESware_Arbiter uses 674 LUTs and 1057 FFs. Notably, the
AESware_Arbiter is an addition to AESware when the target processor
is multicore. While it is about 4.9% larger than the smallest IP in the
comparison group [25], considering the inclusion of scheduling logic
for multicore systems (AESware without the AESware_Arbiter consumes
approximately 29.6% less resources than [25]), we can confirm that it
still meets its lightweight design goals. Furthermore, the lightweight
nature of AESware becomes even more pronounced in a multicore
context. In our proposed shared AESware architecture, the resource
consumption of AESware remains constant at 4476 FFs and 2009 LUTs
regardless of the number of cores, whereas the resource usage of the
other IPs in the comparison group increases multiplicatively with the
number of cores, thus widening the gap significantly.

Additionally, beyond comparing FPGA resource consumption, we
also compared the AES execution time of AESware with previous works,
and the results are provided in Table 1(b) for reference. In this table,
𝑓𝑐 𝑙 𝑘 represents the operating clock frequency of each AES IP, and
𝑡𝑒𝑥𝑒𝑐 indicates the execution time for performing AES-128 decryption.
As expected, given AESware’s design priority is focused on achieving
lightweight characteristics, its processing speed is lower compared to
previous works that prioritize performance, such as Xilinx’s standard
IP. While AESware’s performance appears slightly behind that of [25],
which also emphasizes efficiency, this difference arises from a key
design variation: unlike AESware, which implements the complete AES
operations, the previous work employs a Pseudo-Random Number Gen-
eration (PRNG) algorithm to replace the key expansion phase, thereby
inherently reducing execution time.

4.2. Multicore processor implementations

To verify the functionality and evaluate the performance of

AESware in multicore processors, we need to develop various prototype

6 
Fig. 4. The designed multicore processor architecture and its FPGA prototype.

processors integrated with AESware. First, we selected the two most
suitable RISC-V cores for use in multicore processors for edge/IoT
devices from the numerous publicly available cores. To do this, we
explored various RISC-V cores, as listed in Table 2. We focused partic-
ularly on the power consumption and performance of the cores, which
could directly impact the energy-saving evaluation of AESware. We
synthesized these cores using the 45 nm 1.1 V supply FreePDK [32]
and measured their respective power consumption, as reported in the
table. We also estimated the performance of each core based on the
size of its ALU and the presence of an FPU. As a result, we selected
the ORCA core to represent low-power, low-performance cores and the
Rocket core to represent high-power, high-performance cores.

We then, designed four different types of AES-specific RISC-V multi-
core processors, based on the processor architecture depicted in Fig. 1:
single-core, dual-core, quad-core, and octa-core processors, each based
on the ORCA core. We utilized an EDA tool, RISC-V eXpress [33], for
the processor RTL designs and prototyped them using Vivado [34] on
the Xilinx Kintex Ultrascale+ FPGA board. We engineered all processors
to operate at a 50 MHz clock frequency.

Fig. 4 presents one of the architecture we developed (i.e., octa-core
processor), and its FPGA prototype. The IPs, excluding the cores, were
designed identically across all processors. As seen in the figure, these
include a 64 K SRAM as the main memory, Flash as a non-volatile
memory, a lightweight Network-on-Chip (𝜇NoC [10]) for system in-
terconnect, a control module (CTRL) for boot and reset, and standard
external I/O interface modules such as UART, SPI, I2S, and I2C for
connecting various embedded/IoT sensors. In the prototyped processor
architecture, the instructions and data needed by the cores are stored in
SRAM. Communication between the cores and SRAM, when exchanging
instructions and data, is handled via AXI protocol-supported modules
and the 𝜇NoC. Similarly, when exchanging data with external I/O
devices, the cores communicate via protocol support modules (UART,
SPI, I2C, I2S), also through the 𝜇NoC. However, to avoid latency and
congestion caused by the system interconnect, communication with
AESware is handled directly, bypassing the 𝜇NoC. As illustrated in the
figure, each core is connected to either the 𝜇NoC or AESware via a
Mux, ensuring efficient communication with AESware for handling AES
tasks.

To verify the proper operation of the processors, we connected
various wearable sensors (e.g., camera, accelerometer, temperature
sensor, PPG sensor) to the prototypes. We developed several simple ap-

plications that combine the data from these sensors to assess the user’s
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Table 3
Power consumption results of the multicore processors synthesized with 45 nm
technology.

(a) Power consumption breakdown of AESware (AWR for abbreviation).

Module name Power (μW)

AESware

Arbiter 445

4438.0
Operator

Encoder 234.2

3993.0
Decode 233.2
Roundkey_generator 3208
char2hex 15.6
other 202

(b) Power consumptions of 12 different ORCA-based multicore processors.

Core: ORCA Single-core Dual-core Quad-core Octa-core

𝑃𝑤∕𝑜_𝐴𝑊 𝑅 (μW) 8514.3 11 298.9 15 029.2 24 915.8
𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 (μW) 12 507.2 19 284.7 31 001.0 56 859.7
𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 (μW) 12 507.2 15 736.8 19 467.1 29 353.8
𝑂 𝐻𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 46.8% 39.2% 29.5% 17.8%

(c) Power consumptions of 12 different Rocket-based multicore processors.

Core: Rocket Single-core Dual-core Quad-core Octa-core

𝑃𝑤∕𝑜_𝐴𝑊 𝑅 (μW) 22 910.8 40 091.1 74 451.6 143 182.8
𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 (μW) 26 903.7 48 077.0 90 423.5 175 126.7
𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 (μW) 26 903.7 44 529.1 78 889.7 147 620.7
𝑂 𝐻𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 17.4% 11.1% 5.9% 3.1%

condition and then process the results using AES. We allocated these
applications to different cores of each processor and conducted experi-
ments to execute them concurrently. This process was replicated across
all processors, confirming their normal operation in handling multiple
sensor inputs and AES data processing simultaneously. Regarding the
resource consumption of the prototypes, the single-, dual-, quad-, and
octa-core processors used 20 494, 29 093, 43 670, and 75 019 FPGA re-
sources, respectively. Among these, the proportion of resources utilized
by AESware was low, accounting for just 21.8%, 15.3%, 10.2%, and
6.0%, respectively.

Next, we designed and prototyped single-, dual-, quad-, and octa-
ore processors using the Rocket core. The rest of the IPs were kept
dentical. We verified that AESware functioned correctly in these pro-
essors as well. For the single-, dual-, quad-, and octa-core Rocket
rocessors, the FPGA resource consumption for each number of cores
as 23 349, 49 877, 87 640, and 162 531, respectively. The share of
ESware within the processor was 19.2%, 8.9%, 5.1%, and 2.7%,

respectively. Due to the larger proportion occupied by the Rocket core
in the overall processor, it resulted in a remarkably low proportion of
AESware within the processors.

5. Experimental results

5.1. Power consumption and overhead analysis

We synthesized the 24 different single, dual, quad, and octa-core
processors based on both ORCA and Rocket cores using 45 nm 1 V
supply FreePDK [32]. Table 3 presents the synthesis simulation results
using Synopsys Design Compiler [35]. Initially, Table 3(a) reports the
power consumption of individual modules within AESware.

Subsequently, Table 3(b) displays the power consumption of ORCA-
ased multicore processors. Here, 𝑃𝑤∕𝑜_𝐴𝑊 𝑅 represents the power con-

sumption of processors processing AES solely in software without using
AESware, 𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 denotes the power for processors with a ded-
icated AES accelerator for each core (i.e., each core has an inde-
pendent AES_Operator), and 𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 is for processors with our
roposed shared single AESware. In the table, for single-core proces-

sors, since they do not include the AESware_Arbiter, 𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 is the
same as 𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅. However, as expected, for other configurations,
𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 is less than 𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅, and this difference becomes more
pronounced with an increasing number of cores. For example, in octa-

core processors, the increase in 𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 compared to 𝑃𝑤∕𝑜_𝐴𝑊 𝑅
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Table 4
Comparison of energy consumption between performing AES tasks in software on the
ORCA core and using AESware. Results from the single-core processors.

128 bit 192 bit 256 bit

𝐸𝑤∕𝑜_𝐴𝑊 𝑅 (mJ) 524.6 628.5 735.1
𝐸𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 (mJ) 61.0 80.3 97.6
𝐸 𝑆 (%) 88.4 87.2 86.7

reaches 128%, while the increase of 𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 compared to 𝑃𝑤∕𝑜_𝐴𝑊 𝑅
s only 18%, clearly demonstrating the benefits of a shared AESware
rchitecture. Additionally, we have reported the power overhead due to
he shared AESware, 𝑂 𝐻𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 =

𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅−𝑃𝑤∕𝑜_𝐴𝑊 𝑅
𝑃𝑤∕𝑜_𝐴𝑊 𝑅 ⋅100 (%) in the

table. For single-core processors, the power overhead due to AESware
was about 46.8%, which reduces as the number of cores increases,
being only 17.8% for octa-core processors.

Similarly, following the FPGA prototype development, we also con-
ducted power analysis for multicore processors using Rocket cores, with
the results reported in Table 3(c). The Rocket core, known for its higher
erformance, inherently consumes more power than the ORCA core.
onsequently, the 𝑂 𝐻𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 due to the addition of AESware is

relatively small, amounting to just 17% in single-core processors and
a mere 3.1% in octa-core processors, which is significantly lower com-
pared to that in ORCA processors. Meanwhile, the difference between
𝑃𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 and 𝑃𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 is also not as dramatic as in the case of ORCA
processors. This indicates that in cases like the Rocket core, which is
more suitable for high-performance processors rather than IoT/Edge
device processors, the benefits of sharing AESware are still positive but
may not have a significant impact on the overall power consumption.

This subsection has analyzed the power consumption of AESware
nd its overhead in processors employing it. Moreover, we included
n analysis of power consumption for processors with a dedicated
ESware for each core, to examine the advantages of the shared single
ESware architecture. The findings indicate that AESware’s overhead

s quite small, and the benefits of a shared architecture are clear. How-
ver, this analysis alone is insufficient as a measure of the effectiveness
f our proposed solution: it lacks consideration of time, specifically
he performance improvements offered by our solution. Hence, in the
ext section, we will analyze the effect of our proposed solution on the
nergy efficiency of multicore processors.

5.2. Evaluation of energy efficiency

To evaluate the energy-saving (𝐸 𝑆) effect of our developed
AESware, we first investigated the increase in energy efficiency due
to its lightweight hardware design. For this purpose, we derived ex-
perimental values for the energy consumption when AES operations
are processed in software on a single ORCA core, 𝐸𝑤∕𝑜_𝐴𝑊 𝑅, and when
processed using AESware, 𝐸𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅. The results are reported in
Table 4. As indicated in the table, we calculated the 𝐸 𝑆 for three
ypes of AES operations (i.e., 128-, 192-, and 256-bit key type AES
perations), and observed that the 𝐸 𝑆 is slightly better for the 128-bit

operation. It is noteworthy that the processing times for each operation
in software were 3081, 3691, and 4317 clock cycles, respectively,
while the processing times using AESware were 244, 321, and 390
clock cycles. This demonstrates that our proposed hardware offers
an acceleration effect of approximately 11 times. Coupled with the
acceleration performance and the lightweight design of AESware, we
confirmed that the resultant 𝐸 𝑆 could reach up to 88.4%.

Next, to thoroughly evaluate the energy-saving effects of our pro-
posed solution in multicore processors, we compared 𝐸𝑤∕𝑜_𝐴𝑊 𝑅 and
𝐸𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 in dual-, quad-, and octa-core processors. Additionally, in
this experimental work, we included multicore processors equipped
with individual dedicated AES accelerators for each core in our compar-
ison group, measuring their energy consumption 𝐸𝑝𝑒𝑟−𝐶 𝑜𝑟𝑒. Notably, to

focus more on the advantages of the proposed shared architecture, we
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Fig. 5. Energy consumption and efficiency results of dual-, quad-, and octa-core processors without AESware, with shared AESware, and with individual AESware for each core
across various AES request rates.
used our lightweight accelerators (i.e., the AES_Operator of AESware)
to measure 𝐸𝑝𝑒𝑟−𝐶 𝑜𝑟𝑒, thus 𝐸𝑝𝑒𝑟−𝐶 𝑜𝑟𝑒 = 𝐸𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅. These evaluations
encompassed processors based on both ORCA and Rocket architectures.
However, despite the parallel nature of outcomes and variations in
magnitude, this paper primarily reports findings relevant to ORCA
cores, considering their suitability for edge/IoT devices.

Fig. 5 presents the results of the energy comparison for multicore
processors. The graphs within the figure represent the outcomes for
(a) dual-, (b) quad-, and (c) octa-core processors. Each graph’s left
vertical axis denotes the 𝐸 𝑆, while the right vertical axis represents
the normalized energy values based on the smallest one of the mea-
sured 𝐸𝑤∕𝑜_𝐴𝑊 𝑅’s (i.e., the energy consumed by the dual-core processor
processing the lowest frequency of AES operations in software, corre-
sponding to the leftmost point in graph (a)). The 𝑥-axis of the graphs
indicates the AES Request Rate (RR), which is the number of times a
core requires AES operations per real-time second. For instance, with
an RR of 10 k/s, the shared AESware would receive 4000 AES operation
requests per second. Accordingly, by varying the RR, we reflected the
changing frequency of AES operations required by applications, allow-
ing us to evaluate how energy-efficiently the requested AES operations
were processed under various scenarios.

In Fig. 5, the red line with the red points represent the energy sav-
ings of processors with shared AESware compared to those processing
AES in software, 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 =

𝐸𝑤∕𝑜_𝐴𝑊 𝑅−𝐸𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅
𝐸𝑤∕𝑜_𝐴𝑊 𝑅 ⋅100 (%). The blue

line and the blue points indicate the energy savings of processors where
each core possesses its AESware, again compared to software-based AES
processing, 𝐸 𝑆𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 =

𝐸𝑤∕𝑜_𝐴𝑊 𝑅−𝐸𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅
𝐸𝑤∕𝑜_𝐴𝑊 𝑅 ⋅ 100 (%). We categorized

the range of the 𝑥-axis, RR, into three sections: low-, mid-, and high-RR.
Firstly, the low-RR section is where no benefit is gained from AESware,
i.e., 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 ≤ 0. This section corresponds to scenarios where
the AES operations demanded are relatively very minor compared to
other computations, resulting in the power overhead of AESware, as
8 
reported in Table 3(b), outweighing the temporal benefits of rapid AES
processing. As depicted in Fig. 5, this section ends for all processors
when 𝑅𝑅 reaches approximately 10 k/s.

The sections where energy gains are realized from our proposed
solution are identified as the mid-RR and high-RR sections. We de-
fine the mid-RR section as the range where processors based on the
shared AESware architecture are more energy-efficient than those with
per-core AESware, and the high-RR section as the range where they
are not. In other words, as illustrated in the figure, these sections
are distinguished based on the cross point (CP), where 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅
and 𝐸 𝑆𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 converge. This implies that at lower RRs, the shared
AESware could immediately handle all requested AES operations on
its own. However, as RR increases, AES operations gradually begin to
accumulate in the queue, leading to performance degradation. By the
time RR reaches the CP, the processing speed of shared AESware has
already slowed down compared to per-core AESware, to the extent that
the reduced power overhead achieved by the shared architecture is
offset.

In dual-, quad-, and octa-core processors, the CP occurs at 60 k/s, 50
k/s, and 35 k/s, respectively. Furthermore, the maximum 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅
in the mid-RR range for these processors is 49.2%, 37.3%, and 23.7%,
respectively. This implies that as the number of cores increases, the
CP decreases and the efficacy of the shared AESware architecture
also tends to diminish. The reason is the increasing workload that
the shared AESware must handle alone as the number of cores in-
creases. Interestingly, as the number of cores increases, the difference
in 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 compared to 𝐸 𝑆𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 in the mid-RR range becomes
more pronounced, with the shared architecture showing better results
by 15.3% in dual-core, 28.4% in quad-core, and 38.5% in octa-core
processors compared to the per-core architecture. This trend is at-
tributed to the power consumption of AESware increasing significantly
in the per-core architecture, while remaining consistent in the shared
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architecture as the number of cores increases. From these results, we
can conclude that, except in extreme cases where the number of cores in
mbedded processors is very high and each core demands a substantial
ES workload – which is not typical – the shared AESware architecture

s the most suitable for multicore processors.
Meanwhile, the high-RR range includes scenarios where the

AES_Arbiter begins scheduling operations by sending back requests to
cores that were waiting for AES operation processing, especially when
the number of requests in the Arbiter_queue exceeds a certain threshold.
In this range, although our proposed solution shows slightly less energy
savings compared to the per-Core AESware architecture, it is crucial to
ote that the savings remain positive. As seen in Fig. 5, the magnitude

of savings continues to increase until it reaches the maximum 𝐸 𝑆. In
other words, even in the atypical high-RR scenario, while the gains
are less compared to the per-Core AESware architecture, our solution
still demonstrates significant energy efficiency improvements, reaching
maximums of 76.1%, 46.6%, and 32.7% in dual-, quad-, and octa-core
processors, respectively.

Observing the graphs for quad- and octa-core processors in the
figure, it is evident that 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 begins to decrease once RR
urpasses a certain threshold. This trend is observed when RR becomes
ignificantly high, leading to the majority of AES operation requests

being processed in software by individual cores. Notably, in quad-
core processors, 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 falls to single digits when RR reaches
1040 k/s, and in octa-core processors, this occurs at 520 k/s. A similar
pattern is seen in processors with a per-Core AESware architecture.
Following our proposed scheduling method, if the dedicated AES accel-
erators are unable to handle all the required AES operations, the cores
are instructed to process them in software. Consequently, although
the 𝐸 𝑆𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 remains higher than the points for shared AESware
architecture, we observed a significant decrease in 𝐸 𝑆𝑒𝑎𝑐 ℎ_𝐴𝑊 𝑅 when
RR exceeds 4200 k/s in quad-core processors and 600 k/s in octa-core
processors.

The key results from the experimental work on the energy-saving
effectiveness of AESware can be summarized as follows:

• In the mid-RR range where the shared AESware architecture
proves to be the best solution, the 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 for dual-, quad-,
and octa-core processors are 49.2%, 37.3%, and 23.7%, respec-
tively. In this range, the shared AESware architecture demon-
strates superior performance over the per-Core AESware architec-
ture, with maximum improvements of 15.3%, 28.4%, and 38.5%
for dual-, quad-, and octa-core processors, respectively.

• In the high-RR range, the energy-saving effect of our proposed so-
lution continuously increases until the volume of AES operations
requested becomes too large compared to the number processed
by the shared AESware, leading to the majority being handled
in software. Consequently, the maximum 𝐸 𝑆𝑠ℎ𝑎𝑟𝑒𝑑_𝐴𝑊 𝑅 for dual-,
quad-, and octa-core processors reach 76.1%, 46.6%, and 32.7%,
respectively.

6. Discussion and future work

In this paper, we have presented AESware, a lightweight hardware
ccelerator tailored for AES operations in embedded processors, and
ave proposed a shared architecture and scheduling algorithm to en-
ure its energy-efficient use in multicore processors. We have developed
 processor prototype incorporating the proposed techniques to validate
he efficacy of our approach. Our solution is not tied to any specific
ore or processor, offering both scalability to adapt to any available
pen RISC-V core and ease of development for creating AES-enabled
ulticore processors.

Regarding our research on designing a lightweight AES accelerator,
ike our AESware, there is a recent study that similarly places AES
ardware externally to the core [36]. However, that study focuses on

developing a co-processor optimized for a single RISC-V Rocket core
 v

9 
using the RoCC (Rocket Custom Coprocessor) interface and TileLink
protocol. As a result, unlike AESware, it may require substantial design

odifications to add a new interface to other existing open RISC-V
ores, which is a highly complex task. In contrast, AESware’s strength

lies in its compatibility across various cores without such modification
challenges. Nevertheless, inspired by this research, we plan to include
the development of a performance-enhanced version of AESware that
supports RoCC as part of our future expansion plans for AESware.

Next, regarding the AESware shared architecture, we built upon
ecent research that proposed low-power design techniques for sharing

specific IPs across multiple cores [37,38]. In those studies, we had
eveloped a multicore system with integer cores and enhanced pro-
essor performance by implementing a separate FPU (Floating Point
nit) as a hardware IP, designed to accelerate floating-point operations.
he FPU had been shared among multiple cores, thereby improving
he processor’s energy efficiency. Motivated by this prior work, we
ave introduced the concept of shared IP in this study, but advanced
t by addressing the limitations of the simple round-robin scheduling
sed in the previous research. Specifically, we have developed a new
cheduling algorithm and hardware logics that enable priority-based
esource allocation among cores, allowing for more efficient sharing
f resources. Moreover, in the previous architecture, the relationship
etween the shared IP and the cores was relatively straightforward,
here the cores would request access to the shared IP, and the IP would
utomatically accept these requests. In contrast, our shared architecture
ncorporates more advanced functionality, where AESware can assess
he situation and, if necessary, request that the core itself handle the
ES operations directly. The intensive experimental work conducted on

he shared architecture in this study has demonstrated its significant
otential for low-power design. Based on these findings, we plan to
urther refine and advance the shared architecture as part of the future
ork for AESware.

Additionally, beyond improvements in hardware design, advances
n semiconductor device research could further enhance the efficiency
f AESware-equipped processors if low-power/high-performance tran-
istors are used in future manufacturing of AESware. Recent studies
n transistors for high-efficiency, low-power processor design [39–

43] have been active. Notably, transistors typically used in biosensing
applications, such as ISFETs [44], offer the potential to rapidly perform
real-time AES encryption on biometric data. Incorporating these emerg-
ing technologies into AESware processor designs is expected to further
maximize performance and energy efficiency. In our future work to
advance AESware, we plan to explore cross-layer optimization across
device, circuit, and architecture levels, leveraging these innovations.

7. Conclusion

This study has addressed the critical challenges in the development
of energy-efficient and secure multicore processors for edge devices
using open RISC-V cores. Through the proposed solution, we have
introduced AESware, a dedicated and lightweight hardware optimized
for AES (Advanced Encryption Standard) tasks, significantly enhancing
the energy efficiency of multicore processors. Contrary to the con-
ventional methods of processing AES tasks in software within cores
of existing embedded processors, or the straightforward approach of
embedding individual AES accelerators in each core for improvement,
our shared AESware architecture has proven to be a more efficient
approach in terms of energy consumption. Under the proposed precise
measurement strategy, the comprehensive experimental work involving
the development and testing of 24 processors clearly demonstrated
the advantages of our approach. Processors equipped with AESware
achieved up to 76%, 47%, and 33% energy savings in dual-, quad-, and
octa-core configurations, respectively, and showed greater efficiency in
running general AES applications compared to processors with indi-
idual AES accelerators. Additionally, the solution’s compatibility with
arious open RISC-V cores offers flexibility and scalability, making it
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an attractive option for a wide range of edge devices. Ultimately, this
esearch aims to make a meaningful contribution to the field of secure
nd energy-efficient embedded processor design. We hope that our
fforts will assist in advancing the development of sophisticated edge
evices.
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