
Received 13 August 2024, accepted 23 September 2024, date of publication 27 September 2024,
date of current version 16 October 2024.

Digital Object Identifier 10.1109/ACCESS.2024.3469583

gShock: A GNN-Based Fingerprinting System for
Permissioned Blockchain Networks Over
Encrypted Channels
MINJAE SEO 1, JAEHAN KIM 2, MYOUNGSUNG YOU 2,
SEUNGWON SHIN 2, (Member, IEEE), AND JINWOO KIM 3
1ETRI, Daejeon 34129, South Korea
2School of Electrical Engineering, KAIST, Daejeon 34141, South Korea
3School of Software, Kwangwoon University, Seoul 01897, South Korea

Corresponding author: Jinwoo Kim (jinwookim@kw.ac.kr)

This work was supported by Institute of Information & communications Technology Planning & Evaluation (IITP) (No. 2021-0-00118,
RS-2021-II210118: Development of decentralized consensus composition technology for large-scale nodes, 60%, No. RS-2022-II220745:
The Development of Ransomware Attack Source Identification and Analysis Technology, 10%) and the National Research Foundation of
Korea (NRF) (No. RS-2024-00457937, 30%) grant funded by the Korea Government [Ministry of Science and ICT (MSIT)].

ABSTRACT Blockchain technology has ushered in a transformative paradigm of decentralized and
transparent systems, offering innovative solutions across diverse sectors. While these systems strive for
unparalleled transparency and trustlessness in a fully distributed framework, permissionless blockchains,
such as Bitcoin and Ethereum, encounter vulnerabilities due to their intrinsically public nature.
Addressing these vulnerabilities, the emergence of permissioned blockchains presents a fortified alternative,
incorporating rigorous access controls and authentication protocols to ensure participation exclusivity and
transaction confidentiality. Nevertheless, a keen observation reveals that, despite encryption, the operational
traffic within these blockchains manifests distinct time-series patterns and operational relations during
sensitive data exchanges. Such patterns hold the potential to inadvertently expose critical details about
the network, encompassing its topology and the operational dependencies among nodes. In light of this
revelation, we introduce a pioneering blockchain fingerprinting mechanism, denoted as gShock. This
system meticulously analyzes periodic patterns and the context of operational relations from the collected
blockchain network traffic. It employs a Graph Neural Network (GNN)-based model, adept at capturing
the intricate characteristics innate to specialized blockchain operations. Through empirical experiments
conducted in a realistic permissioned blockchain environment, comprising various nodes, we ascertain that
gShock demonstrates a remarkable proficiency in classifying blockchain operational traffic with an F1-score
of ≥ 96% and identifying individual dependencies with a macro F1-score of ≥ 93%.

INDEX TERMS Blockchain security, fingerprinting, graph neural network (GNN).

I. INTRODUCTION
Over the past decade, researchers have revealed that per-
missionless blockchains (e.g., Bitcoin and Ethereum) are
susceptible to various attacks, primarily stemming from
their public nature, which grants access without prior
verification. One prominent example is the 51% attack where
adversaries accumulate more than 50% of the network’s
mining power, thereby gaining the potential to control the

The associate editor coordinating the review of this manuscript and
approving it for publication was Francesco Mercaldo.

blockchain [1], [2]. Moreover, adversaries who possess a
significant number of nodes can orchestrate sybil attacks [3],
manipulating the targeted nodes’ perception of the blockchain
by controlling the flow of information. Furthermore, adver-
saries may execute eclipse attacks [4], wherein they isolate
specific nodes or a group of nodes from the network by
enveloping them with malicious nodes under their control.
Consequently, adversaries can disrupt communication chan-
nels or launch double-spending attacks.

In response to the security concerns raised by per-
missionless blockchains, the development of permissioned
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blockchains has emerged as a robust alternative.
Permissioned blockchains incorporate access controls and
authentication mechanisms, ensuring that only authorized
participants can join the network. These participants are
typically known entities, such as pre-approved organizations
or individuals, who must meet specific criteria to gain
access. This controlled access enables improved governance,
as consensus mechanisms can be tailored to meet the
requirements of the participating entities. As a result,
permissioned blockchains have gained traction among
enterprises and organizations seeking to leverage blockchain
technology while maintaining a higher degree of trust and
control over the network [5], [6], [7], [8]. For example,
Hyperledger Fabric [6] and Quorum [7] provide features
like private transactions and channels tailored for enterprise
environments, which ensure that transaction details are only
shared and accessible among the involved parties, thereby
establishing confidentiality.

However, the exchange of sensitive data within a
blockchain network raises significant security concerns.
Recent findings have revealed that adversaries can fingerprint
sensitive information from these networks. By employ-
ing machine learning-based classifiers trained on various
features—such as transactions [9], [10], [11], addresses [12],
and network traffic [13], [14], [15], [16], [17]—adversaries
can infer user behavior, identity, and applications. More-
over, even when network traffic is encrypted, adversaries
can extract valuable information by analyzing flow-level
characteristics (e.g., packet sizes and timings), which remain
unencrypted during transmission. These threats underscore
that encryption alone is insufficient to secure blockchain
networks.We posit that an even more powerful fingerprinting
attack may be possible in permissioned blockchain networks.

In this paper, we demonstrate that confidential information
within permissioned blockchain networks, such as network
topology and operational dependencies, can be leaked.
If adversaries acquire this information, they can launch severe
attacks targeting critical nodes or links within the network,
potentially causing failures or operational delays. However,
fingerprinting this information presents several challenges:
First, adversaries must distinguish permissioned blockchain
traffic from the vast amount of general production traffic.
Second, theymust reconstruct the network topology and oper-
ational dependencies within the permissioned blockchain
traffic, which is generated by multiple roles and links. Previ-
ous studies have predominantly focused onmachine learning-
based approaches [12], [13], [14], [15], [17] or permissionless
blockchain networks [10], [11], [16], making them unsuitable
for addressing these challenges (Section VII).

To this end, we introduce gShock, an advanced deep
learning-based system specifically designed for fingerprint-
ing permissioned blockchain networks.1 Our approach lever-
ages the observation that permissioned blockchain traffic

1To the best of our knowledge, we are the first to fingerprint permissioned
blockchain networks.

exhibits distinct time-series patterns and operational depen-
dencies between multiple nodes. These patterns provide
valuable insights into the temporal and relational aspects
of blockchain operations, such as periodic synchronization,
block creation, and transaction ordering. To effectively
capture these inherent patterns in blockchain traffic, our
classification models integrate a Long Short-Term Mem-
ory (LSTM) network [18] with a Graph Neural Network
(GNN) [19]. Through an extensive series of experiments,
we demonstrate that the LSTM-GNN models excel in
capturing both time-series and operational relationships
within permissioned blockchain traffic, outperforming other
classification methods, including LSTM-based models [20].

We implemented a full prototype of gShock and conducted
comprehensive experiments in a realistic private permis-
sioned blockchain network comprising multiple nodes [6].
In our evaluation, we collected approximately 205,593,788
packets generated by the permissioned blockchain net-
work, simulating real-world data traffic by deploying
blockchain operation protocols and using CAIDA traces
alongside various enterprise services and consensus proto-
cols. We demonstrated gShock’s effectiveness through an
extensive set of experiments, comparing it with different
baseline models. Our results show that gShock maintains
robust performance even in the presence of several defense
systems, underscoring its operational feasibility, particularly
in realistic scenarios where adversaries can only capture
portions of the traffic. We believe this work establishes
a foundational understanding of permissioned blockchain
architecture and enables network operators to assess its
security during deployment, thereby enhancing security
awareness in the blockchain industry.
Contributions:We make the following contributions:
• The in-depth exploration of a new attack vector in
a permissioned blockchain network provides insight
into an avenue through which adversaries can infer the
internal architecture over encrypted channels.

• The proposal of a GNN-based fingerprinting method for
a permissioned blockchain network, gShock, introduces
a novel approach that shows significant outcomes even
in the presence of multiple defense systems.

• The extensive experiments in a realistic permissioned
blockchain network involve the utilization of the
developed fingerprinting system to substantiate the
effectiveness of the posed vulnerabilities.

It is imperative to acknowledge that the present study is an
extension of our preceding research [20]. Within this study,
we have contextualized the earlier methodology specifically
for blockchain networks and have further enhanced its scope
by incorporating GNN.

II. BACKGROUND AND MOTIVATION
A. PERMISSIONED BLOCKCHAIN NETWORK
Unlike permissionless blockchains, such as Bitcoin [21]
and Ethereum [22], permissioned blockchain networks limit
access and participation exclusively to authorized entities,
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FIGURE 1. An example of a permissioned blockchain network deployed
over a WAN. The nodes represent different types of blockchain nodes
(including their roles for Orderers), and the links represent various
operational dependencies within the blockchain network. Note that Peer
nodes may belong to the same or different organizations.

thereby guaranteeing heightened levels of privacy and
security. A prominent example of a permissioned blockchain
network is Hyperledger Fabric [23]. Hyperledger Fabric
is a highly configurable, open-source, modular blockchain
platform optimized for enterprise applications and distributed
deployment across the globe. Developed by the Linux
Foundation, it is engineered with a suite of unique features
tailored to modern business needs, including permissioned
membership, customizable consensus protocols, and support
for mainstream programming languages in writing smart
contracts (chaincode). These capabilities ensure confidential-
ity, scalability, and flexibility, making it a preferred option
for enterprises seeking a robust and efficient blockchain
solution [6], [24], [25].

B. NODES AND OPERATIONAL DEPENDENCIES
In a permissioned blockchain framework [6], [7], [23], both
peers and orderers in Hyperledger Fabric play essential roles
in maintaining the network. During its operation, specific
operational dependencies emerge among the nodes, as illus-
trated in Figure 1. hese operational dependencies represent
the logical connections between blockchain nodes, reflecting
the network’s architecture. In what follows, we describe the
roles of nodes within a permissioned blockchain network
and introduce the operational dependencies that arise during
its operation. Additionally, we discuss the inherent data
exchange characteristics associated with each of these
dependencies.

1) PEER NODES
In the Hyperledger Fabric, there are three main types of
peer nodes. (i) Endorser Peers endorse transactions by
executing them against their copy of the ledger without
actually updating it, and then provide a signed endorsement

of the transaction’s validity. (ii) Committing Peers, on the
other hand, do not have endorsement capabilities but are
responsible for validating endorsements on a transaction
before committing it to the blockchain. Both endorsing
and committing peers must commit transactions to the
blockchain, but only endorsing peers generate endorsements.
Finally, (iii) Anchor Peers are special, discoverable peers
used for communication across different organizations; each
organization in a channel has at least one anchor peer to
facilitate inter-organizational communication and interaction.
Thus, the messages exchanged between peer nodes (referred
to asPeer-to-Peer dependency) include transaction proposals,
endorsements, and, in the case of anchor peers, messages
related to cross-channel communication. This exchange
of messages ensures the proper endorsement, validation,
and commitment of transactions, as well as the necessary
communication between different organizations participating
in the network.

2) ORDERER NODES
The orderer nodes are responsible for creating blocks of
transactions and distributing them to peer nodes. The default
ordering service uses the Raft consensus algorithm [26],
which enables unanimity on the transaction sequence,
preventing inconsistencies and ensuring the same transaction
order across all nodes. During the data exchange among
orderer nodes, Orderer-to-Orderer dependency is created
while involving the exchange of Raft messages between
orderer nodes to maintain consistency and agree on the
transaction order. The Raft protocol includes the election of
a leader among the orderer nodes, who then manages the
log replication process to the follower nodes. This involves
exchangingmessages related to the Raft consensus algorithm,
such as heartbeats, vote requests, and log entries. Addi-
tionally, the primary data exchanged between orderer nodes
and peer nodes (referred to as Orderer-to-Peer dependency)
consists of blocks of transactions. Peer nodes then validate
these transactions and update their ledger accordingly.

C. MOTIVATION
Adversaries typically cannot access information about a
permissioned blockchain network without participating in
it. However, if they manage to obtain such information
without being part of the network, they could exploit it for
malicious purposes. For example, understanding the roles and
operational dependencies within a permissioned blockchain
network (Figure 1)—such as the relationships between peers
and orderers or between leader and follower orderers—
can provide adversaries with critical insights. While this
information might seem general, if exposed, adversaries
could use it to launch various critical attacks.

First, adversaries may launch targeted DDoS attacks.
By analyzing the inferred internal structure, they could
identify the links between leader and follower nodes and
attempt to cut off these connections (i.e., Orderer-to-Orderer
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dependency) using stealthy DDoS attacks [20], [27], [28]
or disrupt node operations through off-path TCP injection
attacks [29], [30]. Given that the leader orderer is essential
for consensus coordination and transaction block proposals,
a disruption in its connection could lead to serious issues such
as inconsistent transaction orders, network fragmentation,
and transaction processing delays. Notably, the failure of even
a single leader orderer has the potential to paralyze the entire
permissioned blockchain network.

Second, adversaries can exploit known protocol vul-
nerabilities within the inferred operational dependencies.
Notably, existing studies highlight the tendency of blockchain
protocols to exhibit abnormal behaviors in response to
unexpected environmental changes [31], [32]. For example,
the Raft protocol, which governs the election of a leader
orderer by assigning elevated terms, requires the current
leader to step down if it encounters a node with a higher
term. According to the Raft specification [26], the leader
must relinquish its role when faced with a node whose term
surpasses its own. However, there are instances where two
leaders may be elected simultaneously in different parts of
the network, often due to network partitioning caused by link
failures. Since Raft prohibits multiple leaders, this situation
can create a complex loop where these leaders continuously
compete for leadership, leading to disruptions in the entire
blockchain network’s operation.

III. FINGERPRINTING PERMISSIONED BLOCKCHAIN
A. THREAT MODEL
We consider a permissioned blockchain network that is
geographically distributed and would be interconnected over
theWAN. This is especially the case for global enterprises [6],
[33], [34], which often utilize dedicated encrypted tunnels.
Within individual sites of the permissioned blockchain
network, we postulate that network operators adopt in-band
management [35], meaning that both blockchain traffic (e.g.,
protocol-related messages, configuration, and management
data) and data traffic (i.e., normal traffic) share the same
communication link. Such a configuration is prevalently
adopted in large-scale networks, owing to the reduced costs
associated with constructing a dedicated control network and
its significant simplification of network maintenance [36],
[37], [38].

The adversary’s goal is to fingerprint the internal architec-
ture of the permissioned blockchain network without direct
participation. Following the threat model proposed by prior
fingerprinting studies [13], [16], [39], [40], we consider local
and passive adversaries, whose presence is within the same
network as the target blockchain network. The adversaries
can intercept traffic by exploiting a (local) compromised
router [41], [42], but are unable to access packet payloads
due to the encryption. Instead, they can observe packet
lengths and timings of encrypted packets. Additionally,
we assume an open-world scenario, under which the scope of
intercepted traffic is not confined to blockchain transactions

alone. This broad capture introduces challenges for the
adversaries to discern blockchain-related traffic among a
wide spectrum of data transmissions. It is important to note
that the scenario we present is challenging for adversaries,
considering that they must possess the dual capability of
i) classifying blockchain traffic from non-blockchain sources
and ii) inferring confidential information from the classified
blockchain traffic.

B. TECHNICAL CHALLENGES
1) STRAWMAN SOLUTION
Adversaries could simply rely on traditional rule-based
strategies [43], [44] to classify blockchain traffic based on
empirical rules. However, as blockchain service operators
might be able to use custom configurations (e.g., by changing
the port numbers), this approach can lead to accuracy dete-
rioration when processing unmatched traffic policies [45],
[46], [47]. Unlike the traditional method, the state-of-the-
art deep learning-based system can learn hidden patterns in
the blockchain operation traffic itself, so the aforementioned
problems can be effectively handled. To take advantage of a
deep learning-based system in our work, we need to address
the following three challenges:
C1. Pruning Data Traffic Noise: Nowadays, data traffic is

very dynamic and diverse due to the pervasive usage of many
different applications and services within networks [48],
[49]. Note that the blockchain traffic captured by adversaries
contains not only control traffic but also data traffic; it may
happen that the data traffic patterns accidentally overlap
with the blockchain operation traffic patterns. Thus, the
classification model may falsely detect the given traffic.
In this context, the challenge is how to select the features
to be used in the classifier such that false positives and false
negatives are minimized considerably.
C2. Identifying Operational Dependencies: Upon differ-

entiating between blockchain and data traffic, adversaries
are faced with the subsequent challenge of identifying the
specific operational dependencies between nodes. Existing
studies [20], [50] predominantly concentrates on the direc-
tional attributes of individual flows in order to classify
application-level protocols in the operational dependencies
among nodes. Consequently, this approach falls short in
encapsulating the comprehensive characteristics exhibited by
the entirety of traffic flows generated by nodes.
C3. Determining the Role of Each Node: After classifying

the blockchain operational dependencies between nodes, the
question of how to define the leader-follower roles of orderers
in the permissioned blockchain network still remains. To infer
the role of each orderer, we need to design additional
deep learning models following the blockchain operational
dependency classifier. However, the number of flows sent by
the leader orderer is significantly lower compared to those
sent by the follower orderer nodes, and handling sparse labels
can make the model fall into overfitting [51]. Thus, models
cannot be trained effectively to identify the role of each
orderer.
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FIGURE 2. gShock system overview and its workflow that includes three phases: 1⃝ Blockchain Traffic Classification, 2⃝ Depedency Classification, and 3⃝
Role Inference.

C. OVERVIEW OF GSHOCK
Based on the given challenges, we devise an advanced
automatic fingerprinting system—which we call gShock—to
effectively address the three main issues stepwise, as shown
in Figure 2.

1) PHASE-1: BLOCKCHAIN TRAFFIC CLASSIFICATION
To address C1 in Section III-B, adversaries first need to
prune data traffic noise from blockchain traffic traces. It is
worth noting that blockchain operation traffic displays a
periodical time-series pattern. To extract those features,
gShock first runs a coarse-grained classification as shown in
Figure 2. The Packet Preprocessor module arranges traffic
traces into 2-tuple (SrcIP, DstIP) flows. The Feature
Extractor module then generates time-series features of the
given 2-tuple flows automatically. Finally, the Sequence
Classifier module solves a 2-class classification problem
(i.e., blockchain traffic or data traffic) based on the received
features of the 2-tuple flows. Our implemented classification
system incorporates the utilization of Long Short-Term
Memory (LSTM), a neural network architecture renowned
for its adeptness in capturing intricate time-series patterns
inherent in network traffic. (see Section IV-B).

2) PHASE-2: OPERATIONAL DEPENDENCY CLASSIFICATION
To address C2 in Section III-B, adversaries need to extract
more fine-grained features and adopt a specialized Graph
Neural Network (GNN) model capable of capturing the
comprehensive attributes inherent in blockchain operation
traffic. This traffic includes various components such as
transaction proposals, endorsements, Raft consensus protocol
messages, and transaction blocks. In this phase, the goal
is to effectively learn the dependencies between nodes and
identify orderers, which will serve as inputs for the next
phase. To achieve this, the Packet Preprocessor module
organizes the blockchain operation traffic flows obtained in
Phase-1 based on a 5-tuple (SrcIP, SrcPort, DstIP,
DstPort, Proto). The Feature Extractor module then
extracts time-series features from these 5-tuple flows. Finally,
the Sequence Classifier module addresses a multi-class
classification problem, distinguishing between operational
dependencies using the features of the given 5-tuple
flows. Specifically, links between nodes are classified as

Orderer-to-Orderer,Orderer-to-Peer, or Peer-to-Peer depen-
dencies (see Section IV-B).

3) PHASE-3: ROLE INFERENCE
To address C3 in Section III-B, it is necessary to discover
the role of each node, particularly identifying the leader
and follower nodes. Conventionally, the leader node exhibits
a higher volume of packet transmission and reception
compared to follower nodes. Leveraging this distinction,
adversaries can employ the standard z-score normalization
technique to detect outliers that significantly deviate from the
mean. The Role Detectormodule calculates the z-score based
on the count of packets transmitted by individual SrcIP
addresses. Subsequently, it determines inferred roles to each
node, classifying them as leader or follower nodes, employing
predefined z-score thresholds. By quantifying this process
into a numerical metric, the procedure achieves computa-
tional efficiency of O(1). In contrast, certain approaches like
a 1-layer GNN entail redundant inference computations with
a computational complexity ofO(NF2

+|E|F), where N and
F denote the hidden and embedding dimensions, respectively,
and |E| denotes the total number of edges [52].

IV. METHODOLOGY
In this section, we present pivotal structures of gShock.
Specifically, we first address the problem of how to
characterize time-series and operational dependency fea-
tures by leveraging different types of deep learning layers
(i.e., LSTM and GNN). We introduce two distinct deep
learning models for Phase-1 and Phase-2 classification,
respectively. Finally, we present key insight to infer the role
of each node from the classified operational dependencies
among nodes.

A. FEATURE EXTRACTION
A crucial component of gShock is the selection of appro-
priate features. Specifically, the accurate characterization of
time-series patterns is essential; without it, the development
of a robust classifiermodel becomes an exceedingly laborious
task. To address this, we focus on the inherent traffic patterns
of the blockchain system during its operation, aiming to gain
insights into the composition of peer and orderer traffic. This,
in turn, enables us tometiculously analyze the unique patterns
retained in the block traffic flow.
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FIGURE 3. An example to exhibit the consistent traffic patterns between
peer and orderer nodes in a permissioned blockchain network.

We consider features like the number of packets (e.g.,
PPS) and packet size (e.g., BPS) since they are commonly
used when fingerprinting network traffic [14], [20], [50],
[53], [54]. Also, both features can represent the unique
characteristics during the blockchain operation. By analyzing
these sequential features, we discover that the blockchain
traffic generate packets periodically. Specifically, nodes,
such as peers and orderers, communicate with each other
frequently to maintain consensus and synchronize the ledger.
These communications and operations often lead to periodic
traffic patterns. For example, orderer nodes, which are
responsible for creating blocks and distributing them to peers,
generate traffic with regular intervals, especially in networks
with high transaction rates. Similarly, peers also generate
periodic traffic patterns while endorsing transactions, inter-
acting with clients, or syncing with other peers. Furthermore,
periodic maintenance operations, such as gossip protocol
for state synchronization and leader election in case of
failures, also contribute to the periodicity of the traffic.
Hence, the combined effect of these regular operations and
communications in the blockchain network results in traffic
exhibiting periodic patterns. The noticeable periodic patterns
of blockchain traffic are confirmed by the empirical results as
shown in Figure 3.

B. BLOCKCHAIN TRAFFIC CLASSIFICATION
Now we present methodologies for classifying blockchain
traffic and identifying operational dependencies among
nodes in a permissioned blockchain network. We divide the
classification procedure into two distinct phases: (i) pruning
data traffic, and (ii) classifying operational dependencies.

1) PRUNING DATA TRAFFIC
In order to identify blockchain traffic and eliminate irrelevant
(data) traffic, we utilize time-series flow features extracted
by Feature Extractor. The flow features are split into T time
steps and averaged within each time step. By doing so,
we organize time-series flow features at each time step t ∈
{1, 2, . . . ,T } as xt = [bpst , ppst , lent ] and a flow feature
sequence for all the time steps as x = [x1, x2, . . . , xT ]. For

each 2-tuple flow, we obtain a flow representation vector h
by applying a LSTM and a fully-connected layers in turn to
the flow feature sequence. The flow representation vector is
passed to the output layer and Sigmoid activation function,
and then the model finally predicts whether the 2-tuple flow
is related to blockchain operations or not. For the training
process, we optimize a binary cross entropy loss L for the
binary classification task, which is defined as:

L = −
1
N

N∑
i=1

yi · log(ŷi)+ (1− yi) · log(1− ŷi), (1)

where yi ∈ {0, 1} denotes the ground truth label and p̂i
denotes the predicted probability that yi is 1.

2) CLASSIFYING BLOCKCHAIN OPERATIONAL
DEPENDENCIES
To distinguish the blockchain operation dependencies,
we first construct a traffic network graph G where a 5-tuple
flow serves as an edge e ∈ E between network nodes (i.e.,
IP addresses) v ∈ V . For each flow edge, we establish an
edge feature sequence xe = [x1e, x

2
e, . . . , x

T
e ], where xte =

[bpst , ppst , lent ] is a flow feature at each time step t ∈
{1, 2, . . . ,T }. Then, we leverage both LSTM andGNN layers
to represent time-series patterns and operational features on
the network graph. This representation process is formally
described in Algorithm 1.

In line 1 to 2, we adopt a Bidirectional-LSTM (Bi-
LSTM) [55] layer to embed the input edge features,
reflecting the temporal dependencies of the time-series
features effectively. We take the concatenation of the last
hidden state of forward and backward directions to obtain
the edge feature embedding vector he. In line 3 to 5, node
v’s representation vector is obtained by aggregating the edge
feature embedding vectors of the ingress edges from node
v, generated by applying the ingress edge function I(v).
We devise a tailored aggregation function Agg for the traffic
classification task. Specifically, it is beneficial to consider
the relative importance of each ingress edge in a complex
traffic network graph. To this end, we design the aggregation
function based on the graph attention mechanism [56],
which has been widely applied in various domains [57],
[58], [59]. The attention coefficient is formulated as
follows:

αv(e) = Softmax(σ (aTattn(Wattnhe))), (2)

where Wattn denotes weight matrix for the attention mech-
anism, aattn denotes a vector for parameterizing a scalar
value, and ·T denotes the transpose of a given vector.
Then, we linearly combine the edge embedding vectors of
the ingress edges after multiplying each of them by the
corresponding attention coefficient:

hI(v) =
∑
e∈I(v)

αv(e)he. (3)
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Algorithm 1 Edge Representation
Input: Network traffic graph G = (V, E);

input edge feature sequence xe = [x1e , x
2
e , . . . , x

T
e ],

where x te = [bpst , ppst , lent ],∀t ∈ {1, 2, . . . ,T };
weight matrixW;
weight matrix for edge representationWf ;
activation function σ ;
ingress edge function I : v→ 2E ;
edge aggregation function Agg;

Output: Vector representations hẽuv ,∀ẽuv ∈ E
1: hTe,f , h

T
e,b← LSTM(xe),∀e ∈ E

2: he← Concat(hT ,forward
e , hT ,backward

e ),∀e ∈ E
3: for v ∈ V do
4: hI(v)← Agg(he,∀e ∈ I(v))
5: hv← σ (W · hI(v))
6: end for
7: hv← hv/∥hv∥2,∀v ∈ V
8: hẽuv ← σ (Wf · Concat(hu, hv)),∀ẽuv ∈ E

By multiplying hI(v) by the weight matrix W and taking the
activation function σ , we obtain the node v’s representation
vector hv. In line 7, We normalize each node representation
vector. In line 8, to obtain the edge representation vector
hẽuv between node v and u, we concatenate their node
representation vectors and apply the weight matrix Wf and
the activation function.

The edge representation vector hẽuv is fed into the
output layer and Softmax activation function, and then the
model finally predicts whether each 5-tuple flow is related
to a specific operational dependency. For a multi-class
classification task, we opted to minimize a cross entropy loss
function defined as follows:

L = −
1
|E |

∑
euv∈E

∑
c

yeuv,clog(p̂euv,c), (4)

where c denotes each class, yi,c is i-th sample which belongs
to class c, and p̂euv,c is a predictable distribution of the sample.
In this context, p̂euv,c would be computed by applying Softmax
to hẽuv .

C. ROLE INFERENCE
The roles as the leader and followers can be distinguished
through the total number of the packets orderer nodes
transmit. Figure 4 illustrates the analysis of blockchain
network flows concerning transmitted packets between
orderer nodes. The leader orderer node typically handles a
higher volume of packet transmissions compared to follower
orderer nodes. This is because the leader is responsible
for creating blocks of transactions and distributing them to
the follower nodes. More specifically, the leader orderer
node receives transactions from clients, orders them into
a block, and then sends the block to the follower orderer
nodes for validation and commitment to their ledgers. This
process involves a higher volume of transmitted packets

FIGURE 4. An example of disparate flow patterns corresponding to
distinct roles of nodes.

for the leader orderer node, as it is actively involved
in the propagation of consensus messages and blocks to
its follower orderer nodes, thereby facilitating the main-
tenance and updating of the blockchain ledger across the
network.
Z-Score Normalization: Based on this insight, we utilize

the z-score normalization to define a role for each node
to improve the efficiency of system flow. The utilization
of z-score normalization has proved a significant effect on
classifying with prominent pattern features [60]. Here, the
distinct values of each node, which is organized from the
classified operational dependencies, are normalized based on
a mean and standard deviation. The z-score normalization
value z is defined as z = (x − µ)/σ , where x is the distinct
values, µ is the mean of our data, and σ is the standard
deviation. In this regard, we first arrange the total number of
transmitted packets for each SrcIP. The total number of the
packets of each SrcIP can be the distinct value x with which
its mean value can be easily calculated. The calculated score
enables us to infer the roles by defining a threshold (θz) in a
heuristic manner.

V. EVALUATION
In this section, we evaluate the three phases mentioned
above considering various environments to demonstrate
their practicability. We first evaluate precision, recall, and
F1-score to classify blockchain operation traffic. Then,
we show the results of classifying operational dependencies.
In addition, we demonstrate that our classification method
effectively represents the sequential and operational features
in comparison with several existing works’ methods, such as
different deep learning models. Also, we show the robustness
of our classification model by testing the accuracy while
adopting several defense systems. After that, we calculate
z-score based on the total number of the packets for each
refined SrcIP to infer one of the roles as a leader or a
follower role for each node. Finally, we achieve blockchain
network topology and operational dependencies among
nodes.
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A. EXPERIMENTAL ENVIRONMENT
We establish a private blockchain testbed encompassing
multiple peer and orderer nodes, all under a dedicated
organization. This testbed is hosted on several machines, each
powered by an Intel Xeon Silver 4210R CPU (with 10 cores)
and furnished with 64 GB of RAM. Notably, these machines
collaboratively operate the distributed blockchain network,
simulating a range of environmental conditions. While our
methodology is adaptable to a variety of permissioned
blockchain architectures, we utilize Hyperledger Fabric v2.2
[23] in our experimental setup, given its status as one
of the leading open-source tools in this domain. This
modular blockchain framework defaults to deploying the Raft
consensus protocol. It is important to note that within the
Raft protocol, nodes are categorized into distinct roles: the
leader and the followers. With regard to potential adversaries,
our underlying assumption is that they possess the capability
to replicate our experimental blockchain environments.
Such replication would allow them to achieve multiple
configurations, secure labeled data, and consequently craft
the necessary pre-trained models essential for fingerprinting
blockchain networks.

We use NVIDIA GeForce RTX 3090 GPUs to train our
deep learning models. To construct the input sequences,
we align the time intervals of the traffic datasets by
truncating them to match the shortest interval. We experiment
with various sliding window sizes—60, 120, and 180—
ultimately selecting 120 as it delivers the best perfor-
mance. We configure the LSTM and GNN layers with
dimensions of 32, 64, and 128, and test learning rates
of 1 × 10−2, 5 × 10−3, and 1 × 10−3, along with
batch sizes of 4,096, 8,192, and 16,384. Through these
experiments, we determine the optimal configuration to be
128 dimensions, a learning rate of 5× 10−3, and a batch size
of 16,384.

B. DATASET DESCRIPTION
To our best knowledge, public permissioned blockchain
traffic has not been released. Therefore, it is significant to
collect blockchain traffic data as reliable as we can.

1) BLOCKCHAIN TRAFFIC
We collect several sizes of blockchain network traffic
deploying many containers in each machine by utilizing
the container management tool Docker [61] because the
sizes of blockchain network are numerous depending on
demanding services. We use Hyperledger Fabric [23] to
produce blockchain traffic. In the meantime, we execute
several operations (e.g., chaincode operations, channel oper-
ations, transaction operations, block operations, etc.) on
our testbed to reflect various events. Thus, we consider as
many environments as possible extensively. It is important
to note that all traffic we collect is entirely encrypted
by SSL/TLS.

TABLE 1. Classifying blockchain operation traffic and data traffic.

2) DATA TRAFFIC
We utilize CAIDA backbone traffic [62], [63], [64] to
provide a realistic network environment in our testbed.
CAIDA passive trace dataset includes traces collected from
high-speed monitors on a real backbone link. To evaluate
our fingerprinting method fairly, we mix CAIDA traces with
the blockchain operation traffic. Also, we play streaming
videos from a secured VPN machine and Tor browser, and
we utilize an email server and online-chatting platform (e.g.,
Skype) to improve the reality of our testbed. Furthermore,
to evaluate the effectiveness of our system fairly, it is
necessary to include the traffic that exhibits periodical
patterns with blockchain traffic, such as the ones generated
from commercial distributed systems. Therefore, we measure
and store control traffic generated by distributed systems [20],
which is developed to manage and control multiple networks
comprised at multiple locations. This distributed system
deploys the Raft protocol for the consensus algorithm,
so that it can be proper control traffic to evaluate gShock’s
effectiveness.

3) DATASET COLLECTION METHODOLOGY
We collect a total of 205,593,788 packets including both
data and blockchain operation packets from our testbed
which comprises 10 nodes to 20 nodes. Also, Feature
Extractor module generates 1,142,233 data traffic flow
dataset and 14,900 blockchain operation traffic flow dataset.
The blockchain traffic flows including 10 nodes to 20 nodes
in our testbed are used to emulate a realistic environment
of the blockchain network having various sizes. Moreover,
we create 5-tuple based dataset reflecting sequential and
operational relations for the train and test dataset, which are
labeled with three classes (i.e., Peer-to-Peer, Orderer-to-Peer,
Orderer-to-Orderer). We consider the case where network
adversaries can eavesdrop traffic on multiple sites.

C. ACCURACY OF BLOCKCHAIN TRAFFIC CLASSIFICATION
Table 1 describes how effectively blockchain traffic is
distinguished from data traffic. We use an LSTM-based
classifier, which is known to be well-suited for learning the
sequential characteristics of network traffic due to its intrinsic
ability to remember long-term dependencies and patterns
within time-series data [18], [20], [50].

In our experimentation, the LSTM-based classifier exhibits
outstanding performance in classifying both data traffic and
blockchain operation traffic. Specifically, when evaluating
the classification of blockchain traffic in our test scenarios,
our model achieves an average F1-score of 96.73% over
100 executions, underscoring its robustness and efficacy.
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TABLE 2. The performance of gShock and other solutions in classifying blockchain operational dependencies.

Due to the fluctuating patterns of traffic in real-world
backbone links, distinguishing data traffic from blockchain
operation traffic becomes notably distinct. Our LSTM-
based classifier’s accuracy and detail make it adept at
recognizing these specific traffic characteristics, emphasizing
its usefulness in real-world situations. Particularly, the high
precision associated with the blockchain operation traffic
label effectively guarantees the reduction of false positives.
Consequently, this facilitates the acquisition of a refined set
of blockchain operation traffic flows, which is necessary for
the next phase of classification.

D. ACCURACY OF PROTOCOL CLASSIFICATION
In Phase-2, we show the effectiveness of our approach in
identifying the operational dependencies between nodes.
Table 2 presents a comparative performance among three
classifiers. Notably, our LSTM-GNN classifier outperforms
both the vanilla LSTM classifier and the state of the art
LSTM-based classifier recently proposed for network traffic
classification [20]. For clarity in our discussion, we uti-
lize the nomenclature: Peer-to-Peer (P-P), Orderer-to-Peer
(O-P), and Orderer-to-Orderer (O-O) to denote the respective
operational dependencies.

In the case of our classifier, F1-score for each dependency
of the P-P, O-P, and O-O is 99.58%, 86.17%, and 95.85%,
respectively. It manifests a high performance because it can
reflect the context of time-series patterns and operational
relations sufficiently in the blockchain network. In addition,
the F1-scores of the P-P dependency are higher than those
dependencies of the O-P and O-O. This is because the
P-P dependency includes a series of periodical operations.
Specifically, Endorsement, validation, and commitment oper-
ations within Hyperledger Fabric inherently exhibit periodic
patterns due to the structured process by which transactions
are proposed, processed, and finally added to the blockchain.
First, the endorsement phase involves a specified set of
peers simulating and endorsing the transaction, producing a
deterministic and predictable response pattern as transactions
consistently go through this evaluation. Subsequently, the
validation step, where transactions are assessed for com-
pliance with the network’s endorsement policies, follows
a systematic check, leading to an observable pattern in
traffic. Lastly, the commitment phase involves appending
the approved transactions to the blockchain, an operation
executed at a regular cadence as blocks reach their size or time
threshold. Together, these sequential processes, operating in a

steady flow of transactions, give rise to discernible, periodical
patterns in the network traffic. In contrast, the performance
results for the O-P dependencies are discernibly lower
compared to other dependencies. The F1-scores recorded
for O-P dependencies are 63.78%, 66.67%, and 86.17% for
the vanilla LSTM classifier, the state-of-the-art LSTM-based
classifier, and the LSTM-GNN classifier, respectively. This
disparity in performance can be attributed to the relatively
uniform nature of interactions between orderer and peer
nodes. Primarily, the predominant data exchanges between
these nodes revolve around the formation of transaction
blocks and their subsequent distribution to the peer nodes,
a process that is less varied than other operations.

In a practical setting, accurately identifying orderer nodes
is of paramount importance to ensure successful outcomes
during the role inference phase. The vanilla LSTM classifier
faces challenges in this regard, given that the time-series
patterns of certain O-O dependencies closely resemble those
of P-P dependencies. While the state-of-the-art LSTM-
based classifier alleviates this ambiguity by reflecting flow
directional patterns, it still suffers from a low precision for
classifying O-O dependencies. In contrast, our LSTM-GNN
classifier identifies the majority of orderers by utilizing its
GNN layers designed to capture operational relations.

E. ROBUSTNESS AGAINST DEFENSE SYSTEMS
Network operators may adopt several defense systems
to hinder adversaries from learning unique patterns of
network traffic. To demonstrate the robustness of our deep
learning-based fingerprinting under the defense systems,
we consider the casewhere network operators impose random
noise and perturbation mechanism [65], [66], [67], [68] on
the outgoing traffic. We first add random noise, 30% extent
from the root mean square (RMS) of the training inputs.
In addition, we impose Fourier Perturbation Algorithm
(FPA) [68] on the input traffic, which is a largely adopted
method to protect sequence data. FPA is formalized by
FPA = IDFT(LPA(DFT(input), λ)), where DFT and IDFT
denote the Discrete Fourier Transform (DFT) and the Inverse
DFT, respectively, and LPA denotes the Laplace Perturbation
Algorithm. The λ is set to 30% of the RMS of the training
inputs.

In Figure 5, the performance of our model during Phase-1
is notably robust, recording F1-scores of 93.02% and 93.57%
for classifying blockchain traffic against random noise
and FPA, respectively. Meanwhile, Phase-2 of our model
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FIGURE 5. The accuracy of classifying blockchain traffic (Phase-1) and
operational dependencies (Phase-2) while several defense mechanisms
are adopted.

demonstrates commendable accuracy in classifying opera-
tional dependencies. Nevertheless, a noticeable decline in the
F1-scores can be observed for the classification of Orderer-
to-Peer dependencies under the aforementioned perturbation
methods. This reduced performance can be primarily ascribed
to the less diverse flow patterns observed during block
formation and distribution processes. Despite the impact of
the perturbation methods, our model exhibits resilience when
classifying Orderer-to-Orderer dependencies, achieving F1-
scores of 94.74% and 92.01% against random noise and
FPA, respectively. Such robust classification capability
underscores the potential of our framework to effectively
pinpoint target nodes that could be susceptible to network
attacks.

F. EFFECTIVENESS OF ROLE INFERENCE
We now evaluate how gShock correctly infers a role for
each node using the z-score normalization based on the
results derived from our LSTM-GNN classifier that shows the
highest accuracy in the previous phases. In our analysis, the
leader node is more likely to be located above the threshold
(θz) in contrast with the follower nodes, which is computed
by the total number of transmitted packets. Each execution
time for calculating z-scores and detecting roles takes less
than 2 seconds.

In Figure 6, it shows that z-scores for inferring leader
role is 3.97 for our test case. Based on the aforementioned
z-scores, role inferences in our test case is placed at our
predictable domain. This is because the leader orderer
node plays a pivotal role in the consensus mechanism,

FIGURE 6. Node distribution for inferring orderer node roles based on
blockchain operational dependencies and the result of role inference
when θz = 3.

especially when Raft consensus is employed. The leader
orderer is responsible for managing the log replication
process across the network. When a new transaction or
block is proposed, it first reaches the leader orderer node.
This leader order node then logs the transaction or block
and initiates the process of replicating this log entry to
all follower orderer nodes. Consequently, the leader order
node needs to transmit proposals, log entries, and various
consensus-related messages to its follower orderer nodes,
ensuring that all orderer nodes maintain a consistent and
up-to-date ledger. This centralized coordination and log
replication responsibility naturally result in the leader orderer
node transmitting a significantly higher volume of packets or
data compared to follower orderer nodes, which primarily act
as passive recipients in this process.

G. gShock USE CASE
Upon successfully fingerprinting the blockchain network
topology and operational dependencies, an adversary can
launch harmful attacks, thereby compromising the integrity
of the blockchain’s operation. Based on the achieved
confidential information, an adversary can specify the
crucial path, frequently traversed by pivotal blockchain
operational messages. To illustrate the vulnerability arising
from such potential exposures, we introduce a stealthy
Distributed Denial-of-Service (DDoS) attack scenario. In this
context, an adversary floods a specific path integral to the
channel within an Orderer-to-Orderer dependency. How-
ever, it is worth noting that due to ethical considerations
associated with generating enormous traffic volumes in a
real-worldWAN setting, we resorted to crafting our dedicated
blockchain network testbed, as shown in Figure 7.

Our private testbed comprises four Pica 3297 switches and
six Intel Xeon Silver 4210R CPUs, with three CPUs allocated
for adversarial machines and the remaining three dedicated
to running multiple nodes. We support multiple nodes
(10 to 15) on each server, utilizing Docker [61]. Also,
we deploy 20 containers, representing one-third of the
total nodes, specifically configured to operate a variety of
adversarial bots. This setup allows us to generate low-volume
traffic across individual links while simultaneously directing
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FIGURE 7. An example that shows how an adversary disrupts the Raft
traffic on the in-band link S2-S3 between the leader and follower.

FIGURE 8. Measured throughput (PPS) of the cluster management
protocol traffic for two cases; (i) without attacks and (ii) with attacks.

a concentrated, high-volume traffic load toward the target
path. Notably, to ensure the efficacy of the volumetric
traffic and to clearly demonstrate the significant performance
impact, all links within our testbed are equipped with 10 GbE
interfaces.

To emphasize the implications of our proposed attack, it is
important to note its potential to cause significant disruptions
during the blockchain’s operational phase. Empirical results
indicate that our attack leads to an average performance
degradation of 51%, as shown in Figure 8.

VI. DISCUSSION AND LIMITATIONS
This section introduces potential countermeasures designed
to prevent adversaries from fingerprinting a permissioned
blockchain network and discuss limitations of gShock.

A. MULTI-PATH ROUTING
An effective protective measure involves limiting adver-
saries’ access to sufficient traffic, thereby making it more
difficult for them to construct an accurate network fingerprint
of the blockchain. Fingerprinting becomes significantly more
challenging when adversaries can only capture a minimal
subset of the transmitted packets. Inspired by pioneering
Internet frameworks like SCION [69], multi-path routing
emerges as a robust deterrent against attempts to map
the blockchain network. By employing multi-path routing,
blockchain traffic shared between any two points would
traverse a diverse array of network routes, leveraging existing
AS agreements. The key advantage of this approach is its
ability to reduce traffic exposure to adversaries without
requiring changes to node operations or core protocols.
However, the effectiveness of this strategy depends on the

assumption that adversaries have limited access to network
traffic from multiple locations.

B. OBFUSCATION-BASED METHODS
Obfuscation-based strategies aim to suppress or significantly
minimize the information adversaries can extract from
communication patterns, even when encrypted. Common
tactics include introducing delays to network packets, packet
slicing, packet padding, or generating decoy packets [70]—
all intended to disrupt the traffic patterns that facilitate
fingerprinting. However, these methods come with their own
set of challenges. For example, timely traffic exchange is
essential for tasks like synchronization or membership vali-
dation, so introducing packet delays can compromise network
efficiency, reliability, and security. Additionally, padding and
dummy packet generation increase communication overhead,
making them less attractive for practical use. Therefore,
there is a growing interest in developing more streamlined
obfuscation techniques that avoid these common issues, such
as network performance degradation or bandwidth wastage,
particularly when countering fingerprinting attacks like those
posed by gShock.

C. INEFFICIENCY OF DEPLOYING FAKE NODES
Another potential countermeasure involves using a group of
fake nodes (e.g., fake orderers and peers) to obscure important
nodes and links, such as leader orderers, by generating
large amounts of traffic—similar to obfuscation methods.
While this approach is relatively easy to implement in any
permissioned blockchain network, it incurs significant costs,
as a large number of nodes would be needed to effectively
mask the real ones. Additionally, thismethod does not address
the unique time-series patterns exhibited by peer and orderer
nodes, leaving them vulnerable to fingerprinting despite the
added traffic.

D. REAL-WORLD APPLICABILITY OF gShock
While this paper focuses on Hyperledger Fabric as the target,
gShock is flexible and can be applied to any permissioned
blockchain network with a similar architecture. For example,
Quorum [7], an Ethereum-based permissioned blockchain,
uses a Raft consensus mechanism where peers assume leader
or follower roles. A key advantage of gShock is that it does
not require direct participation or detailed knowledge of the
target blockchain’s implementation. This flexibility allows
gShock to be broadly adapted to fingerprint the internal
architecture of Quorum, including identifying leader peers
within the network. Moreover, gShock can be extended to
different consensus mechanisms, provided it can train on
sufficient blockchain traffic.

E. SCALABILITY OF GNN MODELS
A key limitation of our study lies in the constraints of
GNN-based classification methods when applied to large-
scale graphs. The substantial number of nodes and edges
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TABLE 3. Comparison of gShock with previous studies. (SVM: Support Vector Machine, NN: Neural Network, DT: Decision Tree, RF: Random Forest,
ET: Extra Trees, LR: Logistic Regression, KNN: K-Nearest Neighbor, LSTM: Long-Short Term Memory, GNN: Graph Neural Network.)

inherent in Peer-to-Peer networks introduces extensive com-
putational overhead, which may adversely impact model
performance. However, this challenge could potentially be
mitigated by incorporating a blockchain node clustering-
based Hyperedge-Node Switching technique [71], as it offers
greater computational efficiency for GNN and may address
issues to graph size.

VII. RELATED WORK
Many previous studies have demonstrated the severity if
unique traffic patterns are exposed to adversaries. Although
the traffic is under SSL/TLS encryption, the threats can be
applicable on both legacy network and blockchain networks.

A. ENCRYPTED TRAFFIC ANALYSIS
Roei et al. [53] demonstrated that adversaries could perceive
burst patterns of video streams to identify which video files
are currently being accessed by users. Sun et al. [74] proposed
a data-driven approach for passive fingerprinting of IoT
devices based on the classification of encrypted SSL/TLS
flows generated from several IoT devices. Apthorpe et al. [75]
showed that analyzing the network traffic rate of smart home
devices could reveal sensitive user interactions even when

the traffic is encrypted. Some studies [65], [76], [77] de-
anonymized end-hosts from encrypted traffic such as Tor.
These prior researches motivate our approach and show that
even though SDN control channels are secured by SSL/TLS,
they can be in danger if their unique patterns are exposed.

B. FINGERPRINTING BLOCKCHAIN NETWORKS
Recent advancements in machine learning have developed
to uncover confidential information through the analysis
of blockchain data. Delgado-Segura et al. [9] posited that
by examining orphan transactions, one could deduce the
topology of the Bitcoin network, a premise that opens up
new avenues for understanding the underlying structure of
blockchain networks. Similarly, Shen et al. [13] proposed
a method of feature fusion to improve the classification
accuracy of algorithms such as KNN, SVM, and RF in the
context of fingerprinting decentralized applications (DApps)
on Ethereum, thereby enhancing the precision of application
identification on the blockchain. Michalski et al. [12]
presented a technique aimed at identifying the roles of
nodes within the Bitcoin network, further enriching our
understanding of network functionalities and participant
interactions.
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The scope of these studies extends into the realm of
network security and privacy, with Rezaei et al. [14] devel-
oping classifiers capable of distinguishing Bitcoin traffic that
is tunneled through encrypted channels. Wang et al. [15]
demonstrated the efficacy of their proposed clustering-based
quadruplet network (CQNet) in achieving high accuracy
classification of 60 DApps, marking a significant stride in
the application of machine learning to blockchain analysis.
Shen et al. [10] introduced a methodology leveraging GNN to
infer identities within blockchain networks. A similar method
was furthered by Shen et al. [16], who explored the use
of GNN-based technique for identifying DApps visited by
users from encrypted traffic. Wang et al. [17] illustrated the
potential for identifying user behavior on DApps through
encrypted traffic analysis. Zhou et al. [11] proposed a
framework designed to learn behavioral patterns of Ethereum
accounts, aiming at de-anonymizing the Ethereum network.
Recently, Du et al. [72] proposed a graph-based framework
(MixBroker) that leverages GNN to break the user-level
anonymity of Ethereum mixing services, by correlating
transaction addresses. Sun et al. [73] presented a GNN-based
phishing node detection by applying the adaptive attention
convolution to the Ethereum transaction graph. Lee et al. [71]
introduced a novel cluster-based Hyperedge-Node Switching
technique to enhance the detection of illicit Bitcoin addresses
and transactions.

Overall, prior studies underscore an increasing focus on
comprehending user-level behavior and interaction patterns
within blockchain ecosystems. However, it is noteworthy that
the majority of these studies have concentrated on inferring
application and user-related information, often overlooking
critical architectural aspects such as the topology and node
roles within the networks. Furthermore, there appears to
be a gap in research specifically targeting permissioned
blockchain networks, which differ significantly from their
public counterparts in terms of governance, privacy, and
participant management. Table 3 summarizes the analysis on
the comparison of previous works and ours.

VIII. CONCLUSION AND FUTURE WORK
In this paper, we introduce gShock, a novel traffic anal-
ysis system designed to discern confidential information
within blockchain networks. This system takes a mixture
of encrypted traffic, capturing the intricate characteristics
innate to specialized blockchain operations by leveraging a
Graph Neural Network (GNN)-based model. We evaluate the
efficacy of gShock in environments fortified with multiple
defense mechanisms, offering a comparative assessment of
its resilience and effectiveness. The results reveal that gShock
can classify blockchain operational traffic with an F1-score
of ≥ 96% and identifying individual dependencies with a
macro F1-score of ≥ 93%. We posit that this research offers
valuable insights into blockchain security, equipping opera-
tors with foresight regarding potential system vulnerabilities,
thereby enabling proactive risk mitigation.

While gShock can effectively disclose blockchain opera-
tional patterns from encrypted traffic, there remains much
room for further enhancements. First, the system could be
extended to support a broader range of distributed consensus
protocols [31]. Currently, gShock is tailored to the Raft
protocol [31], [78], [79], which is one of the most widely used
consensus protocols in permissioned blockchain networks.
To achieve a more comprehensive traffic analysis, it is
essential that the proposed system be adapted to support
various consensus protocols. We further include an additional
phase between the current phases 1 and 2. This new phase
would analyze blockchain traffic to identify the underlying
consensus protocols employed by the target blockchain
network by capturing the unique characteristics inherent to
each protocol.

Second, the system’s capability for real-time traffic analy-
sis requires further improvement. Our current design employs
a GNN-based model that maps the target blockchain network
topology into a set of graphs. While this approach effectively
captures hidden traffic patterns within encrypted blockchain
traffic, it is not suitable for real-time analysis in large-scale
blockchain networks due to the increased complexity in the
GNN model. This is due to the fact that the computational
time of a GNN model increases with the model’s complexity.
Although the model analysis is a one-time process, this
limitation hinders real-time analysis, particularly when the
target network undergoes frequent changes during runtime.
To address this limitation, we further adopt various graph
optimization techniques, such as node aggregation [80] and
sampling [81], into our GNNmodel. These optimizations aim
to reduce the model’s complexity and overall analysis time,
thereby enabling more agile analysis even when the network
topology is subject to frequent modifications.
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