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ARTICLE INFO ABSTRACT
Keywords: As the 6th-Generation (6G) wireless communication networks evolve, privacy concerns are expected due to
6G the transmission of vast amounts of security-sensitive private information. In this context, a Reconfigurable

Physical-layer security
Reconfigurable intelligent surface

Intelligent Surface (RIS) emerges as a promising technology capable of enhancing transmission efficiency
and strengthening information security. This study demonstrates how RISs can play a crucial role in making

6G networks more secure against eavesdropping attacks. We discuss the fundamentals and standardization
aspects of RISs, along with an in-depth analysis of Physical-Layer Security (PLS). Our discussion centers on
PLS design using RIS, highlighting aspects including beamforming, resource allocation, artificial noise, and
cooperative communications. We also identify the research issues, propose potential solutions, and explore future
perspectives. Finally, numerical results are provided to support our discussions and demonstrate the enhanced

security enabled by RIS.

1. Introduction

The 6th-Generation (6G) wireless communication networks offer sig-
nificantly higher transmission rates, reduced latency, and enhanced
reliability. These enhancements can facilitate innovative applications,
unprecedented services, and comprehensive solutions [1]. Nevertheless,
6G networks also introduce substantial security challenges attributed to
the inherent broadcast nature of wireless channels, the voluminous in-
flux of sensitive and confidential data (e.g., motion tracking, financial
transactions, and cell phone information), and the exponential surge in
potential attack vectors. Therefore, 6G networks must be hyper-secure,
encompassing data security from the application to the physical layer.
A Physical-Layer Security (PLS) approach based on information theory
has attracted interest from industry and academia. Notably, PLS ensures
data security by preventing unauthorized interception and malicious
use of private information, without encryption methods [2].

In 6G networks, sub-terahertz (sub-THz) bands complement milli-
meter-wave (mmWave) bands that are adopted by 5th-Generation (5G)
networks. Though high-frequency bands offer several advantages, they
also pose unique propagation challenges that must be addressed. No-
tably, mmWave and sub-THz signals are susceptible to blockages and
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substantial penetration loss [3]. Therefore, algorithms and protocols
for wireless transmission must be developed to mitigate the adverse ef-
fects of an uncontrolled radio environment. Conventional transmission
strategies use multiple antennas, complex signal-processing algorithms,
and advanced encoding-decoding procedures. However, the transceiver
design cannot be overly complex in resource-constrained scenarios [4].
The true potential of 6G networks can be realized by deploying a
radio environment that can be manipulated to optimize overall net-
work performance. In this regard, seamless wireless connectivity in 6G
networks requires novel physical-layer technologies, such as Reconfig-
urable Intelligent Surfaces (RISs), relays, Network-Controlled Repeaters
(NCRs), and massive Multiple-Input Multiple-Output (mMIMO). Partic-
ularly, RIS is an emerging technology that provides a controllable and
programmable radio environment [5]. Given the dependence of PLS on
rich scattering environments, dynamically controlled channels enabled
by RIS can significantly enhance security.

1.1. Motivation

A key aspect of PLS is the manipulation of the dynamic charac-
teristics of wireless channels to enhance and/or limit the Signal-to-

E-mail addresses: jsbae@etri.re.kr (J. Bae), waqas283@korea.ac.kr (W. Khalid), alee@etri.re.kr (A. Lee), heelee@etri.re.kr (H. Lee), songnoh@inu.ac.kr (S. Noh),

heejungyu@korea.ac.kr (H. Yu).
L Co-first authors with equal contribution.

https://doi.org/10.1016/j.dcan.2024.02.005

Received 25 April 2023; Received in revised form 6 February 2024; Accepted 27 February 2024

Available online 5 March 2024

2352-8648/© 2024 Published by Chongging University of Posts and Telecommunications. This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).


http://www.ScienceDirect.com/
http://www.keaipublishing.com/dcan
mailto:jsbae@etri.re.kr
mailto:waqas283@korea.ac.kr
mailto:alee@etri.re.kr
mailto:heelee@etri.re.kr
mailto:songnoh@inu.ac.kr
mailto:heejungyu@korea.ac.kr
https://doi.org/10.1016/j.dcan.2024.02.005
https://doi.org/10.1016/j.dcan.2024.02.005
http://crossmark.crossref.org/dialog/?doi=10.1016/j.dcan.2024.02.005&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/

J. Bae, W. Khalid, A. Lee et al.

Interference-plus-Noise Ratio (SINR) for legitimate users and/or eaves-
droppers, respectively. Due to the dependency on wireless channels
characterized by noise and fading, the effectiveness of PLS might di-
minish under challenging propagation conditions [6]. Considering this,
the dynamic channel control offered by RIS provides an opportunity
to fully harness the advantages of PLS pertaining to channel propaga-
tion, spatial diversity, beamforming, and cooperative communications.
By enhancing the SINR at a legitimate receiver (e.g., by diminishing
fading and stabilizing the channel) and/or degrading the eavesdropping
link (e.g., by inducing additional signal attenuation), RIS hinders eaves-
droppers from accessing the intended message. Due to its significant
performance benefits and alignment with conventional PLS methods,
RIS is a promising candidate to enhance PLS [7]. RIS-PLS strategies find
applicability within both 5G and 6G domains. Nonetheless, safeguard-
ing the receiver from eavesdropping attacks via RIS requires careful
consideration of the strategic positioning of RIS, the optimal number
of elements, and their precise configuration. Furthermore, the choice
of RIS-enhanced PLS solutions depends on the specific design scenarios
and communication objectives to balance security effectiveness and im-
plementation complexity. In this study, therefore, we introduce various
RIS-enabled PLS technologies and provide research issues and potential
solutions.

1.2. Summary of goals

Based on the motivations above, this study demonstrates how RISs
can play a crucial role in making 6G networks more secure against
eavesdropping attacks. Specifically, the goals of the study can be sum-
marized as follows:

» We explore RIS-enabled PLS design, focusing on beamforming, re-
source allocation, antenna/node selection, Artificial Noise (AN),
and cooperative relaying and jamming communications.

We identify the research issues and potential solutions in RIS-
enabled PLS. In detail, channel estimation, beam configuration,
resource management, strategic placement and passive information
transfer for RIS, hardware/channel modeling, and optimization for
RIS-enabled PLS are discussed.

In addition, we outline future research directions, highlighting Ma-
chine Learning (ML)-based solutions, advances in RIS hardware
(e.g., active RIS, and Simultaneous Transmitting And Reflecting-
RIS (STAR-RIS)), and malicious RIS.

Finally, numerical results are provided to support our discussion
and demonstrate the enhanced security provided by RIS. In partic-
ular, we examine the impact of RIS modeling, the number of RIS
elements, RIS beam design, placement of RIS, quantized RIS phases,
and AN on security performance.

1.3. Organization

The remainder of this paper is organized as follows: Sections 2 and
3 provide foundational discussions on RIS and PLS, respectively. Sec-
tion 4 discusses RIS-enabled PLS designs. In section 5, research issues
and solutions are presented. In section 6, future directions are provided.
Section 7 presents the simulation results to demonstrate the effective-
ness of RIS in terms of PLS. Finally, section 8 presents the conclusions
of this study.

2. Reconfigurable intelligent surface

RISs emerged as a promising hardware-based transmission technol-
ogy to manipulate wireless propagation landscapes artificially. Incident
electromagnetic (EM) waves are reflected by numerous flexible and
discrete elements with each sub-wavelength dimension embedded on
a planar surface. By tuning signal phases and/or amplitudes with a
smart RIS controller, the RIS enhances the Degrees of Freedom (DoF)
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Fig. 1. An RIS-based wireless downlink transmission system.

of wireless channels, improves signal transmission, and enables ad-
vanced wireless functionalities. For example, RISs can mitigate unfa-
vorable propagation conditions, such as blockage and deep fading [8]
as shown in Fig. 1. It is a novel approach to altering EM wave propaga-
tion, coupled with state-of-the-art signal processing at the transceiver,
providing significant enhancements to wireless connectivity, including
signal enhancement, interference suppression, reliable reception, and
precise positioning [8,9].

2.1. Working principle of RIS

From a hardware perspective, RISs can be constructed using meta-
materials and patch arrays. RISs can be designed to serve as reflective or
refractive surfaces and strategically placed to enhance communications
between a Base Station (BS) and users [10]. RISs can also be classi-
fied based on energy consumption into passive lossy, passive lossless,
or active types. For operational analysis, reflected and refracted EM
waves can be characterized using equivalent models of surface electric
and magnetic currents. The interaction of EM waves with RISs can be
analyzed using ray-optics or wave-optics methodologies. Despite being
based on approximations, they provide valuable insights into how radio
waves interact with materials and are widely used in the study of RISs
[11].

For illustration, the reflection pattern of a patch-array RIS with N
reflection elements can be expressed by a vector y whose ith element
is given by

@

where f; and 6, denote the amplitude and phase responses, respectively.
As shown in Fig. 1, where a single-antenna BS transmits a downlink
signal to a single-antenna user through a RIS composed of N elements,
the RIS can provide an indirect (reflected) path from the BS for the user.
The effective channel gain of the reflected path via the RIS is expressed
by

V= ﬂieﬁ'

N

gTDWh = Z hiw;g; (2
i

where g’ and h denote the channels of the RIS-user and BS-RIS links,

respectively, and D,, is a diagonal matrix with the elements of y on the

main diagonal. 4; and g; denote the ith element of h and g, respectively.

Here, (-)T denotes a transpose operation.

2.2. Standardization of RIS

In the International Telecommunication Union Radiocommunica-
tion Sector (ITU-R) IMT-2030 framework document, released in 2023,
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Fig. 2. Standardization and related timeline for RIS.

an RIS technology is discussed as one of the key enabling technologies
for 6G wireless communications [12]. In 2021, an Industry Specifica-
tion Group (ISG) for RIS was formed in European Telecommunications
Standards Institute (ETSI) to study and standardize RIS. In 2023, the
ISG provided three technical reports [13-15] as shown in Fig. 2. In the
3rd Generation Partnership Project (3GPP) Release 18, several compa-
nies proposed a study item for RIS. However, the majority of companies
in 3GPP decided that it was too early to include RIS as a study item or
working item because RIS is generally considered a candidate technol-
ogy for 6G rather than 5G-Advanced. Then, it is expected to kick off
a study item of RIS in 3GPP Release 19. The progression from NCR
in Release 18 to RIS in Release 19 is analyzed by comparative studies
in terms of architecture, operation, control signals, etc. [16-18]. For
technical support of the standardization of RIS, an Emerging Technol-
ogy Initiative (ETI) on RIS was formed by IEEE [19]. In the industry
including NTT DOCOMO, preliminary field trials that demonstrate the
potential of RIS in realistic environments have already been carried out
[20]. The timeline of standardization events related to RIS is illustrated
in Fig. 2.

3. Physical layer security

In this section, we examine PLS, highlighting its foundational princi-
ples, security designs, performance metrics, and optimization methods
for secure 6G transmission.

3.1. Fundamental concept of PLS

Wyner investigated the concept of perfect secrecy for a wiretap
channel at the physical layer by exploiting the capacity difference be-
tween legitimate and eavesdropping channels. With the rapid devel-
opment of coding theories and the practical limitations of encryption-
based security technologies, PLS has emerged as a leading method for
secure communications [21]. Unlike cryptographic methods, PLS tech-
niques do not require the design, storage, or distribution of keys, result-
ing in a more cost-effective electronic security solution. PLS schemes are
intended to prevent eavesdropping by taking advantage of channel fad-
ing (despite its negative impact on reliability). By leveraging physical-
layer characteristics, PLS methods refine transmission strategies and
parameters, adapting to challenging channel conditions [22]. Addition-
ally, PLS is distinguished by its reduced complexity and high resource
efficiency. PLS categorizes eavesdropping scenarios into passive and
active. Passive eavesdroppers intercept (decode/analyze) transmission
from legitimate users without initiating active actions, such as trans-
mitting signals. Conversely, active eavesdroppers engage in both inter-
ception and adversarial activities, such as generating AN or jamming
attacks, disseminating deceptive information feedback, and exploiting
pilot contamination. In Fig. 3, a classification structure for PLS solu-
tions tailored for 6G wireless communications is illustrated, as well as
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representative examples and their merits and demerits. Each security
strategy has its own unique strengths and limitations, making it partic-
ularly suitable for certain applications, systems, scenarios, and channel
conditions. Therefore, a combination of these approaches is expected
to provide superior security enhancements compared to an individual
approach.

3.2. Performance metrics and optimization methods

From an information-theoretic viewpoint, PLS is often characterized
by diverse security performance metrics and objective functions [21].
Table 1 provides a comprehensive breakdown of those employed for
evaluating secure transmission. Furthermore, secure systems have been
examined in terms of signal processing and optimization [22]. In the
context of PLS, a variety of wiretap channel models have been described
[23], as detailed below:

MIMO wiretap channels: Encompassing a transmitter, a receiver,
and an eavesdropper, all equipped with multiple antennas.
Broadcast wiretap channels: Characterized by a single transmitter,
multiple receivers, and several eavesdroppers.

Relay wiretap channels: A cooperative framework featuring a trans-
mitter, a relay, a receiver, and an eavesdropper.

Multiple-access wiretap channels: Networks that include multiple
transmitters, a single receiver, and an eavesdropper.

Interference wiretap channels: Networks typified by multiple active
communication links.

Based on the aforementioned security performance metrics, various
optimization problems can be formulated [22,23]. For a typical exam-
ple, we can consider the maximization of secrecy performance by con-
trolling resources, such as transmit power, beamformers (or precoders),
transmission duration, and bandwidth allocation. Heuristic algorithms,
such as randomized algorithms, can solve non-convex optimization
problems. A non-convex or intractable problem can be transformed into
a tractable convex problem by approximation and relaxation methods
and can be solved by convex optimization algorithms, such as inte-
rior point methods. Moreover, quadratic programming, mixed-integer
programming (to solve problems with discrete and continuous vari-
ables), alternative optimization (an iterative method for solving convex
sub-problems), fractional programming (to solve the ratio of nonlinear
functions), and semidefinite programming have been employed to opti-
mize PLS problems [24]. Furthermore, Deep Learning (DL) approaches
can be adopted to address intricate network challenges, such as multi-
cell and multi-user scenarios.

4. RIS-enabled PLS design

The risk of wiretapping is inherent in the vast and diverse ecosystem
of 6G networks. Traditional PLS techniques (e.g., mMIMO and coop-
erative communications) are often challenged by unpredictable prop-
agation conditions. Under such scenarios, RIS-aided PLS approaches
outperform those without RIS integration [25]. Such scenarios could
arise when the receiver requires a high level of secrecy, eavesdrop-
pers are more numerous, equipped with superior antennas, control a
dominant channel, exhibit a strong correlation with the receiver, or are
located closer to the transmitter than the receiver [24,25]. In such cir-
cumstances, it may not be possible to exploit spatial DoF for secrecy
enhancement through transmit beamforming with large-scale antenna
arrays. In addition, hybrid techniques, such as transmit beamforming
with AN or cooperative jamming, may not always prove effective in
weakening the reception of an eavesdropper [23-25].

Using RIS to adjust the reflection of signals, coupled with signal
processing optimization at both ends, offers distinct security benefits.
Flexible signal adjustments via intelligent passive elements can address
severe fading in traditional channels. An optimally configured RIS can
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Table 1
Performance metrics for evaluating secure transmission in 6G networks.
Performance metric Description Mathematical representation
Secrecy rate + Defined as the difference between the achievable rate of a legitimate link ~ C, =max (C, — Ce,O)
(C,) and that of an eavesdropping link (Ce)
Secrecy outage - Probability that the secrecy rate (Cx) falls below a predefined target P, =Pr (CS < Cmrgl,,)
probability (Cm,get )
Intercept probability « It is defined with a target secrecy rate of zero offering a worst-case evalua- Prercep = Pr (CS < 0)
tion of system security
« It quantifies the likelihood of observing a negative secrecy rate, implying
that C consistently falls below zero
Strictly positive secrecy + Another special case of P, and is defined as the probability that anon-zero P, = Pr (CS > 0)
capacity C, exists
Secrecy coverage + It measures the success of the secure delivery process and has an opposite  P,yyerqge = Pr (CS > Cm,get) =1-P,
probability definition to P,,,
+ It is defined as the probability that C, exceeds C,,,
Secure energy efficiency + The number of secured bits transferred (B) per unit of energy or the total SEE = %
energy (E) required for sending a bit with secrecy
Secure power * The minimum amount of power required to achieve a specified C,,,., and P, = Eueare subject to C; > Cpeer

secure '

consumption E,,... is the corresponding energy consumed over the transmission time (7)

enhance wireless channel efficiency for secure communications, regard-
less of the number, position, and channel state of transmitters, receivers,
and potential eavesdroppers [26]. In typical RIS-aided PLS systems, a
transmitter can send a message to a receiver via an RIS in the event of
an eavesdropping attack. When an RIS is positioned closer to a transmit-
ter or receiver, PLS performance can be enhanced, which is primarily
influenced by the number of reflecting elements. Several studies have
demonstrated that increasing the number of reflecting elements within

an RIS is more effective than expanding the antenna array at a trans-
mitter in ensuring transmission security [25,26]. The PLS performance
may deteriorate due to the fact that eavesdroppers may receive multi-
ple copies of the intended signals through the RIS, resulting in a severe
leak of information. In these scenarios, however, relying solely on a
secure technique may not provide adequate protection against eaves-
dropping. The implementation of a synergistic strategy for reducing the
quality of the signal for the eavesdropper while enhancing the quality
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Fig. 4. Illustration of 6G wireless paradigm where RIS-PLS can play a crucial role.

of the signal for the receiver can yield significant security improve-
ments.

In terms of secure transmission, RIS systems offer compelling ad-
vantages [25,26]. As illustrated in Fig. 4, PLS designs based on RIS
can be integrated into key 6G technologies, such as mission-critical
communications, non-terrestrial networks, vehicle-to-everything, joint
communications and sensing, mmWave/sub-THz communications, and
Internet of Things communications. However, research on RIS-aided
PLS solutions within 6G networks remains in its infancy [27]. Further
investigation is essential to understand the strengths and limitations
of solutions across diverse network topologies and application scenar-
ios, focusing on their implementation efficacy, inherent complexity, and
control variables. Based on this, we present RIS-enhanced PLS designs
in terms of resource allocation, beamforming, antenna/node selection,
AN generation, and cooperative methods.

4.1. Resource allocation in RIS-enabled PLS

Secure resource allocation involves the use of network resources,
including frequency bandwidths, time slots, and power levels, to en-
sure secure transmission [28]. PLS provisioning can be achieved by
using subcarrier allocation, adaptive power allocation, or a combined
approach of subcarrier and power allocation. By adapting the link be-
tween the transmitter and receiver via RIS by adjusting transmission
parameters, a secure communication link can be established. RIS can di-
rect signals to the receiver and/or degrade the eavesdropper’s Signal to
Noise Ratio (SNR). In particular, RIS-based link adaptation and channel-
dependent resource allocation can be designed to provide flexible and
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scenario-specific secure transmission. In this context, parameter adjust-
ments based on channel characteristics include the transmit power,
number of RIS elements, reflection coefficients, subcarriers, and chan-
nel bandwidth [29].

4.2. Beamforming in RIS-enabled PLS

The spatial DoF offered by multiple antennas in MIMO systems
enhances both the reliability and security of data transmission. Utiliz-
ing beamforming and precoding techniques, spatially focused signals
can be strategically transmitted to realize diversity and array gains.
Specifically, beamforming applies to rank-one transmission, where a
single data stream is transmitted via a multi-antenna array. Conversely,
precoding involves multi-rank transmission, signifying the concurrent
transmission of multiple data streams [30,31]. A robust security strat-
egy entails the mathematical optimization of beamforming and precod-
ing vectors to fulfill predefined PLS design criteria.

The passive beamforming capabilities of RIS can synergistically com-
plement the active beamforming techniques employed by the trans-
mitter to enhance PLS performance metrics. For instance, through the
joint optimization of the transmit beamforming vectors and the phase
shift design of RIS elements, it is possible to strategically degrade the
eavesdropping channel relative to a legitimate channel, while concur-
rently enhancing the decoding signal strength at the receiver. Secure
transmission efficiency can be improved by increasing the number of
RIS elements, rather than by enlarging the transmitter’s antenna array.
Hence, when complemented by RIS deployments, a reduced antenna
count at the transmitter will result in significant secrecy gains [32].
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Table 2

Comparison of RIS vs. DF and AF relays.
Attributes RIS DF relay  AF relay
Hardware cost Low  High Intermediate
Duplex Full Half Full/Half
Power consumption Low High Intermediate
Noise amplification No No Yes
Complicated signal processing ~ No Yes No
RF chain No Yes Yes

Enhanced secure beamforming via RIS integration can improve PLS in
various setups, such as multiple data streams, multiple users, or wide
frequency bands. The optimal approach, however, is determined by the
rank of the transmitted data and the level of security requirements.

4.3. Antenna/node selection in RIS-enabled PLS

The selection of antennas or nodes in MIMO systems plays a critical
role in optimizing system performance, including aspects such as spec-
tral efficiency and SNR [33,34]. With RIS-enabled PLS, antenna/node
selection can provide a complementary advantage. Specifically, while
RIS elements manipulate the wireless propagation environment to se-
cure the channel against eavesdroppers, an optimized antenna/node se-
lection in the MIMO system can further enhance this security paradigm
by adaptively choosing the best set of antennas and nodes to trans-
mit. Combining these strategies allows for the sophisticated manipu-
lation of channel states between receivers and eavesdroppers. There-
fore, the combination creates a multi-layered security approach that
not only meets predefined PLS design criteria but also optimizes the
tradeoff between security and system performance. Thus, integrating
antenna/node selection with RIS-enabled PLS is essential to achieve a
comprehensive and robust secure communication system.

4.4. AN generation in RIS-enabled PLS

AN can be generated by either the transmitter or the receiver to
mitigate eavesdropping attacks [35]. Specifically, the transmitter can
send AN within the same frequency band as the legitimate signal by
leveraging the null space in the channel. Alternatively, the receiver can
generate AN via in-band full-duplex communications. RIS serves as a
promising countermeasure by reflecting AN, thereby intensifying in-
terference experienced by eavesdroppers. An RIS-aided AN design can
achieve an equivalent secrecy level with fewer elements and reduced
computational complexity compared to a design without AN [36]. How-
ever, AN methods are power-intensive, requiring a delicate balance
of transmit power for both secure and reliable communications. By
utilizing RIS, power constraints may be alleviated while maintaining
higher communication performance. Optimizing RIS-based AN gener-
ally involves selecting optimal AN power using real-time Channel State
Information (CSI) and determining the phase shifts for RIS.

4.5. Cooperative relaying and jamming in RIS-enabled PLS

Spatial diversity in cooperative relaying and jamming enhances effi-
cient security measures. In cooperative relaying, trusted relays provide
the diversity benefits of MIMO to improve PLS. As outlined in Ta-
ble 2, Amplify-and-Forward (AF) and Decode-and-Forward (DF) are
commonly employed relaying protocols. Cooperative jamming strate-
gically employs relays to send disruptive signals to interfere with eaves-
droppers’ interceptions [37]. Nevertheless, cooperative relaying raises
unresolved challenges, such as relay selection, reliability, power man-
agement, positioning, and computational burden. Cooperative jamming
challenges include incentive policy, power allocation under imperfect
CSI, and jamming signal design against multiple eavesdroppers [38].

Distinct from cooperative relaying and jamming approaches, an RIS-
enabled architecture boasts enhanced spectral and energy efficiencies,
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facilitated by full-duplex operations. Moreover, RIS passive attributes
obviate the need for additional phase or interference cancellation tech-
niques, resulting in a significant advancement over conventional coop-
erative approaches. In the domain of PLS enhancement methodologies,
RIS can also operate in an integrated manner with cooperative relaying
and jamming techniques [39]. Specifically, RIS can tailor the propa-
gation environment to improve the SNR at the receiver or degrade it
at an eavesdropper, while cooperative relays can forward the intended
signals over multiple paths, adding an extra layer of security through
spatial diversity. Alternatively, cooperative jamming can disrupt eaves-
dropper reception selectively, without compromising legitimate com-
munications. Through leveraging cooperative diversity benefits and RIS
reconfigurability, the system can adaptively modify its transmission and
jamming strategies to meet the dynamic security requirements of 6G
networks.

5. Research issues and potential solutions in RIS-enabled PLS

In this section, we discuss the research issues and potential solu-
tions related to the design and implementation of secure 6G wireless
networks using RIS.

5.1. Estimation of channels involving RIS

Research issues: In RIS-enabled frameworks, PLS enhancement de-
pends on the precise reconfiguration of the RIS elements, which requires
accurate, timely, and low-complex channel estimation. While the theo-
retical upper bound of performance can be obtained with the assump-
tion of perfect CSI for both the receiver and eavesdropper, obtaining
such perfect CSI presents formidable challenges [40]. The challenges in-
clude hardware limitations, non-linear characteristics of RIS elements,
lack of information for passive eavesdroppers, and channel estimation
errors [41].

Potential solutions: Under varying system architectures and channel
conditions, channel estimation problems have been studied in RIS-
enhanced secure systems [42]. By employing training signals, low-
power receiving RF chains at the RIS can be used to estimate individual
channels between the transmitter and the RIS, as well as between the
RIS and receiver. Extrapolation-based methods offer enhanced accuracy
in spatially sparse channels, especially in mmWave and sub-THz bands,
although the development of reliable hardware and channel model-
ing remains a priority. Using ML and sparsity-aware algorithms can
reduce pilot overheads. For example, the transmitter-RIS channel has
more unknown coefficients due to the greater number of antennas at the
transmitter and can be estimated less frequently than the more dynamic
RIS-receiver channel. In setups where RIS lacks receiving RF chains, an-
other method is to estimate the concatenated transmitter-receiver chan-
nel via RIS, taking advantage of assumed uniform configurations among
nearby reflective elements to minimize computational complexity, but
at the expense of degraded estimation accuracy [43]. In future 6G net-
works, a complex network topology, the dense deployment of multiple
RISs, and the unique propagation characteristics of mmWave/sub-THz
bands will make real-time estimation of RIS channels challenging.

5.2. Beam configuration in RIS-enabled PLS

Research issues: In RIS-enabled PLS systems, beam configuration is
implemented to optimize signal propagation and enhance security [44].
Nevertheless, it presents a number of challenges. Advanced algorithms
are necessary for optimizing RIS orientations when dealing with highly
directional beams. Coherent signal processing requires synchronization
between RIS elements and existing transceivers. Dynamic changes in the
environment require quick reconfiguration algorithms and robust chan-
nel estimation methods. Finally, beamforming efficacy is constrained
by hardware limitations, such as phase quantization errors and spatial
correlations [45].
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Potential solutions: For adaptive beamforming under time-varying
channels, ML algorithms are emerging as viable solutions. Time and
phase coordination can be developed with advanced clock synchroniza-
tion methods. The use of robust optimization techniques is promising
for adapting to environmental changes and hybrid channel estimation
methods can be developed to improve CSI accuracy. Overall, ML meth-
ods, optimization algorithms, and synchronization techniques offer in-
creasingly effective solutions for beam configuration in RIS-enabled PLS
systems.

5.3. Resource management in RIS-enabled PLS

Research issues: Future 6G networks may have complex scenarios
due to the large-scale and random deployment of RIS, transmitters,
receivers, and eavesdroppers with large antenna arrays [46]. In such
scenarios, centralized transmission is not recommended due to the high
feedback overheads, computational complexity, and energy consump-
tion.

Potential solutions: The development of distributed algorithms is be-
coming increasingly important in managing complex scenarios. These
can be tailored to optimize various network functionalities, such as ac-
tive beamforming at the transmitter, passive beamforming at the RIS,
and relay selection/scheduling in cooperative PLS methods. Due to
the massive scale and complexity of future 6G networks, the design,
configuration, and operation of distributed architectures will remain a
formidable challenge.

5.4. Placement of the RIS for enhanced PLS

Research issues: Despite their shorter coverage range compared to
active relays, RISs pose unique PLS challenges for hybrid 6G networks
(having both passive RISs and active transmitters). In particular, passive
eavesdroppers may exploit spatial correlations or beamforming errors to
intercept confidential communications. RIS placement can mitigate this
issue by increasing the SNR at the receiver while minimizing the SNR
at the eavesdropper [45,46].

Potential solutions: Optimal RIS placement in the context of PLS can
be achieved by utilizing optimization algorithms that take into account
the geometrical relationship between the RIS, transmitter, receiver, and
eavesdropper. When full CSI is available, exhaustive search methods
can be used. A heuristic approach can be used for simple configura-
tions (e.g., single-cell scenarios) [47]. ML approaches enable the de-
ployment of RIS in complicated network topologies and the adaptive
configuration of RIS elements in real-time, providing the network with
greater protection against eavesdropping threats. Due to the complex-
ity involved in estimating CSI involving RISs in future 6G networks,
especially in scenarios involving multiple transmitters and RISs, ML ap-
proaches are becoming increasingly relevant.

5.5. Passive information transfer for RIS

Research issues: An RIS has information about its control signals (to
coordinate with a transceiver), maintenance signals (to ensure correct
operation), and feedback signals (to transmit the estimated CSI). To
develop an RIS setup for PLS enhancement, this information must be
passively transmitted.

Potential solutions: In [48], the authors proposed a joint Passive
Beamforming and Information Transfer (PBIT) approach to transmit
RIS information without consuming additional resources. However,
there has been no investigation of the inherent tradeoff between pas-
sive information transfer and passive beamforming designs for secure
transmission in PBIT. Furthermore, PBIT is characterized by stochastic
optimization problems that are difficult to resolve.
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5.6. Hardware and channel modeling for RIS-enabled PLS

Research issues: The development of unified and physics-compliant
hardware models for RIS-enabled PLS constitutes a dynamic research
frontier. It involves evaluating RIS functionality across hardware archi-
tectures and investigating its interactions with arbitrary EM fields. RIS
models must rigorously consider element coupling, impedance match-
ing, hardware imperfections, and scattering properties. Additionally,
channel models serve as a bridge between hardware specifications and
communication theory, providing mathematical formulations of the
complex interaction between wireless signals and radio environments.
For large-scale and small-scale channel characteristics, conventional
channel models utilize path loss and multi-path fading, respectively.
However, 6G ecosystems require rigorously validated channel models
that are specifically tailored to RIS-enabled PLS.

Potential solutions: Phase shift, load impedance, and generalized
sheet transition condition models can characterize RIS reconfigurabil-
ity and define RIS-EM field boundary conditions. Innovative hardware
designs and manufacturing solutions are essential to increase the scal-
ability and cost-effectiveness of RISs while maintaining their tunability
and real-time control [49]. Both amplitude-phase and phase-only con-
trol methods can use quasi-continuous quantization, with a trade-off
between implementation complexity and performance. Furthermore, a
unified channel modeling framework is imperative for diverse appli-
cation scenarios, including mMIMO, underwater communications, and
satellite networks. Path loss models must incorporate design-specific
scaling variables, such as RIS size, element arrangement, and transmis-
sion distance. As 6G RIS systems move toward higher frequencies and
enlarged apertures, indoor wireless and near-field propagation will be-
come more critical. There is a noticeable absence of empirically and
mathematically robust channel models suitable for evaluating physical-
layer performance under diverse deployment scenarios, architecture
paradigms, and system parameters. Generally, channel models can be
categorized into deterministic and stochastic types. Mathematical ap-
proximations are also necessary for complicated fading distributions.

5.7. Optimization for RIS-enabled PLS

Research issues: Due to the multiple and coupled variables (related
to transmit beamforming, passive beamforming, and relays/jammers in
cooperative scenarios), RIS-aided PLS designs present an intricate math-
ematical challenge. Joint optimization of these variables is typically
intractable. Additionally, non-convex constraints, such as the source
power constraint, unit-modulus constraint, and discrete phase adjust-
ment constraint, complicate the optimization process. Security is gener-
ally improved by large-scale RISs. However, it increases the dimensions
of phase-shift matrices, adding a computational burden. Multi-user and
multi-element RIS configurations require a large channel space, which
makes fading channel conditions difficult to describe mathematically.
In addition, 6G systems have complex topologies and nonlinear compo-
nents. Thus, advanced optimization techniques are required to design
algorithms that manage non-convexity with minimal signaling over-
heads [50,51].

Potential solutions: RIS-enabled 6G systems present a diverse and
complex optimization landscape, rendering traditional convex meth-
ods like linear programming or dynamic programming ineffective. To
address high-dimensional or multi-objective optimization problems, ro-
bust strategies are needed. Hardware limitations and channel imperfec-
tions such as the phase-dependent amplitude of RIS, transceiver distor-
tion, and CSI error can be ignored for simplification. Through relaxation
techniques, intractable non-convex problems can be approximated ana-
lytically. Using iterative or heuristic algorithms, non-convex objectives
can be approximated more accurately into convex ones.
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Fig. 5. Active RIS, STAR-RIS, and malicious RIS in the context of RIS-enabled PLS.

6. Future perspectives and research avenues for RIS-enabled PLS

This section outlines future research avenues, focusing on ML-based
solutions, advanced RIS types, and malicious RISs. These topics are clar-
ified in the context of RIS-enabled PLS illustrated in Fig. 5.

6.1. ML-based solutions

Analytical approaches in RIS-aided PLS often employ complex math-
ematical models that are limited in applicability and adaptability due
to their rigid assumptions. Conventional methods often fail in cases
involving variable RIS configurations, dynamic channel states, and ad-
versarial user behaviors. RIS configurations can be optimized for se-
curity through ML algorithms, particularly DL and Deep Reinforcement
Learning (DRL) [52]. These algorithms learn network environments and
dynamically adapt RIS settings to create secure communication links.
This makes eavesdropping significantly more challenging because it
introduces high dimensionality and randomness into the channel re-
sponse. DL- and DRL-based approaches offer robust solutions to various
aspects of RIS-PLS in 6G systems, including transmitter-side beamform-
ing, receiver-side optimization, and RIS-side passive beamforming. With
DL, channel estimation and tracking are improved regardless of im-
perfect conditions by leveraging model-free mappings and learnable
parameters. DRL has the advantage of large search spaces and the abil-
ity to optimize multi-objective problems, such as coverage and secrecy.
However, RIS-aided secure 6G systems have expansive channel spaces,
which impose computational demands on DRL algorithms. Therefore,
further research is necessary to create learning algorithms that reduce
computational overheads, ensure real-time adaptability, and maintain
accuracy and stability. In this context, the future direction may lie in a
holistic approach to RIS-enabled PLS in 6G networks, necessitating the
co-design of ML algorithms and cryptographic measures.
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6.2. Advances in RIS hardware

Active RIS: To mitigate double-fading attenuation, active RIS was
proposed [53]. Unlike passive RISs, active RISs reflect incident signals
with adjustable phase shifts as well as amplify them. In active RISs,
phase shift circuits and reflection-type amplifiers are embedded in the
architecture to convert multiplicative channel loss into an additive form
and augment it with an amplification gain. It is possible to achieve opti-
mal system performance through the combination of active and passive
RIS elements, although power consumption must be considered. Ac-
tive RISs have lower hardware overheads than traditional relays, which
require components such as digital-to-analog converters, mixers, and
power amplifiers. Under equivalent conditions, active RISs offer better
performance-to-overhead ratios since they use only power amplifiers
and diodes. While RIS-aided secure communications have been studied,
the impacts of the deployment and use of active RISs on the secrecy rate
are unknown. Hence, future work should address these challenges and
investigate the efficiency and cost-effectiveness of active RISs.

STAR-RIS: The transmitter and receiver must be on the same side of
a reflecting-only RIS system, limiting receiver coverage behind the RIS.
STAR-RISs can provide additional DoF by modifying signals simultane-
ously in full space [54]. In [55], STAR-RIS is categorized as a special
case of beyond diagonal RIS [55]. STAR-RISs support both transmission
and reflection functionalities. In its hardware design, STAR-RIS uses
electric and magnetic currents to generate simultaneous or sequential
transmission and reflection signals. To enable independent or coupled
communications, STAR-RIS uses 3 operating protocols, namely energy
splitting, mode selection, and time splitting. Adapting RIS-based PLS
strategies to a STAR-RIS-based framework remains challenging. This is
primarily due to the performance analysis incorporating newly intro-
duced tunable parameters for both transmission and reflection links,
hardware tuning mechanisms for transmission and reflection elements,
and comprehensive channel modeling in full space. In particular, de-
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Fig. 6. Network topology for simulations.

ployment strategies for STAR-RIS and multi-user beamforming should
be further investigated. It is essential to select an optimal STAR-RIS
protocol that balances complexity and performance. Furthermore, in-
trinsic theoretical constraints, such as coupled phase and unit modulus
constraints complicate PLS optimization. To address these issues, it is
necessary to design ML algorithms and optimal convex algorithms that
can handle hybrid control schemes incorporating both continuous and
discrete variables.

6.3. Malicious RISs

Legitimate and malicious RISs can coexist in the emerging 6G land-
scape. By maximizing information leakage, malicious RISs compromise
security, increasing the eavesdropper’s SNR rather than the receiver’s.
PLS challenges are complicated by illicit data transmission and pilot
contamination. Due to the malicious RIS’s passive nature and lack of
CSI, legitimate RISs cannot nullify their signal impacts, reducing the
accuracy of channel estimation for legitimate links and undermining
pilot-based CSI techniques. Therefore, existing optimization strategies
based on instantaneous CSI become outdated and ineffective [56]. In
the presence of malicious RISs, comprehensive analyses, and coun-
termeasures are needed for secure RIS-aided 6G networks. In future
research, optimization frameworks can be developed to counter eaves-
dropping even without perfect CSI. Furthermore, empirical case studies
and performance evaluations are essential to validate PLS solutions
against malicious RISs.

7. Numerical results

In this section, simulation results are presented to demonstrate the
effectiveness of RISs in terms of PLS, particularly through the enhance-
ment of the secrecy rate which is one of the critical and widely used
measures of secure communication performance. We examine the ef-
fects of a practical RIS model, number of RIS elements, RIS beam design
strategy, placement of RIS, quantized RIS phases, and AN generation on
the secrecy rate under the network topology depicted in Fig. 6. Because
the focus of simulations is to examine the secrecy rate improvement
owing to RISs, a single-antenna scenario is considered as in [57]. To fa-
cilitate communications between the transmitter and receiver, an RIS
with N reflecting elements is deployed between them,; its location may
vary in the horizontal direction. Depending on the distance, the path
loss model can be expressed as follows:

d

-r
L(d):Ca<—> 3)
d()
where C, represents the path loss at reference distance d,, d is the
distance between the transmitter and the destination of a given link,
and y is the path loss exponent. It is assumed that all the channel links
follow a Rayleigh distribution [58]. In the simulation setup, we set C,
-30dB, d, = 1 m, and y = 3.0 or 3.5. There is a noise variance of
-100 dBm on the receiving end and a transmit power of 20 dBm on the

transmitting end.
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Fig. 7. Practical RIS model with different parameters: §,,.,, ¢, and a.

In an ideal RIS phase model, the amplitude is constant regardless of
the phase, i.e., y; = e/¥% for i € {1,---, N}. However, practical imple-
mentation and measurement results indicate that the amplitude of the
RIS reflection coefficient varies with its phase. Specifically, the ampli-
tude of the reflection coefficient of an RIS, |y;| = f;(,), is a function of
0 as follows [59].

w; = (6"
sin(f; — )+ 1 \* .
= [(1 _ﬂmin) (+> +ﬁmin ejgl (4)
where f,;, is the amplitude level with maximal attenuation, that is,

the minimum amplitude, ¢ is the phase difference between the phases
at f,;, and —%, and « is the rate of amplitude attenuation. Fig. 7
illustrates several typical examples of phase-dependent amplitude re-
sponses. When f,,;, = 1 or @ =0, the amplitude becomes 1, regardless of
0;, i.e., p;(6;) = 1. Consequently, the phase-dependent amplitude model
is transformed into an ideal RIS model. As the amplitude of an RIS is
attenuated, that is, f;(6;) < 1, the quality of the RIS-reflected signal de-
teriorates.

The received signal at the receiver and eavesdropper can be derived
[601,

N

v = Zhiejefg,-s+z, )
i=1
N

Ve = Zhief‘gfkis+ze (6)

i=1
where h; is a channel gain between the transmitter and the ith RIS el-
ement, and g; and k; are channel coefficients from the ith RIS element
to the receiver and eavesdropper, respectively. z; and z, are additive
white Gaussian noise with a variance o2 at the receiver and eavesdrop-
per, respectively. As a measure of secrecy performance, the achievable
secrecy rate can be expressed as follows:

HE,]L higie! ”2
Cs =maxqlogy [ 1+ ————

o

2
N io;
|Z,-=1 hik;e’ ’|

—logy | 1+ 5 ,0 ™
O
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Assuming that the transmitter has the channel information from the
transmitter to the receiver via RIS, i.e., h; and g; forallie {1,---, N},
but no information on the eavesdropping link, the optimal phase to
maximize the capacity of the legitimate link and the secrecy rate is
given by

0, = —arg(h;g;) ®

Consequently, all the RIS signals at the receiver have the same
phase, and the received signal power is maximized. In this scenario,
the eavesdropper is assumed to be an out-of-network malicious device.

On the other hand, if the channel information on the eavesdropping
link is available, the transmitter can take a pre-nulling policy to elim-
inate the transmit signal leakage to the eavesdropper and the whole
information can be securely sent to the receiver. In this case, the trans-
mitter is a BS, and the receiver and eavesdropper are User Equipments
(UEs). The BS sends downlink data to UEs in a Time Division Multiple
Access (TDMA) manner. The receiver is the UE served in the current
time slot while the eavesdropper was served in the previous time slot.
The eavesdropper tries to overhear the UE in the current time slot,
which is called an in-network eavesdropper. When the channel infor-
mation of the eavesdropping link is perfectly known at the transmitter,
the RIS coefficient design for pre-nulling can be expressed as

Ey=0 ©

where & = [ ki, hyky, -+, hy k1T . If both the amplitude and phase are
controllable, the solution to (9) is a vector in the null space of §T. When
the elements of y have a unit amplitude, the solution to (9) cannot ob-
tained simply. An iterative algorithm in which an orthogonal projection
and normalization processes are alternatively repeated can be used to
obtain the solution to (9) [61]. In practice, the channel information
of the eavesdropping link may be outdated and then the perfect pre-
nulling of information leakage cannot be achieved.

As shown in Fig. 6, the transmitter, eavesdropper, and receiver are
arranged in a line, and the RIS is located along a parallel line at a ver-
tical distance of d, (= 10 m). The distance between the transmitter
and receiver is d,; (= 20 m), and the distance between the transmitter
and eavesdropper is d,, (= 15 m). The horizontal distance between
the transmitter and RIS is d,., which can vary from 5 to 19 m. As
the eavesdropper is closer to the transmitter than to the receiver, the
eavesdropping link has a higher capacity than the legitimate link. Thus,
a positive secrecy rate cannot be achieved without the RIS when the
eavesdropping channel is not available at the transmitter.

Fig. 8 illustrates the secrecy rate under ideal and non-ideal RIS mod-
els with d,, = 10 m and y = 3.0 depending on the availability of
eavesdropping channel information. In the non-ideal RIS model, we set
Pnin =05, ¢ =n/2, and @ = 2.0. Because of the obstruction located be-
tween the legitimate and eavesdropping links, the direct path from the
transmitter is not considered when evaluating the secrecy rate. To re-
duce the overheads of the control link between the transmitter and RIS,
the optimal phases are quantized as follows:

6; = 04(6)) (10)

where Q,(-) denotes the quantization of b bits. For example, Q,(-) se-
lects the phase closest to {7 /2,—7x/2}.

Fig. 8 shows that the secrecy rate increases with the number of RIS
elements, and the 3-bit quantization can accurately represent the per-
formance achieved by the RIS under a given simulation environment.
In addition, performance degradation is observed in the non-ideal RIS
model. When N is large, the enhancement of the legitimate link qual-
ity with the RIS array gain is more effective in terms of the secrecy rate
than the pre-nulling of signal leakage in the eavesdropping link. There-
fore, the secrecy rates in Fig. 8 (a) are much higher than those in Fig. 8
(b). In this study, a uniform RIS codebook is assumed in both ideal and
non-ideal RIS models. By designing the codebook and determining RIS
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Fig. 8. The secrecy rate versus number of RIS elements (N) with different quan-
tization levels of RIS reflection angles under ideal and non-ideal RIS models: (a)
when the channel information of the eavesdropping link is unknown, (b) when
the channel information of the eavesdropping link is known at the transmitter.

phases under a non-ideal RIS model, the loss of the secrecy rate can be
mitigated. However, this issue needs to be addressed in future studies.

Fig. 9 shows the secrecy rate with respect to the RIS location, i.e.,
d,;. € [5,19] m, depending on the eavesdropping scenario when the path
loss exponents (y) are 3.0 and 3.5. Fig. 9 (a) shows the secrecy rate with
the out-of-network eavesdropper and Fig. 9 (b) shows the secrecy rate
with the eavesdropping channel information. For this simulation, the
number of RIS elements is N = 50. When y = 3, the secrecy rate
increases with d,.. This is because the distance between the receiver
and RIS becomes shorter and the quality of the legitimate link becomes
better than that of the eavesdropping link. In contrast, when y = 3.5,
the secrecy rate decreases slightly with d,, because the effect of the link
distance is more dominant than that of the RIS array gain. These results
suggest that the path loss exponent has a greater impact on the secrecy
performance than the location of the eavesdropper. Therefore, the RIS
location can be optimized based on channel conditions, such as path
loss exponents, to maximize the PLS performance.

Fig. 10 shows the secrecy rate achieved by utilizing AN and the
corresponding RIS reflection design strategy. To incorporate AN, it is
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the transmitter and RIS (d,,), with different quantization levels of RIS reflection
angles and path loss exponents y € {3.0,3.5}: (a) when the channel information
of the eavesdropping link is unknown, (b) known at the transmitter.

assumed that one more antenna to transmit an AN signal is added to
a transmitter. Therefore, an information signal and AN are separately
transmitted by two transmit antennas with a power allocation ratio u.
For example, when y = 0.3 and the total transmit power is 100 mW
(i.e., 20 dBm), the transmit power of an information signal is 30 mW
and that of an AN signal is 70 mW. The RIS elements are partitioned
into two groups with a ratio p: the reflection angles of the first group
with pN RIS elements are determined to maximize the AN signal power
to the eavesdropper while those of the second group with (1 — p) N RIS
elements are determined to maximize the information signal power to
the legitimate receiver [62]

o

It is noteworthy that different RIS reflection design strategies for in-
formation and AN signals can be employed depending on the network
condition. Fig. 10 demonstrates the secrecy rate depending on the ratio
of RIS elements used for AN reflection with the different power allo-
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Fig. 10. Secrecy rate versus the ratio of RIS elements used for AN reflection (p)
with different power allocation factors to information signal u € {0.3,0.5,0.7}
when y =3.0 and N = 100.

cation factors for information and AN signals when y = 3.0 and N =
100. It is shown that the optimal ratio of RIS elements for AN reflection
(p) maximizing the secrecy rate increases when the power allocation
ratio to the information signal (u) increases. It means that more RIS el-
ements should be used for AN reflection rather than information signal
reflection when the higher power is allocated to the information sig-
nal to achieve the balance between information and AN signals. Such
an optimal ratio under the unquantized RIS phase is also optimal in the
quantized RIS phases.

In this section, we perform various simulations to investigate the
impact of ideal/non-ideal RIS models, number of RIS elements, RIS re-
flection pattern design depending on available CSI, RIS placement, un-
quantized/quantized RIS reflection phase, and AN power allocation/re-
flection on the secrecy rate. Based on the results, we can conclude that
RISs can provide an effective solution to PLS by optimizing various RIS
design parameters in unfavorable channel conditions.

8. Conclusions

In this study, we investigated RIS in the context of PLS, offering
valuable insights into secure transmission design in the 6G era. First,
we presented a comprehensive discussion of RIS and PLS. We examined
RIS-enabled PLS designs, including beamforming, resource allocation,
antenna/node selection, AN, and cooperative communications. Further-
more, we clarified key research issues and their prospective solutions in
the domain of RIS-enabled PLS, addressing channel estimation, beam
configuration, resource management, strategic placement, and passive
information transfer for RIS, hardware and channel modeling, and op-
timization techniques. Additionally, we identified future research av-
enues highlighting ML-based solutions, advancements in RIS hardware,
such as active RIS, and STAR-RIS, and security threats exploited by ma-
licious RIS. Finally, numerical results were presented to demonstrate
the effectiveness of RIS in improving PLS. Future research will focus on
developing PLS solutions based on active RIS, STAR-RIS, and malicious
RIS.
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