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Abstract

Traditional radio frequency (RF)-based anti-drone technologies focus on jam-

ming the command and control (C2) RF signal or global navigation satellite

system (GNSS) signal of a target drone. Although these methods efficiently

neutralize target drones, they may generate unintended RF collisions with

other equipment and cause the drone to crash. We introduce a method for

hijacking a frequency hopping spread spectrum (FHSS)-based drone through

C2 signal emission for takeover and a precision spoofing signal to invalidate

the owner’s transmitter signal using a multi-modem in this work. The pro-

posed method simultaneously transmits C2 signals to the target drone for safe

takeover and precision spoofing signals to neutralize the owner’s transmitter,

thereby minimizing RF collisions with other equipment.

KEYWORD S
anti-drone, hijacking, mitigation, neutralization, spoofing, takeover

1 | INTRODUCTION

Drones are widely used, powerful tools for surveillance,
delivery, firefighting, lifesaving, filming, and other appli-
cations. With advancements in micro-electromechanical
semiconductors (MEMS), electro-optics (EO), electric
motors, batteries, and state-of-the-art software technol-
ogy, high-quality and high-performance drones have
become commercially available. Drones and multi-
copters constitute a comprehensive technology. Various
studies on drones have focused on flight performance
[1–3] or extending the flight time [4–6]. In modern
drones, the technologies related to mission equipment
are receiving attention, promoting the development of
long-range remote control [7–9], semi-military-grade
high-resolution high-magnification electro-optic/infrared
(EO/IR) cameras, drone deliveries [10], and payload
release systems. Recently, studies have been actively

conducted to improve security [11, 12], including studies
on anti-spoofing [13]. However, adverse events and prop-
erty damage may occur when drones are abused or
exploited, including invasions of privacy and flying in
prohibited airspace such as airports or military areas.
In addition, murder drones are becoming a reality, as evi-
denced in the Russo-Ukrainian War that started in 2022.

Recently, anti-drone research and commercial solu-
tions have emerged to stop or mitigate the damages caused
by drone abuse or exploitation [14]. Anti-drone technology
comprises drone detection and neutralization. The major
methods for detection include EO/IR detection [15, 16],
sound detection [17–19], RF scanning [20, 21], and radio
detection and ranging (RADAR) [22, 23]. During drone
neutralization, traditional RF jamming [24, 25] is com-
mon, while GNSS spoofing [26, 27] and hijacking or take-
over have recently been explored because they are safer
and can reduce RF collisions and collateral damage.
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DJI OcuSync, which is an alternative to the 3G or
LTE transmission standards, provides a well-organized
and efficient control range for civil drone remote control.
Although various studies have been conducted to unveil
the drone ID packet from DJI drones and their transmit-
ter [28, 29], only D-fend Solutions [30] and NSO Group
Eclipse [31] have succeeded in taking over OcuSync-
based drones to date.

Before the proliferation of drones, analogue ampli-
tude modulation (AM) and frequency modulation (FM)-
based RF techniques in the 27 MHz, 40 MHz, and
72 MHz frequency bands were common in commercial
radio control (RC). Today, the industrial scientific and
medical (ISM) band at 2.4/5.8 GHz is preferred with
modulation techniques such as digitally processed on/off
keying (OOK), frequency-shift keying (FSK), phase-shift
keying (PSK), and quadrature amplitude modulation
(QAM). The FHSS technique is commonly adopted to
avoid RF collisions among RC drones, but many FHSS-
based protocols have been released and cloned by the
Multiprotocol TX Module [32] and DeviationTX [33]
groups. In [34], FHSS takeover was demonstrated for a
single modem, but hijacking or taking over FHSS drones
remains challenging in practice.

We propose a method for hijacking a FHSS drone by
using both C2 signal generation to take over the target
drone and precision spoofing signal generation to invali-
date the owner’s transmitter signal through a multi-
modem. We determined that it is possible to takeover the
target drone with a single modem configuration [34], but
it has a race condition issue. We solved this problem with
a precision spoofing method to neutralize the owner’s
transmitter signal. These precision spoofing packets
should be emitted simultaneously, so we developed our
own multi-modem and procedure. The proposed method
was evaluated in this study through laboratory and flight
tests.

2 | RF COMMUNICATION IN
COMMERCIAL DRONES

A drone is remotely controlled through an RF signal by
either a pilot with a transmitter directly or an operator at
a ground control station (GCS). Generally, a GCS relies
on a directly connected RF communication channel, but
a large drone control system may require an indirect con-
nection involving ground, sea, or air repeaters to extend
the operating range, as illustrated in Figure 1. The RF
channel configuration, or datalink system, of a drone is
well-established and normally separated into a downlink
and uplink (Figure 2). The uplink RF signal carries the
drone control data from the controller to the drone. It

can be a C2, remote/RC, or tele-command (TC) signal.
The downlink RF signal carries telemetry (TM) and mis-
sion data such as EO/IR camera images and synthetic
aperture radar (SAR) measurements.

Commercial RC unmanned aerial vehicles have often
been used with either a 27/40 MHz AM or 72 MHz FM
signal for datalink systems. Recently, digital signal pro-
cessing 2.4/5.8 GHz ISM RF implementations have
become more common, and FSK or PSK is most often
used for modulation/demodulation. To solve the collision
problem and handle multiple access, FHSS or direct-
sequence spread spectrum (DSSS) have been employed in
2.4/5.8 GHz commercial RC. DSSS is carried by the XOR
result of the baseband signal with a pseudo-random noise
sequence (PN), whereas FHSS changes the frequency
channels using a predefined time interval and sequence.

Full-featured commercial RC drones have three kinds
of RF modems, a 433 MHz or 915 MHz modem for telem-
etry (downlink) and telecommands (uplink), a 5.8 GHz
modem for camera (downlink), and a 2.4 GHz modem
for radio control (up and downlinks). The 2.4 GHz radio
control modem is for visual flight, and the 433/915 MHz
modem is for instrument flight or autopilot through GCS.
Some large drone manufacturers such as DJI, supply inte-
grated modems that can serve all of the datalink services
in a single software-defined radio (SDR) modem in the
2.4/5.8 GHz frequency band.

F I GURE 1 Diagram of a drone RF communication system.

F I GURE 2 Diagram of a drone datalink system.
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The proposed hijacking method is focused on the
2.4 GHz FHSS radio control frequency band.

3 | FHSS VULNERABILITIES

In FHSS, the center of the carrier frequency changes
according to a predefined sequence and time interval.
Hence, the maximum power spectrum is achieved at that
frequency during RF emission. In addition, FHSS is less
sensitive to the near–far problem than DSSS, which has a
lower power spectrum but is easier to implement. There-
fore, most commercial RC drones are equipped with
FHSS-based 2.4 GHz radio control systems. The most
popular low-cost low-power RF front-end 2.4 GHz trans-
ceiver systems on a chip (SoCs) are the following:

1. CC2500/CC2510 (Texas Instruments)
2. CYRF6936 (Cypress Semiconductor)
3. nRF24L01 (Nordic Semiconductor)
4. A7105 (AMICCOM)

A high-performance 4-in-1 commercial modem
(Figure 3) is commercially available and integrates these
four popular RF transceiver SoCs. This modem is

affordable and has a small form factor. Moreover, many
FHSS-based datalink protocols have been released and
cloned by the Multiprotocol TX Module and Deviation
TX groups. As listed in Table 1, various devices and FHSS
protocols are supported by the Multiprotocol TX Module
group, which includes nearly 172 FHSS-based protocols.

No accurate hardware information about the modem,
including its schematics, was publicly available. Thus,
we performed a teardown of the 4-in-1 modem and
determined that four RF transceiver SoCs (CC2500,
CYRF6936, nRF24L01, and A7105) are integrated into a
printed circuit board (PCB) with a single antenna con-
nector. In addition, the modem has one three-wire serial
peripheral interface (SPI) communication channel and
four chip-select signal inputs for selecting an RF SoC. As
shown in Figure 4, an RF switch, low-noise amplifier
(LNA), power amplifier (PA), and analog switch are also
integrated to create a proper RF signal path to the single
antenna point. Thus, the 4-in-1 modem can activate only
one RF SoC at a time using the half-duplex mode.

For initial testing, we built a simple FHSS analyzer
with an STM32F429-EVM kit and two 4-in-1 modems for
communication through the two channels of the SPI, as
shown in Figure 5. Using the modem configuration infor-
mation from the Multiprotocol TX Module/Deviation TX
group and in-house firmware, the RF packets of commer-
cial RC transmitters were successfully received. For

F I GURE 3 Commercial 4-in-1 modem.

TAB L E 1 Various protocols supported by the multiprotocol TX module group.

Name Sub 0 Sub 1 Sub 2 Sub 3 Sub 4 Sub 5 Sub 6

Assan ASSAN - - - - - -

Bugs BUGS - - - - - -

Devo Devo 8CH 10CH 12CH 6CH 7CH -

DSM 2_1F 2_2F X_1F X_2F AUTO - -

E01X E012 E015 E01H - - - -

ESky ESky ET4 - - - - -

FrSky CH_16 CH_8 EU_16 EU_8 Cloned - -

F I GURE 4 Components of the 4-in-1 modem.

412 KANG and CHOI

 22337326, 2025, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.4218/etrij.2024-0369 by E

lectronics and T
elecom

m
unications, W

iley O
nline L

ibrary on [30/06/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



example, we were able to obtain some basic RF charac-
teristic information of the Radiolink manufacturer’s
FHSS protocol from the source file “RadioLink_cc2500.
ino” in the GitHub source tree managed by the Multipro-
tocol TX Module group [32]. In addition, we were able to
determine the frequency hopping mechanism of Radio-
link from that code. Because the aim of the Multiprotocol
TX Module group is only to clone the transmitter, there
is no source code for the receiver side. However, along
with basic RF characteristic information and hopping
mechanism from the source file, we were able to build
our own cloned receiver code and receive whole RF
FHSS packets from the Radiolink transmitter successfully
through our initial test setup, as shown in Figure 5.

During the test, we identified the following vulnera-
bilities in commercial FHSS drone datalink protocols:

1. A lack of encryption
2. Many frequency-hopping algorithms could be found
3. Static hopping data could be read from the binding

packet
4. Dynamic hopping data could be read from the C2

packet

Most FHSS-based datalink protocols are not
encrypted. Consequently, readable payload data can be
easily obtained from a captured raw packet without post-
processing if the modem is configured correctly. In FHSS,
listening all the packets is difficult without frequency-
hopping information, such as the time interval and
sequence. Nevertheless, many popular model frequency-
hopping algorithms can be found in open-source intelli-
gence (OSINT).

Frequency-hopping techniques vary across vendors,
but can be separated into static and dynamic approaches.
In static hopping, the sequence may be fixed at bind-
ing time using predefined rules. In dynamic hopping,
the sequence can be adjusted at runtime. Various

models adopt a simple fixed-sequence method with a
transmitter-ID-based offset to reduce RF collisions,
whereas other models implement complex algorithms,
such as pseudorandom hopping, to minimize RF interfer-
ence. The pseudorandom sequences can be fixed and
stored at binding time (static hopping) or calculated at
runtime (dynamic hopping). In any case, the next hop-
ping channel information is contained in the packet, and
the next frequency channel information can be an explicit
channel number or pseudorandom seed value for calcula-
tion. Through in-depth research, we determined that
static hopping information can be obtained at binding
time, and the next hopping sequence can be calculated
using information from the transmitter packet under
dynamic hopping.

The abovementioned vulnerabilities allowed us to
build a cloned transmitter and receiver that can commu-
nicate perfectly with a commercial receiver/transmitter
using the OSINT Multiprotocol TX Module and Deviation
TX groups.

4 | TARGET FHSS PROTOCOL FOR
HIJACKING

The Radiolink T8FB/R8EF transmitter–receiver pair is a
popular commercial model based on the CC2500 RF SoC
(Figure 6). We identified specific configurations, modem
register setup, frequency-hopping method, time schedule,
and packet format from the Multiprotocol TX Module
and Deviation TX groups.

To receive packets from T8FB and transmit them to
R8EF through the SURFACE/AIR protocol, the following
CC2500 modem configuration must be adopted:

1. Base frequency: 2402 MHz
2. Channel space: 400 kHz
3. Channel bandwidth: 232.143 kHz
4. Baud-rate: 38 kbps

F I GURE 5 Initial test setup.

F I GURE 6 (A) T8FB transmitter and (B) R8EF receiver.
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5. Sync word: 0xABCD
6. Whitening and cyclic redundancy check (CRC)

enabled using Gaussian FSK

Figure 7 shows a diagram of packet scheduling after
binding the Radiolink T8FB transmitter and R8EF
receiver. The T8FB transmitter starts transmitting the C2
uplink packet immediately after power activation every
20 ms, adopting the Radiolink hopping algorithm, and
requests a telemetry downlink packet every fifth C2
packet. After requesting the telemetry packet from the
R8EF receiver, the T8FB transmitter sets the CC2500
modem to receiver mode to prepare the modem to
receive the telemetry packet from the receiver because
the RF modem has a half-duplex configuration. The
R8EF receiver prepares the CC2500 modem to receive a
C2 packet from the transmitter a few milliseconds in
advance at the expected time and channel. When the
R8EF receiver acquires a telemetry request packet (the
fifth C2 packet), it transmits the telemetry data to the
T8FB transmitter after 18 ms. After transmitting
the telemetry packet, the R8EF receiver changes the
modem to receiver mode on the next expected hopping
channel because it also has a half-duplex configuration.

The drone configuration, including the T8FB/R8EF
transmitter–receiver and Pixhawk flight controller, is
shown in Figure 8.

The CC2500 RF transceiver SoC transmits and
receives packets in the format shown in Figure 9 using
Gaussian FSK modulation/demodulation. The preamble,

sync word, and CRC16 bit streams are fixed using a
CC2500 transceiver, and the length and address fields are
optional. The data field or payload contains the actual
packet data, and its format depends on the vendor,
model, protocol, uplink, and downlink.

Figure 10 shows the payload data format of the T8FB
transmitter uplink C2. When the R8EF receiver success-
fully acquires the C2 packet, 36 bytes of data are stored
in the receiver buffer at the receiver. This packet starts
with the packet size and contains a 32-bit transmitter ID,
control stick data, and flight control mode command.
The control stick data are mapped onto the roll, pitch,
yaw, and throttle (or power control lever).

The Radiolink T8FB and R8EF models implement
dynamic hopping without a frequency-hopping sequence
predefined from the beginning. They exchange the 32-bit
ID of the transmitter at binding time and establish a lim-
ited channel-hopping boundary from a randomly selected
set of 16 channels. The R8EF receiver can calculate the
next frequency-hopping channel number using a 16-bit
pseudorandom seed sent in the C2 packet (byte index of
28–29 of the payload) by the transmitter.

The data indexed from 6 to 27 in the C2 packet con-
tains the transmitter 8-channel control stick analog-
to-digital (A/D) data and eight failsafe data. Each control
stick dataset consists of 11-bit A/D-converted transmitter
stick values and control switch positions. The failsafe chan-
nel values are used if no C2 signal is detected over a certain
period (1 s for R8EF). Because 11-bit data are assigned per

F I GURE 7 Diagram of packet scheduling.

F I GURE 9 Packet format of CC2500 (from the datasheet).

F I GURE 8 Target drone configuration.

F I GURE 1 0 C2 uplink packet format.
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stick position, the minimum value is 0 and the maximum
value is 2047. Through testing, we determined that values
of 200, 1800, and 1000 correspond to the minimum, maxi-
mum, and neutral stick positions, respectively.

The control-stick channel configuration of the trans-
mitter was confirmed through testing as follows

1. CH1: Roll command (200 for left, 1800 for right)
2. CH2: Pitch command (200 for up, 1800 for down)
3. CH3: Throttle command (200 for low, 1800 for high)
4. CH4: Yaw command (200 for left, 1800 for right)
5. CH5: Flight control mode

• 200 for position hold mode
• 1000 for altitude hold mode
• 1800 for stabilizer mode

6. CH6–CH8: Not used
7. CH9–CH16: Failsafe values for the CH1–CH8

Figure 11 shows the telemetry downlink packet for-
mat of the CC2500 payload. The T8FB transmitter recog-
nizes that the receiver is alive from the telemetry
response from the R8EF receiver, which includes the
received signal strength indicator (RSSI), link quality
indicator (LQI), and drone battery voltages. The RSSI and
LQI at the end of the payload, both for the uplink and
downlink, are automatically appended by the CC2500
SoC hardware with the configuration register settings.

5 | HIJACKING THE TARGET
DRONE

In [34], several methods were presented for taking over
FHSS in a target drone. However, that study was based on
a single modem, and neutralization of the drone owner’s
transmitter C2 signal was not evaluated. To improve the
takeover, the owner’s C2 signal must be neutralized
because the receiver can resume the reception of that

signal. To neutralize the owner’s transmitter, we propose a
precision spoofing method. At least two modems are
required to simultaneously transmit the C2 takeover and
precision spoofing signals. Therefore, we built a prototype
multi-modem (Figure 12) that can control up to four
4-in-1 commercial modems, as described in Section 3.

The proposed multi-modem is controlled by a
CortexM4-based STM32F427 microcontroller, and the
target FHSS-drone can be hijacked using two 4-in-1
modem configurations and the following simple strategy:

1. Modem 1: Switch to receiver mode.
2. Modem 1 (Sync): Receive a C2 packet from the

owner’s transmitter.
3. Modem 1: Extract data from the packet.
4. Build the frequency-hopping table using the ID from

the packet.
5. Calculate the number of the next hopping channels.
6. Modems 1 and 2: Switch to transmitter mode.
7. Modem 1: Transmit C2 for takeover.
8. Modem 2: Transmit precision spoofing packets.
9. Repeat step (1) after processing every N-th packet.

The FHSS hijacking strategy is presented in pseudo-
code in Figure 13.

F I GURE 1 1 Telemetry downlink packet format.

F I GURE 1 2 (A) Block diagram of the proposed multi-modem

block. (B) Implemented multi-modem.

F I GURE 1 3 Pseudocode for FHSS hijacking.
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Consider the following example. If the transmitter C2
packet of the drone owner hops (for example,
f1 ! f5 ! f3 ! f9), as shown in Figure 14, the packets
for C2 takeover and precision spoofing should be trans-
mitted as shown in Figure 15. The precision spoofing
packet must be transmitted using the same hop sequence
as that of the owner’s transmitter. Simultaneously, the
C2 takeover packet is transmitted in the same hop
sequence. Although the hop sequence is the same as that
of the owner’s transmitter, as shown in Figure 15, it can
be changed because the receiver may not receive an
owner’s C2 packet that has been neutralized by a preci-
sion spoofing packet.

In wireless communication, resynchronization is nec-
essary after processing N packets, as shown in Figure 13,
owing to packet loss caused by interference and local tim-
ing errors. Through trial and error, we set N from 100 to
200 for the multi-modem to attempt resynchronization
every 2–4 s given the 20 ms packet intervals.

6 | PRECISION SPOOFING
METHOD

Including neutralization improves the takeover of a tar-
get drone compared with using C2 takeover alone. To
neutralize the C2 signal from the owner’s transmitter, we
introduce a precision spoofing method that includes two
methods.

The original FSK C2 signal of the Radiolink T8FB
transmitter is shown in Figure 16.

The Radiolink R8EF receiver (specifically the
CC2500) can be synchronized using a preamble and sync
word. Receiver synchronization can be broken using a
packet that has bit-toggling packets, as shown in
Figure 17, and one that has a preamble and sync word, as
shown in Figure 18.

If the spoofing signal is received before the owner’s
C2 packet, the receiver may attempt to synchronize
according to the spoofing signal, causing the receiver to
fail to acquire the owner’s C2 signal. Therefore, the trans-
mitter timing of the spoofing packet should be considered
because it should arrive just before the preamble and
sync word by approximately 800–1700 μs at 38 kbps.

A spoofing packet with consecutive bit toggling
employs the same preamble pattern and baud rate, but it
causes the receiver to continuously attempt to resynchro-
nize, leading to failure to synchronize with the owner’s
C2 signal because of the invalid sync word. Another
spoofing packet with a preamble and valid synchroniza-
tion makes the receiver follow the spoofing signal and
attempt to receive the payload, which also leads to failure
to synchronize with the owner’s C2 signal, owing to
incorrect payload.

The bit-toggling stream data can be generated by set-
ting the sync-word register to 0x55 and the payload
first-in first-out (FIFO) register without whitening in the
CC2500 control register, as shown in Figure 19. The dif-
ference between the first and second methods is only the
sync word.

F I GURE 1 4 Example of a packet schedule.

F I GURE 1 5 Hijacking FHSS schedule.

F I GURE 1 6 Raw packet from T8FB transmitter on air.

F I GURE 1 8 Spoofing packet with sync word.

F I GURE 1 7 Spoofing packet with bit-toggling.
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The test results showed that the second method was
effective for the Radiolink T8FB/R8EF protocol with
CC2500. A precision spoofing packet must follow the
owner’s transmitter-hopping sequence and time to
achieve neutralization.

Figure 20 shows the actual hijacking signals on air. A
pure bit-toggling precision spoofing method is applied
such that the receiver acquires the takeover instead of
the owner’s C2 signal.

7 | LABORATORY TESTS

We conducted FHSS hijacking laboratory tests. Figure 21
shows the test setup for measuring the throttle pulse code
modulation (PCM) output pulse time of the receiver. The
PCM provided a digital signal that controlled the servo-
motor or electronic speed controller (ESC) of a drone,
and each PCM output was mapped onto the transmitter’s
control stick and control switch values. As described in
Section 4, the transmitter’s throttle-control stick was
mapped onto PCM output channel 3 in this study. Thus,
the laboratory test bench measured PCM channel 3 of
the receiver.

The PCM high pulse time varied from 1.0 ms to
2.0 ms along with the stick position A/D value (ranging
from 200 to 1800 in this study), with a period from 10 ms
to 20 ms. When the receiver acquired the throttle high
command, the PCM output pulse time was 2.0 ms. When
the receiver acquired the throttle low command, the
PCM output pulse time was 1.0 ms. At the neutral posi-
tion of the throttle stick, the PCM output was 1.5 ms.

In the laboratory test, the throttle stick of the target
(owner) transmitter was continuously fixed at a high
position. Simultaneously, the multi-modem hijacked the
receiver using the method described in Section 6. In this
case, the throttle command was fixed at a low position,
and the failsafe value of the throttle command was fixed
at the neutral position. The hijacking performance was
estimated using this configuration by measuring the
throttle PCM output pulse time.

Because the failsafe value of the throttle position was
set to 50% (neutral position), the receiver set the throttle
PCM pulse time to 1.5 ms when it could not receive a
valid C2 signal from the air. The receiver throttle PCM
time was 2.0 ms when it received the owner’s transmitter

C2 signal, as it was set to throttle high. In contrast, the
PCM time was 1.0 ms when the receiver acquired
the takeover C2 signal from the multi-modem. If the
throttle PCM pulse time was 1.5 ms, even if the owner’s
transmitter C2 signal was in air, the owner’s transmitter
was neutralized by a precision spoofing packet. This phe-
nomenon can be summarized as follows:

• At a PCM time of 2.0 ms, the receiver is controlled by
the owner C2.

• At a PCM time of 1.5 ms, there is no valid C2 signal or
it has been neutralized.

• At a PCM time of 1.0 ms, the receiver has been
hijacked.

Three laboratory tests were conducted: precision
spoofing only, takeover only, and hijacking
(simultaneous takeover and precision spoofing). In the
spoofing-only test, only the precise spoofing signal was
transmitted. In the takeover-only test, only the C2 take-
over signal was transmitted, whereas during the hijack-
ing test, the C2 takeover and precision spoofing signals
were transmitted simultaneously. In all three tests, each
signal using the C2 synchronization of the owner’s trans-
mitter was uniformly transmitted for 5 min.

Figure 22 shows the test results. No takeover time
was available for the spoofing-only test because no take-
over C2 signal was transmitted from the multi-modem.
The takeover-only test showed an occupancy rate exceed-
ing 86%. However, as listed in Table 2, when the takeover

F I GURE 1 9 Bit-toggling packet generated by CC2500.

F I GURE 2 0 Actual hijacking signals.

F I GURE 2 1 Laboratory test setup.
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was accompanied by precision spoofing, its performance
improved, and almost 98% of the time share could be
used for hijacking.

8 | HIJACKING FLIGHT TEST

A hexacopter drone (Figure 8) equipped with a T8FB
transmitter, R8EF receiver, and Pixhawk flight control-
ler was used in a hijacking flight test. Figure 23 shows
the flight test configuration, and Figure 24 depicts the
ground equipment for the flight test. Figure 25 shows a
snapshot of the test. The basic configuration was the
same as that used in the laboratory test, except for the
target.

The flight test proceeded as follows

1. The drone took off, controlled by the owner’s
transmitter.

2. The drone was instructed to hover and the throttle
stick was set above the neutral position.

3. Hijacking was performed and the hijacker landed the
drone.

The hexacopter target was hijacked in just 30 s and
successfully landed by the hijacker. Figure 26 shows the
flight trajectory of the last 30 s of hijacking. Additional

F I GURE 2 2 Laboratory test results (A): spoofing only, (B) takeover only, (C) hijacking (spoofing+takeover).

TAB L E 2 Throttle PCM pulse time share (laboratory test).

Result

Owner Spoofed TakeoverAttack

Spoofing only 9.93% 90.07% 0%

Takeover only 13.75% 0% 86.75%

Hijacking 2.18% 0% 97.82%

F I GURE 2 3 Flight test configuration.

F I GURE 2 4 Ground equipment for flight test.

F I GURE 2 5 Photograph of the flight test.
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measurements are shown in Figure 27, including the alti-
tude and throttle PCM pulse logged in the flight control-
ler. As the throttle stick of the owner’s transmitter was
positioned slightly higher than the neutral position, the
owner’s C2 signal was identified by a PCM time of
1.6 ms. As in the laboratory test, the throttle failsafe value
was set to 50%, and a throttle PCM of 1.5 ms indicated
that the owner’s transmitter signal was neutralized by
the precision spoofing packet from the multi-modem. As
the hijacker attempted to land the target drone, the low-
est throttle PCM time of 1.0 ms was identified as the C2
takeover packet from the hijacker.

As listed in Table 3, the target drone received 21.74%
of the owner’s C2 signal and 63.04% of the hijacker’s C2
signal. Therefore, we successfully hijacked the target
drone and ensured its safe landing.

9 | CONCLUSION

We introduced a method to hijack an FHSS-controlled
drone using a multi-modem with precision spoofing and
validated the method through laboratory and actual flight
tests. We identified FHSS vulnerabilities and prepared an
in-house prototype multi-modem that could simulta-
neously transmit C2 takeover and precision spoofing
packets to demonstrate FHSS hijacking in practice. In
addition, we determined that the neutralization of the
owner’s transmitter C2 signal must be accompanied by
the reliable takeover.

Laboratory tests revealed a success rate close to 98%,
whereas a 63% success rate was achieved in flight tests.
This discrepancy may be due to the different distances
between the owner’s transmitter and the multi-modem.
When the owner’s transmitter and multi-modem were
close, the LNA became saturated or distorted, preventing
the multi-modem from properly receiving the correct sig-
nals for synchronization. When the transmitter was
placed next to the receiver, a complete failure of recep-
tion was observed. In the laboratory tests, an adequate
distance was ensured between the owner’s transmitter
and multi-modem, but this distance was short during the
real flight test.

This method is only valid for C2 packets that can be
identified because the multi-modem should emit the exact
same packet to the drone. In particular, the control stick’s
A/D value bit-position in the C2 packet is crucial for
controlling the target drone correctly. The frequency hop-
ping information (time and channel-sequence) could be
acquired from the C2 packet in this study because the
target was a dynamic hopping system, but additional
methods or techniques, such as power spectrum analysis,
may be required to acquire the hopping time and channel-
sequence information in a static hopping system.

High-performance SDR hardware and software plat-
forms are under development to cover a wide bandwidth
and long ranges over kilometers in flight and provide
more precise timing. In addition, we are investigating the
hijacking of other drone protocols using precision-
spoofing-based multi-modem configurations. A wide
bandwidth could help to detect and analyze unknown
frequency hopping information, which could overcome
the limitation of our proposed method on this SDR
platform. In addition, we are building a database for
FHSS-based C2 packet format and RF characteristics (fre-
quency/channel-space, baud-rate, and so on) of each
model and vendor with OSINT [32, 33] for protocol
coverage.

An orthogonal frequency division multiplexing com-
munication feature will be used to handle DJI’s OcuSync
protocol in future work.

F I GURE 2 6 Flight trajectory over the last 30 s of hijacking.

F I GURE 2 7 Throttle PCM and altitude over the last 30 s of

the hijacking test.

TAB L E 3 Throttle PCM pulse time share (flight test).

Owner Spoofed Takeover

21.74% 15.22% 63.04%

KANG and CHOI 419

 22337326, 2025, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.4218/etrij.2024-0369 by E

lectronics and T
elecom

m
unications, W

iley O
nline L

ibrary on [30/06/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



ACKNOWLEDGMENTS
This work was supported by a Korea Research Institute
for defense Technology planning and advancement
(KRIT) grant funded by Defense Acquisition Program
Administration (DAPA) (KRIT-CT-22-074).

CONFLICT OF INTEREST STATEMENT
The authors declare that there are no conflicts of interest.

ORCID
Jae Gu Kang https://orcid.org/0000-0002-4408-7481

REFERENCES
1. M. Rinaldi, S. Primatesta, and G. Guglieri, A comparative study

for control of quadrotor UAVs, Appl. Sci. 13 (2023), no. 6, 3464.
DOI 10.3390/app13063464

2. H. Ahn, M. Hu, Y. Chung, and K. You, Sliding-mode control
for flight stability of quadrotor drone using adaptive super-
twisting reaching law, Drones 7 (2023), 522. DOI 10.3390/
drones7080522

3. A. T. Bayisa and G. Li-Hui, Controlling quadcopter altitude
using PID-control system, Int. J. Eng. Res. Technol. 8 (2019),
195–199. DOI 10.17577/IJERTV8IS120118

4. J. G. Kang, Simultaneous control of battery charging and load-
following for gasoline electric power systems with output ratio
control by a single parameter, Int. J. Aeronaut. Space Sci. 23
(2022), 419–422. DOI 10.1007/s42405-022-00441-y

5. B. Lee, P. Park, C. Kim, S. Yang, and S. Ahn, Power manage-
ments of a hybrid electric propulsion system for UAVs, J. Mech.
Sci. Technol. 26 (2012), 2291–2299.

6. J. Koster, C. Humbargar, E. Serani, A. Velazco, D. Hillery, and
L. Makepeace, Hybrid electric integrated optimized system
(HELIOS)-design of a hybrid propulsion system for aircraft,
(49th AIAA Aerospace Sciences Meeting including the New
Horizons Forum and Aerospace Exposition, Orlando, FL,
USA), 2011. DOI 10.2514/6.2011-1011

7. H. C. Nguyen, R. Amorim, J. Wigard, I. Z. Kovacs, and
P. Mogensen, Using LTE networks for UAV command and con-
trol link: A rural-area coverage analysis, (2017 IEEE 86th vehic-
ular technology conference—VTC-fall, Toronto, Canada), 2017.
DOI 10.1109/VTCFall.2017.8287894

8. B. Van Der Bergh, A. Chiumento, and S. Pollin, LTE in the
sky: trading off propagation benefits with interference costs for
aerial nodes, IEEE Commun. Mag. 54 (2016), 44–50.

9. Z. Wu, H. Kumar, and A. Davari, Performance evaluation of
OFDM transmission in UAV wireless communication, (Proceed-
ings of the thirty-seventh southeastern symposium on system the-
ory—SSST’05, Tuskegee, AL, USA), 2005, DOI 10.1109/SSST.
2005.1460867

10. H. Lee, S. Cho, and H. Jung, Real-time collision-free landing
path planning for drone deliveries in urban environments, ETRI
J. 45 (2023), 746–757.

11. V. U. Ihekoronye, S. O. Ajakwe, J. M. Lee, and D. -S. Kim, Dro-
neGuard: an explainable and efficient machine learning frame-
work for intrusion detection in drone networks, IEEE Internet
Things J. 12 (2025), 7708–7722.

12. B. Bera, A. Bisht, A. K. das, B. Bhargava, D. K. Y. Yau, P.
Lorenz, and B. Sikdar, BioKA-ASVN: biometric-based key

agreement scheme for air smart vehicular networks using
blockchain service, IEEE Trans. Veh. Technol. 73 (2024),
9478–9494.

13. Q. Chen, G. Li, P. Liu, and Z. Wang, Anomaly detection and
secure position estimation against GPS spoofing attack: a
security-critical study of localization in autonomous driving,
IEEE Trans. Veh. Technol. 74 (2025), 87–99.

14. Grand View Research, Anti-drone market size, share & trends
analysis report by component, by type, by range, by technology,
by mitigation type, by defense type, by end-use, by region, and
segment forecasts 2023–2030, 2023.

15. M. Elsayed, M. Reda, A. S. Mashaly, and A. S. Amein, Review
on real-time drone detection based on visual band electro-optical
(EO) sensor, (Tenth International Conference on Intelligent
Computing and Information Systems, Cairo, Egypt), 2021,
pp. 57–65. DOI 10.1109/ICICIS52592.2021.9694151

16. E. Unlu, E. Zenou, N. Riviere, and P. E. Dupouy, Deep
learning-based strategies for the detection and tracking of drones
using several cameras, IPSJ Trans. Comput. Vis. Appl. 11 (2019),
1–3.

17. J. Mezei and A. Moln�ar, Drone sound detection by correlation,
(IEEE 11th International Symposium on Applied Computa-
tional Intelligence and Informatics, Timisoara, Romania), 2016,
pp. 509–518.

18. L. Hauzenberger and E. Holmberg Ohlsson, Drone detection
using audio analysis, 2015. Available from: https://lup.lub.lu.
se/luur/download?func=downloadFile&recordOId=7362609&
fileOId=7763820 [last accessed July 2024].

19. J. Kim, C. Park, J. Ahn, Y. Ko, J. Park, and J. C. Gallagher,
Real-time UAV sound detection and analysis system, (IEEE Sen-
sors Applications Symposium, Glassboro, NJ, USA), 2017, pp.
1–5.

20. D. Aouladhadj, E. Kpre, V. Deniau, A. Kharchouf, C.
Gransart, and C. Gaquière, Drone detection and tracking using
RF identification signals, Sensors 23 (2023), 7650. DOI 10.3390/
s23177650

21. F. L. Chiper, A. Martian, C. Vladeanu, I. Marghescu, R.
Craciunescu, and O. Fratu, Drone detection and defense sys-
tems: survey and a software-defined radio-based solution, Sen-
sors 22 (2022), 1453.

22. B. K. Kim, J. Park, S. J. Park, T. W. Kim, D. H. Jung, D. H.
Kim, T. Kim, and S. O. Park, Drone detection with chirp-pulse
radar based on target fluctuation models, ETRI J. 40 (2018),
188–196. DOI 10.4218/etrij.2017-0090

23. J. Klare, O. Biallawons, and D. Cerutti-Maori, Detection of
UAVs using the MIMO radar MIRA-CLE Ka, (11th European
Conference on Synthetic Aperture Radar, Hamburg, Germany),
2016, pp. 1–4.

24. D. Aouladhadj, E. Kpre, M. de Freitas, V. Deniau, C. Gransart,
and C. Gaquière, Contribution to the design of smart jamming
waveforms for UAVs counter-measurement, (2022 3rd URSI
Atlantic and Asia Pacific Radio Science Meeting, Gran Canaria,
Spain), 2022, pp. 1–3. DOI 10.23919/AT-AP-RASC54737.2022.
9814244

25. K. K. Pärlin, T. Riihonen, G. Karm, and M. Turunen, Jamming
and classification of drones using full-duplex radios and deep
learning, (IEEE 31st Annual International Symposium on Per-
sonal, Indoor and Mobile Radio Communications, London,
UK), 2020, pp. 1–5. DOI 10.1109/PIMRC48278.2020.9217351

420 KANG and CHOI

 22337326, 2025, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.4218/etrij.2024-0369 by E

lectronics and T
elecom

m
unications, W

iley O
nline L

ibrary on [30/06/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

https://orcid.org/0000-0002-4408-7481
https://orcid.org/0000-0002-4408-7481
info:doi/10.3390/app13063464
info:doi/10.3390/drones7080522
info:doi/10.3390/drones7080522
info:doi/10.17577/IJERTV8IS120118
info:doi/10.1007/s42405-022-00441-y
info:doi/10.2514/6.2011-1011
info:doi/10.1109/VTCFall.2017.8287894
info:doi/10.1109/SSST.2005.1460867
info:doi/10.1109/SSST.2005.1460867
info:doi/10.1109/ICICIS52592.2021.9694151
https://lup.lub.lu.se/luur/download?func=downloadFile&recordOId=7362609&fileOId=7763820
https://lup.lub.lu.se/luur/download?func=downloadFile&recordOId=7362609&fileOId=7763820
https://lup.lub.lu.se/luur/download?func=downloadFile&recordOId=7362609&fileOId=7763820
info:doi/10.3390/s23177650
info:doi/10.3390/s23177650
info:doi/10.4218/etrij.2017-0090
info:doi/10.23919/AT-AP-RASC54737.2022.9814244
info:doi/10.23919/AT-AP-RASC54737.2022.9814244
info:doi/10.1109/PIMRC48278.2020.9217351


26. H. Sathaye, M. Strohmeier, V. Lenders, and A. Ranganathan,
An experimental study of GPS spoofing and takeover attacks on
UAVs, (31st USENIX security symposium—USENIX security,
Boston, MA, USA), 2022, pp. 3503–3520.

27. A. J. Kerns, D. P. Shepard, J. A. Bhatti, and T. E. Humphreys,
Unmanned aircraft capture and control via GPS spoofing,
J. Field Robot. 31 (2014), 617–636, DOI 10.1002/rob.21513

28. N. Schiller, M. Chlosta, M. Schloegel, N. Bars, T. Eisenhofer,
T. Scharnowski, F. Domke, L. Schönherr, and T. Holz, Drone
security and the mysterious case of DJI’S DroneID, (Network
and Distributed System Security—NDSS, San Diego, CA,
USA), 2023, pp. 1–17.

29. Bender, C. DJI drone IDs are not encrypted, arXiv preprint
(2022). DOI 10.48550/arXiv.2207.10795

30. D-Fend Solutions. Available from https://d-fendsolutions.com
[last accessed December 2023].

31. NSO Group. Eclipse. Available from: https://www.nsogroup.
com/Newses/nso-group-launches-drone-defense-system-
eclipse [last accessed on December 2023].

32. Multiprotocol TX Module, Available from: https://github.com/
pascallanger/DIY-Multiprotocol-TX-Module [last accessed
December 2023].

33. DeviationTX. Available from https://www.deviationtx.com
[last accessed December 2023].

34. S. Plotz, F. Armknecht, and C. Bunse, How to take over drones,
(Proceedings of the ACM Asia Conference on Computer and
Communications security, New York, NY, USA), 2021, pp.
526–536.

AUTHOR BIOGRAPHIES

Jae Gu Kang received his BS degree
in electronic control engineering
from Jeonbuk University, Jeonju,
Republic of Korea, in 2004, and his
MS (2007) degree in robotics from
Korea National University of Science
and Technology, Korea Institute of

Science and Technology, Seoul, Republic of Korea.

From 2003 to 2005, he was a Research Engineer in
automation systems at KEC-Mechatronics, Gumi,
Republic of Korea. From 2007 to 2010, he was a
Research Engineer in humanoid robots at the Korea
Institute of Robotics and Technology Convergence,
Pohang, Republic of Korea. From 2010 to 2012, he
was a Research Engineer in guided missiles at the
Hanwha R&D Center, Daejeon, Republic of Korea.
From 2012 to 2022, he was a Research Engineer in
UAVs and drones at the Korean Air R&D Center,
Daejeon, Republic of Korea. Since 2023, he has been a
Research Engineer at the Electronics and Telecommu-
nications Research Institute, Daejeon, Republic of
Korea.

Byeong Cheol Choi received his BS
degree in control and measurement
engineering and his MS degree in
electronic and electric engineering
from University of Seoul, Seoul,
Republic of Korea, in 1999 and 2001,
respectively, and his PhD degree in

computer engineering from Chungnam National Uni-
versity, Daejeon, Republic of Korea, in 2012. Since
2001, he has been a Research Engineer at the Elec-
tronics and Telecommunications Research Institute,
Daejeon, Republic of Korea. His interests are cyber
security, cyber warfare, and cyber electromagnetic
warfare.

How to cite this article: J. G. Kang and B. C.
Choi, Multi-modem-based FHSS-drone takeover
with precision spoofing, ETRI Journal 47 (2025),
410–421, DOI 10.4218/etrij.2024-0369

KANG and CHOI 421

 22337326, 2025, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.4218/etrij.2024-0369 by E

lectronics and T
elecom

m
unications, W

iley O
nline L

ibrary on [30/06/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

info:doi/10.1002/rob.21513
https://d-fendsolutions.com
https://www.nsogroup.com/Newses/nso-group-launches-drone-defense-system-eclipse
https://www.nsogroup.com/Newses/nso-group-launches-drone-defense-system-eclipse
https://www.nsogroup.com/Newses/nso-group-launches-drone-defense-system-eclipse
https://github.com/pascallanger/DIY-Multiprotocol-TX-Module
https://github.com/pascallanger/DIY-Multiprotocol-TX-Module
https://www.deviationtx.com
info:doi/10.4218/etrij.2024-0369

	Multi‐modem‐based FHSS‐drone takeover with precision spoofing
	Abstract
	1  |  INTRODUCTION
	2  |  RF COMMUNICATION IN COMMERCIAL DRONES
	3  |  FHSS VULNERABILITIES
	4  |  TARGET FHSS PROTOCOL FOR HIJACKING
	5  |  HIJACKING THE TARGET DRONE
	6  |  PRECISION SPOOFING METHOD
	7  |  LABORATORY TESTS
	8  |  HIJACKING FLIGHT TEST
	9  |  CONCLUSION
	ACKNOWLEDGMENTS
	CONFLICT OF INTEREST STATEMENT
	ORCID
	REFERENCES
	AUTHOR BIOGRAPHIES


