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ABSTRACT Wearable devices such as smartwatches and fitness trackers are widely used for healthcare
monitoring but face limitations in storage and computational capacity. To handle resource-intensive tasks,
many operations are outsourced to servers, which requires transmitting sensitive information through public
networks. This reliance on external servers creates security challenges, exposing data to potential interception
and manipulation. Although various authentication and key agreement (AKA) protocols have been proposed
to mitigate these risks, a significant number still remain exposed to physical capture attacks (PCA). Such
vulnerabilities undermine both data confidentiality and the establishment of mutual authentication. In this
paper, we propose a physically secure and lightweight authenticated key agreement (PSL-AKA) protocol
for wearable devices. PSL-AKA employs physical unclonable function (PUF) technology to strengthen
protection against PCA while supporting efficient storage and reliable authentication. The protocol
establishes secure session keys between wearable devices and cloud servers, ensuring confidentiality,
integrity, and mutual authentication under insecure conditions. Security robustness is also verified through
the Real-or-Random (ROR) model and the AVISPA tool. Performance evaluation shows that PSL-AKA
achieves lower computational cost and reduced communication overhead compared with existing AKA
schemes. These results demonstrate that PSL-AKA offers a practical and secure solution for protecting
wearable devices in healthcare and IoT environments.

INDEX TERMS Physical unclonable function (PUF), authentication, wearable devices, key agreement,
security, cryptanalysis.

I. INTRODUCTION

Wearable devices, such as smart watches, smart rings, virtual
reality devices, and fitness trackers, represent a rapidly
advancing field of technology and are used in various
environments, ranging from personal daily life to corporate
industrial settings. In the mobile device market, the popularity
of wearable technology has surged in recent years, following
its initial emergence [1], [2]. These devices are being actively
explored for a wide range of applications, including personal
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healthcare, military operations, education, industrial settings,
and physical activities, thereby attracting substantial research
interest [3]. Wearable devices have recently been precisely
engineered for placement on various parts of the human body,
such as the wrist, foot, ear, and head, enabling real-time
tracking of both physiological and environmental data [4],
[5]. For example, smartwatches and fitness bands play a
crucial role in monitoring health status, including heart rate,
sleep patterns, and step counts, while smart glasses and
earbuds provide interactive features. Moreover, wearable
technologies are particularly valuable in the healthcare sector
for the early detection of health abnormalities and the
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assessment of critical conditions by monitoring indicators
such as heart rate, blood oxygen saturation, blood pressure,
and cholesterol levels. Devices connected via the cloud
transmit well-being metrics wirelessly to portable systems,
enabling remote access for healthcare professional and
service providers to deliver essential medical guidance and
interventions [6], [7].

In the near future, wearable technology is expected to
become an integral part of daily life, significantly enhancing
user experiences and demonstrating substantial potential,
particularly in the field of augmented reality. However, the
widespread adoption of these technologies raises critical
concerns related to security and data privacy [8], [9]. In par-
ticular, wearable devices exhibit both hardware and software
vulnerabilities that pose security threat. These vulnerabilities
allow adversaries to carry out various known attacks during
wireless data transmission and to physically compromise the
limited storage resources of wearable devices [10], [11].

To mitigate the numerous security risks associated with
wireless communication, authentication and key agreement
(AKA) protocols are considered a highly promising solu-
tion [12], [13], [14]. During AKA, each entity generates
ephemeral key fragments and exchanges parameters over
a public channel. A shared secret key is then derived and
employed to facilitate encrypted communication, ensuring
both the confidentiality and integrity of the transmitted data.
Despite utilizing an insecure public channel, the protocol
ensures that the resulting shared secret remains inaccessible
to passive attackers, thus maintaining the confidentiality
and integrity of the communication. Several AKA proto-
cols, including the one proposed by Ai et al. [15], have
been introduced in the literature [10], [16], [17]. Despite
numerous advantages of AKA, several critical challenges
still remain. An adversary can obtain a user’s wearable
device and extract their stored personal data by utilizing
power analysis techniques. If a legitimate user’s sensitive data
is exposed, an adversary may launch severe cyberattacks,
such as forgery, insider threats, and physical capture attack
(PCA), even before the AKA process is initiated [16],
[22]. In particular, to defend against PCA, wearable devices
must incorporate physical security mechanisms, as such
attacks can significantly increase the risk of sensitive data
leakage and compromise the integrity of AKA protocols.
Due to these challenges in existing AKA schemes, the
use of physical unclonable function (PUF) technology has
emerged as a promising solution. PUFs provide smart devices
with not only robust authentication against PCA but also
low-resource storage by utilizing their unique, unclonable
identities, like a digital fingerprint. Recently, various types
of AKA protocols have been adopted using PUF technology
to protect from various security attacks. However, some of
this research still exhibit security vulnerabilities and are
weaker compared to earlier protocols, such as the anonymous
lightweight AKA protocol for wearable devices proposed
by Ai et al. [15], [24]. Upon closer examination of their
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proposed protocol, a critical vulnerability related to PCA was
identified, which allows user impersonation attack and fails
to achieve mutual authentication. To address these issues,
it needs an enhanced protocol which provides confidentiality
and integrity in the presence of wearable device PCA.
Therefore, we propose physically secure and lightweight
authenticated key agreement (PSL-AKA) as a solution,
utilizing PUF technology to mitigate physical capture threats.

A. CONTRIBUTIONS
This paper presents the following four key contributions:

« We reveal major design vulnerabilities in the protocol
proposed by Ai et al., which result in verification failures
on wearable devices and prevent mutual authentication
between communicating parties.

e« We propose the PSL-AKA protocol for wearable
devices, which secures data using PUF technology. This
ensures a secure connection to protocol while enabling
the cloud server to verify the entities and establish
session keys and security parameters.

o« The PSL-AKA protocol demonstrates robustness
against various attacks, including impersonation attacks
and PCA. Moreover, we conduct a formal security
analysis using the ‘“Real-or-Random (ROR) model”
[25] and “Automated Validation of Internet Security
Protocols and Application (AVISPA)” [26], which
confirm the formal resilience of our scheme.

« We demonstrate that our protocol achieves a balanced
trade-off among computational cost and communication
overhead when compared to existing AKA schemes.

Il. ORGANIZATION

The remainder of this paper is organized as follows.
Sections III and IV provide an overview of existing AKA
protocols designed for wearable environments and introduce
the preliminaries necessary to understand this work, respec-
tively. Section V reviews the protocol proposed by Ai et al. to
provide a clear understanding of its structure and operation.
Section VI then demonstrates, through security analysis, that
Aietal.’s protocol is vulnerable to various attacks and fails to
satisfy essential security requirements. Section VII describes
the detailed procedure of the proposed PSL-AKA protocol.
Section VIII presents a comprehensive security analysis of
the proposed scheme. Section IX provides the performance
evaluation and comparison with existing protocols. Finally,
Section X concludes the paper by summarizing the key
findings and contributions.

Ill. RELATED WORKS

Recently, various AKA protocols tailored for resource-
constrained Internet of Things (IoT) environments have
been introduced to address both security and efficiency
challenges [27]. For instance, Gope and Hwang [28]
introduced an authentication scheme for wireless sensor
networks that provides user anonymity, untraceability, and
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TABLE 1. A Comparative summary of existing AKA schemes for resource-limited environments.

‘ Scheme ‘ Year ‘ Cryptographic Primitives Advantages/Description Shortcomings/Limitations
[15] 2025 | *Secure hash function *Ultra-lightweight AKA scheme for *Does not prvent physical capture attack
wearable device. *Does not prevent impersonation attack
*Provides dynamic authentication *Does not achieve seucre mutual authenti-
cation
*Does not perform formal security analysis
[24] 2022 | *Secure hash function *PUF based AKA scheme for wireless | *Does not prevent man-in-the-middle/
medical sensor networks and ephemeral secret leakage attack
* i i-
*Provides formal seucrity analysis Df)es not achleye secure mutual au.ther.m
cation, and provide dynamic authentication
[51] 2023 | *Elliptic curve cryptography *Three-factor anonymous AKA scheme | *Does not prevent offline password guess-
*Secure hash function for industrial internet of things ing attack ) o
*Provides key update mechanism *Does not perform formal security verifi-
*Provides formal security analysis cation
*Does not provide lightweight authentica-
tion mechanism
*Does not provide dynamic authentication
[52] 2025 | *Elliptic curve cryptography *PUF-based identity authentication | *Does not provide lightweight authentica-
*Secure hash function scheme for telemedicne tion mechanism
*Provides formal security analysis
[53] 2024 | *Elliptic curve cryptography *Collaborative AKA scheme for indus- | *Does not provide dynamic authentication
*Secure hash function trial internet of things *Does not perform formal security analysis
*Symmetric key cryptosystem | *Provides collaborative authentication *Does not provide lightweight authentica-
tion mechanism

additional security features. However, the scheme exhib-
ited vulnerabilities, including exposure to de-anonymization
attacks, susceptibility to smart card theft, and a lack of
backward secrecy. Das et al. [2] employed biometric-based
methods to achieve mutual authentication and to derive secure
session keys in wearable device environments. Furthermore,
Challa et al. [29] proposed an AKA protocol based on elliptic
curve cryptography (ECC) to enhance security and efficiency
in resource-constrained environments. However, the protocol
incurred a high computational load, rendering it unsuitable
for devices with limited embedded computing capabilities,
such as wearable devices. Moreover, Abbasinezhad-Mood
and Nikooghadam [30] identified flaws in the scheme
proposed by Tseng et al.’s scheme [31], including errors and
ambiguities related to point multiplication in ECC. To address
these issues, the authors proposed an improved ECC-based
asymmetric key protocol for securing medical data on
the NanoPi Fire platform. To enhance privacy in telecare
medicine information systems, the authors in [32] introduced
an ECC-based authentication protocol that ensures user
anonymity and unlinkability.

Recently, Wajid et al. [33] proposed a secure user
authentication scheme that claimed to resist multiple attack
vectors, including physical device capture, impersonation,
and insider threats. However, Wang et al. [34] identified
critical limitations in the protocol, specifically its lack of
support for multi-factor authentication and its inability to
guarantee forward secrecy. Li et al. [17] proposed a three-
factor ECC-based AKA protocol; however, Saleem et al. [35]
later demonstrated that it lacked user anonymity and was
vulnerable to sensor node impersonation attacks. Moreover,
Srinivas et al. [36] introduced a novel multi-factor anony-
mous AKA scheme, incorporating a lightweight security
architecture suitable for healthcare environments [37]. The
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scheme used temporary pseudonyms during authentication
to maintain anonymity, which were periodically renewed
to prevent traceability. However, the protocol suffers from
inherent design weaknesses that make it susceptible to
de-synchronization attacks when adversaries disrupt iden-
tity updates. Furthermore, Srinivas et al. [22] presented
a three-factor authentication scheme based on ECC that
supports secure mutual authentication between users and loT
devices via a semi-trusted cloud intermediary. Guo et al. [38]
observed that the protocol is prone to synchronization attacks
and is impractical for resource-constrained IoT environments.
Jan et al. [39] introduced a lightweight framework designed
to ensure authentication and privacy for wearable devices
in industrial cyber-physical system environments. Moreover,
Ai et al. [22] proposed an improved ultra-lightweight
AKA protocol by addressing the vulnerabilities identified
in Guo et al.’’s [38] scheme, which generated insecure
session keys. They enhanced both its security and compu-
tation performance. Zia et al. [40] developed a lightweight
AKA protocol targeting wireless body area networks in
healthcare applications and demonstrated its resilience
using formal security verification techniques. Additionally,
Masud et al. [41] revised an anonymous entity authentica-
tion protocol for healthcare environments, employing hash
functions and random numbers to defend against various
attacks. Nonetheless, Wang et al. [42] demonstrated that the
protocol suffers from several issues, including traceability,
session key disclosure, and vulnerability to offline password
guessing attacks. Furthermore, Sureshkumar et al. [18]
designed an AKA protocol for V2G networks to ensure
trustworthy energy services. Yu et al. [19] revealed that the
scheme suffers from severe security vulnerabilities, such
as session key disclosure and impersonation attacks, and
reinforced Sureshkumar et al.’s scheme with PUF technology.
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Additionally, Yildiz et al. [20] designed a PUF-based AKA
protocol incorporating tree-based key distribution, while
Li et al. [21] developed a PUF-enabled AKA protocol to
support node-to-node key agreements.

Table 1 summarizes existing AKA schemes for resource-
limited environments.

IV. PRELIMINARIES

In this section, we provide the essential concepts and
background necessary for a comprehensive understanding
of the proposed scheme. We describe the system model,
adversary model, and the PUF.

A. SYSTEM MODEL

Figure 1 illustrates the overall network model. The sys-
tem comprises four entities that communicate wirelessly:
wearable devices (WD), a mobile terminal (MT), a cloud
server (CS), and a trusted registration center (RC). The
model requires a high level of security to ensure data
confidentiality and integrity, which is achieved through a
robust AKA protocol during session key generation and
encrypted communication.

o A user equipped with wearable devices transmits data
to the cloud server via a mobile terminal. During this
communication, the data travels over an insecure public
channel, which may be exploited by an adversary A
using various known attacks such as tampering, sniffing,
spoofing, and man-in-the-middle attacks.

o CS is considered a fully trusted entity. It first authen-
ticates messages from WD and MT using information
stored in both its own and the registration center’s CS’s
and RC’s database. Upon successful verification, CS
generates individual session keys using the received
messages and associated secure parameters.

o The trusted RC is responsible for generating secret
credentials for both WD and MT in an offline and
secure manner via a protected communication channel.
In particular, the RC provides robust security features
that enable resistance to various known attacks.

B. THREAT MODEL

We adopt the ‘“Dolev-Yao (DY)” [43] and ‘“‘Canetti-
Krawczyk (CK)” [44] threat models, which are widely
used to evaluate the security of AKA protocols. In the
DY model, the adversary can eavesdrop on, intercept,
modify, block, or replay messages transmitted over public
channels. Therefore, AKA protocols must ensure mutual
authentication and exhibit resistance to desynchronization,
message modification, and replay attacks under the DY
model [43]. The CK model [44] focuses on adversaries that
can compromise long-term private keys or short-term session
secrets. Therefore, the proposed scheme must provide perfect
forward secrecy and be resilient to ephemeral secret leakage
attacks [45]. The followings outlines the potential actions of
adversary A within the system model:
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o The proposed scheme is primarily designed to enhance
the security of wearable devices WDs, which are
vulnerable to compromise in resource-constrained envi-
ronments. Therefore, the CS and RC are assumed to be
trusted entities, as they possess sufficient computational
resources and secure infrastructure. An adversary A can-
not compromise them using known attacks. However,
if the WD or MT is lost or stolen, A may employ side-
channel techniques, such as PCAs, to extract secret
credentials stored on the devices.

o Adversary A may gain access to either the MT or the
user’s password. A may also steal either the MT or
the WD, but is assumed not to possess both devices
simultaneously.

o The protocol must ensure user anonymity, as well as
unlinkability and untraceability, to prevent adversary A
from correlating multiple sessions or connections.

C. PHYSICAL UNCLONABLE FUNCTION

PUF is a physical object that protects against cloning by
exploiting the micro-structure of the hardware. PUFs possess
unique micro-structural features, often referred to as the
fingerprint of the hardware. Each PUF produces a unique
input—output pair, known as a ‘“challenge-response(C-
R)” pair. By utilizing the challenge-response pair, secure
parameters can be generated with a random challenge and
authenticated using the corresponding response. In this paper,
we define the PUF operation R = PUF(C), where C denotes
the challenge and R denotes the response. The key properties
of the PUF are as follows:

o There exists no function PUF’(-) such that PUF'(C) =
PUF(C).

o While computing PUF(C) = R is efficient, it is
computationally infeasible to determine a challenge C
that produces a specific response R within polynomial
time.

o The output of a PUF is inherently unpredictable.

In the PSL-AKA, we adopt PUF technology to defend
against PCAs targeting WD and to protect the secret infor-
mation stored in their memory. CS utilizes PUF responses as
secret keys by leveraging their inherent uniqueness.

V. REVIEW OF Al ET AL."S SCHEME

This section reviews the Ai et al. protocol [15] by analyzing
its security vulnerabilities. Table 2 summarizes the key
notations used in Ai et al.’s scheme.

A. SETUP PHASE
In this phase, RC generates secret parameters associated with
each wearable device and stores them in its database. The
process involves the following main steps:
S1: RC generates a master secret key K, which is required
exclusively by the cloud server CS.
S2: RC assigns a unique identity /Dyp, to each wear-
able device WD; and computes a corresponding
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TABLE 2. Ai et al. Notations.
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FIGURE 1. Network model for the protocol.
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B. REGISTRATION PHASE

In this phase, U; securely registers at RC through the

following detailed steps.

Notation Description

U; ith user R1:
ID;, PW; Identity and password of U;

HID;, HPW; Pseudo identity and password of U;

TID; Temporary identity of U;

MT; Mobile terminal of U;

WD, Jjth wearable device

IDyp, Identity of WD; R2:
PIDWDj Pseudo identity of WD;

TIDwp; Temporary identity of WD;

TIDM | TID"" Old/New temporary identity

A;, B;, ... ,F;, Authi Authentication parameters bound to U;

ri, R; Random number bound to U;

T ith timestamp

n; ith nonce

M; ith authentication message

AT Maximum allowable transmission delay R3:
RC Trusted registration center

[\ Cloud server

SK Session key

K Secret key of CS

h(-) Hash function

&) Bitwise XOR operation

Il Concatenation operation

A Adversary

pseudo-identity PIDwp;, =

U; creates an identity ID; and password PW; pair
through MT;. To anonymize the credentials, MT; selects
a random number r; and computes HID; = h(ID;||r;)
and HPW; = h(PW;||r;). After making {HID;, HPW;}
pair, it is sent to RC via secure channel.

Upon receiving the credential pair {HID;, HPW;}, RC
generates a temporary identity 7ID; and a random
number R; for Uj;. It then computes the authentication
token Authi’ = h(HID;||HPW;|IR)), A; = R; ®
h(HID; ® HPW,), B; = h(HID;||R;||K), C; = R; ®
h(HID;||K) and records {(TIDf’ld = null, TID!* =
TID;), C;, HID;} into the CS’s database. Subsequently,
it inserts {Authi’, TID;, A;, B;} to MT;.

After receiving the authentication parameters from RC,
MT; computes a new authentication token Authi =
h(Authi’ @ HPW; @ r;). It then derives additional
parameters D; = r; @ A;, E; = B; ® h(HID; & HPW; &
r)), and F; = r; @& h(ID;||PW;), which are essential
for the authentication phase. Finally, MT; transmits
{TID;, Authi, D;, E;, F;, h(-)} for future verification.

C. LOGIN PHASE

L1:

h(IDwp,||K), which

associated with [Dyp;,. Furthermore, each WDj is given
a distinct temporary identity 7/Dyp;.

S3: RC records {IDwp;, (TID%]_ = null, TID}y
TIDwp,)} in the CS’s database and certificates
{PIDWD_,., TIDwp;, h(-)} into the memory of WD;’s.
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L2:

U; inserts ID; and PW; pair at MT;. Then, MT;
calculates r; = F; @ h(ID;||PW;) and obtains HID; =
h(IDj|\r;), HPW; = h(PW;||r;) pair.

MT; computes R} with RY = A; ® W(HID! ©
HPW}) = r; ® D; ® h(HID} & HPW;), Authi”™ =
h(HID}||[HPW||RY), and Authi* = h(Authi™* &
HPWl.* @ r;). If verification is successful, U; will be
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Wearable device (WD)) User (U;) /Mobile Terminal (MT;) Cloud Server (CS)
Al:
Create random nonce n, timestamp 7.
Msg, = {TIDi,m, T1}
A2:
Check if [T — Ty| < AT?
Create random nonce ny, timestamp 7.
Compute
My = h(TIDwp,||PIDwp,) & Rue, A3:
Ma = h(My||TID;||T2||n1||nz2). Check if |T5 — Ty| < AT?
Create random nonce n3, timestamp 7.
Msg, = {My, M5, TIDp,, T>} B; = E; & h(HID; & HPW; & r;), M3 = (n1||n3) & h(Bi||Ri||T3), Ad:

My = h(TID,||TIDyp, || M| |Ms||ns)| T5) -

Msg, = {M; — My, TID;, TIDyp,, T2. T3}

Mgy = WMy — Ma, TID: D, T2, Ta}

AT:

Check if |T5 — Ty| < AT?

Compute

(n3||n3) = M5 & h(TID;||Ri||n3]|T4).
SK¢s_y, = h(TIDi||(B; & Ty)|Ins||n||Ts),

SKiyp,—u, = Mz @ h(Bj||n[na|[n3]| Ts| | T),

A8:

Store SKes—v, SKwp, v, and TID; = TID}".

Msg; = {TID}y, . Mo, My0. Ts. T5}
A9:
Check if |75 — T5| < AT? Compute
(n3]n3) = My & h(TIDyp,||na||T5),
SKwp,~u, = h(TIDi||TIDwp, || PIDwp, ||n2||n} || Ta).
Mio = h(TIDi||SK i, — || TID5yp |15 T4l T5 )
Check if M, = M. If not, halt.
Compute TIDyjy = TIDy,, & h(TlDWD,Hn}HSK(;,D/,U’)
Store SKyip, _y;» TIDwn, = TIDjy .

Create random nonce ns, timestamp 75. Compute
My = (na||ns) @ h(TIDwp,||n2||T5), Mio = h(TID;||SKwp, ~u, || TIDjyp, | |n5]| T4l T5)-

Mg = h(Ms||SKés_y,|ISKiip, -y, || Ts]|Ta), TID} = TID} & h(TID;||n}||SK¢g ).
M = h(TID} || TIDjy || M || M- || T5||T4). Check if Mg < Ms. 1f not, halt.

FIGURE 2. Authentication and Key Agreement Phase of Ai et al.s Scheme.

upgraded. If it fails, MT; terminates login progress
subsequently.

D. AUTHENTICATION AND KEY AGREEMENT PHASE
During the AKA phase, two parallel authentication processes
take place: one between U;/MT; and WD; and another
between U; and CS. This phase also results in the creation
of two distinct session keys, each corresponding to one of the
authentication paths.

Al:

A2:

MT; generates a nonce nj and records the current
timestamp 7. It then transmits the message Msg; =
{TID;, n, T1} to WD; over a public channel.

Upon receiving WD; gets Msgy, it starts with verifying
if |T, — Ty| < AT is met, where T» is the current
timestamp and AT is the maximum delay allowed for
message sending between MT;, WD;, and CS. This
validation ensures protection against replay attacks.
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A3:

Ad:

Check if |Ty — T3] < AT?

Search TID; and recover its associated C;, HID;.
Compute R} = C; & h(HID;||K), B; = h(HID{||R}||K).,
(nilln3) = M3 & h(B ||R;||T3),

M = h(TID;||TIDyp, || M| |Ms]|n3|| T5).

Check if M} = Mj. If not, halt.

AS:

Search TIDyp, and recover its associated IDyp,.

Compute PIDyyp, = h(IDyp,||K), n5 = h(TIDyp,||PIDwp,) & M,
M3 = h(My||TID| 2]} n3).

Check if M3 L My 1f not, halt.

A6:

Create random nonce n4, timestamp 7;. Compute
SK¢s—u, = W(TIDi||(Bi & Ti)lIn3]|na| | Ts),

Ms = (n3||na) @ h(TID;||Ril|n3||Ts).,

SKwp,—u, = h(TID||TIDwp,||[PIDwp,|n2||na||Ts),

Mg = h(Ms||SKcs—u,||SKwp, v, || T3|T1),

Mz = SKwp,—y, Billny[ns||na||Ts||Ts).

Create TID}", TID’{.;;‘,’. Update (TID:’M = TID;, TID}*" = TID}**),
(TID§}, = TIDyn,, TIDjs, = TIDjs ) in CS’s database.
Compute TID; = TID{" & h(TID;||n4||SKcs—v,).
TIDyp, = TIDYp, & h(TIDwp,||na||SKwp,~v,)s

M =TI} TED M 17|51 ).

Msg, = {Ms. Mz, Ms, TIDjyy, . TID; . T4}
o SR e ey P 4T

If the condition is satisfied, WD; generates a random
nonce ny and calculates M| = h(TIDWDjHPIDWD].)Gan
and M = h(M||TID;||T||n1||n2). Subsequently, WD;
creates Msgy = {M1, M», TIDWDj, T>} and sends it to
T; via the public channel.

Upon receiving Msgy, MT; verifies the freshness
of the message to ensure its integrity and validity.
If the timestamp is valid, MT; generates a random
nonce n3 and calculates B; = E; & h(HID; &
HPW; & r), M3z = (ni||n3) © h(BillIR;||T3), and
M4 = WTIDi||TIDwp;||M>||M3]||n3||T3) when the
message is fresh. MT; then generates Msg3 =
{M| My, TID;, TIDWDj, T>, T3} and sends it to CS via
the public channel.

CS gets Msgz from MT; and checks the messages
timeliness to ensure it is fresh and has not been
previously used or delayed. When the message is new,
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CS searches for TID; in its database, resulting in three
possible outcomes. First case is when TID;’M = TID;,
it shows that U;’s temporary identity was not updated
in the previous session with CS. Second case is when
TID!*" = TID;, it means that temporary identity of U;
was successfully updated. Last case is there are no TID;
corresponding in CS’s database. It concludes to termi-
nating AKA phase promptly. Dealing with the first and
second cases, CS retrieves C; and HID; linked to TID;
in its database, then calculates R} = C; ® h(HID;||K),
B} = h(HID;||IR}||K), (n}l|n3) = M3 @ h(B}||R}[|T3),
and M} = (TID;||TIDwp,||M2||M3||n3||T3). After
calculating, CS assesses if M, j‘ = M, is fulfilled. If the
requirements are met, it explains CS authenticated U;
completely and the following advances to next step.
Otherwise, the authentication process is aborted.

AS: CS then searches its database to find T/Dwp,. Three
cases are predictable like Step A4: TID"l = TIDWDI,
TID”eW = TIDwp;, or there is no correspond-
ing TIDWD in CS’s database Upcoming with first
two cases, CS gets IDWD which is matched with
TIDwp; and computes PIDWD = h(IDWDJHK ),
ny = WTIDwp,||PIDwp,) & M), and M5 =
h(M1||TID,-||T2||nT||n§). Next, CS verifies whether
M; = M. If this holds true, it confirms that WD; has
been successfully authenticated.

A6: CS generates a new random nonce n4 and a timestamp
T4. It then computes SKcs—y, = HWTID;||(B; &
Ty)|In3||na||T3). Ms = (n2l|ng) @ W(TID;||IR;||n3]|T4),
SKwp,-v;, = h(TIDi||TIDwp, || PIDywpy|Ina]Ina] T4),
Me = h(Ms||SKcs—u;||SKwp,—u; |1 T3|T4), and M7 =
SKwp;—u; ® h(Billni||n3|Ina||T3||Ts). Afterward, CS
generates new temporary identities, such as TID}"
for U; and TID"%%]_ for WD;. Then CS renew 1ts
database to show these new parameters by setting
(TID?" = TID;, TID}*" = TID!*") and (TID"’d =
TIDwp,, TIDYyp. = TID”er) After doing these, CS
calculates TID* = TID!*" ® WTID;||n4||SKcs—v;),
TIDl:VDj = TI new <) h(TIDWD/||n4||SKWDj u;» and
Mg = h(TID?eWIITID* p;|IMe|IM71T5T4). Finally,
CS generates Msgs = {Ms, M7, Mg, TID*v‘VDj, TID}, T4}
and sends it to M7; via the public channel.

A7: MT; gets Msgs and verifies timeline of the mes-
sage. If the message is new, MT; calculates
(51ln3) = Ms & WTID{IRi s ||T2), SKEs g, =
W(TID|(B; & To)lImslInjlIT3), SKiyp, y, = M7 @
h(BillnilIn3|Ing|1T3

Ts), M = h(MslISKéS_U,.IISKﬁkVDj_U,.I|T3||T4),
TIDV TID} @ h(TIDi||n}||SKs_y;). and

M* = h(TIDf‘ewllTID*‘j‘,Dj||Mg||M7||T3||T4). Addition-
ally, MT; checks if MS* = Mg is satisfied. If it is correct,
MT; authenticates it as genuine continues. Otherwise,
the protocol is aborted.

A8: MT; generates a random nonce ns5 and timestamp T5.
Then it calculates My = (nal|ns) & W(TIDwp;||T4||Ts)
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and Mio = I(TIDi||SKwp,—u; I TIDYyp | Ins|| T4||T5).
In result, MT; not only manages SKcs—; and SKwp;-u;
but also renews TID; = TID!*". Subsequently,
it generates Msgs = {TIDWD ,M9, Mg, Ty, Ts} and
sends the message to WD; via a public channel.

A9: After WD; gets Msgs, it Verrfres the message’s fresh-
ness. If it is satisfied, WD; advances and calculates
(nylln5) = Mo & WTIDwp,||T4l|T5), SKwp,—u;, =
WTIDi|| TIDwp, [|PIDwp;||n2|Iny||T4), and M, =
h(TID;||SKy, WD,—U; [|TIDy, WD [In5]1T4||T5). Then WD;
determines if M 1o = Mio. Satisfying this condition
means that WD; verified completely; If not, session
is ended. Upon successful verification, WD; calculates
TI ’;ﬁl";j = TID’{}VD]_ @ h(TIDWDj“”Z“SKv*VDj—U,-) and
keeps SK{,“VDJ__ U; safely. Thereafter, it renews TIDwp;
tO TI new

VI. CRYPTANAYLSIS OF Al ET AL."S SCHEME
This section presents a cryptanalysis demonstrating that

Ai et al.’s scheme has several security vulnerabilities related
to attacks on wearable devices and the authentication process.
Specifically, the protocol fails to prevent wearable device
PCA, impersonation attacks, and does not adequately protect
user anonymity or untraceability. Moreover, it cannot ensure
mutual authentication between entities.

A. WEARABLE DEVICE PHYSICAL CAPTURE ATTACK
Adversary A can physically capture a wearable device
and extract its secret parameters {PIDwp;, TIDwp;,, h(-)}
through PCA. Using these stolen secrets, A generates
a random nonce n) and timestamp 7;. Now A can
compute M| = TIDwp,||PIDyp;) ® n, and M; =
h(M{||TID;||T}||n1||n%) with receiving Msg; and create A’s
Msg, = {M’,Mé,TIDWDj,TZ/}. A’s Msgy passes CS’s
verification from A5 and A gets Msgs to make session key
successful.

B. WEARABLE DEVICE IMPERSONATION ATTACK
Suppose A is impersonating a wearable device and receives
Msg sent from MT;. Since A has obtained secret parameters
through PCA, it can easily generate a valid Msg;. Subse-
quently, A receives Msg5 and uses it to compute the session
keys and T1, "%" , as described in the protocol steps.

1) Adversary A physically captures the wearable device
and extracts its secret parameters via PCA. A then
intercepts Msg; sent from MT;.

2) A generates Msg, = {M;, M}, TIDwp;, T;} with its
own 7, and timestamp 7.

3) MT; receives Msg), and use its T, at Msg3 for sending

itto CS.
4) CS authenticates M,, but it cannot filter fake mes-
sage and uses n, from creating (nj|[n¥) = Mo

® W(TIDwp,;||T4||T5) SKwp;—v; = WTID;|| TIDwp;|
PIDyp;, ||n2|n4||T4).

5 A intercepts Msgs and acts A9 phase successfully as
taking SKy, WD, U; and TIDyp .
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C. UNTRACEABILITY

Untraceability is a fundamental privacy-preserving property
that prevents an adversary from linking multiple commu-
nication instances to the same user or tracing a user’s
activities over time. By ensuring that each protocol execution
appears unlinkable, untraceability effectively protects user
anonymity and mitigates the risk of profiling or behavioral
inference. As adversary A can capture messages Msg) to
Msgs during the AKA phase and even forge some messages
using wearable device parameters obtained from PCA. Then,
A can learn PIDWD/. and PID; from the wearable device and
MSG,. This means that although A does not know the exact
real identities ID;, IDWD/., and HID;, it can still link devices
by their pseudonymous identities. Moreover, A can generate
random nonces and timestamps to forge valid messages,
allowing it to compute session keys and obtain updated
temporary identities TID”eW Because these pseudonymous
identities are reused across sessions, the adversary can trace
and link multiple sessions to the same devices. Therefore, the
AKA protocol is vulnerable to traceability attacks and fails
to provide anonymity and untraceability. This confirms that
Ai et al.’s scheme has weak security due to not satisfying
anonymity and untraceability requirements.

D. SECURE MUTUAL AUTHENTICATION

Secure mutual authentication ensures that the entities
involved in the communication process can reliably and
securely verify each other’s identities before establishing a
session. This property prevents impersonation, replay, and
man-in-the-middle attacks and forms the foundation of trust
between legitimate participants. Ai et al.’s protocol claims
to provide mutual authentication, where the CS verifies WD;
by checking M,. However, this authentication is broken by
impersonation attacks and PCAs. Additionally, U; cannot
directly verify WD; through the key agreement structure.
Therefore, U; cannot determine whether WDj is legitimate
or malicious. Due to these issues, Ai et al.’s scheme fails to
guarantee secure mutual authentication.

VIl. PROPOSED SCHEME

The proposed scheme strengthens the security of the AKA
protocol by integrating PUF technology. The scheme consists
of three phases: the setup phase, the registration phase, and
the AKA phase.

A. SETUP PHASE

WD; provides the C-R pair to RC using its PUF. RC generates
secret credentials associated with the wearable devices and
securely stores them in its database. The detailed steps of the
setup phase are described below:

S1: WD; selects a challenge Cp and computes Ry =
PUF (Co). Then, WD; calculates HRy = h(Col|Rp)
then sends {Cy, HRy} to RC securely. Upon receiving
{Co, HRo}, RC computes HR = h(Cy||Rp) and com-
pares it with the received HRO to verify authenticity.
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S2: RC distributes Ry which is utilized to CS. RC also
assigns a unique identity /Dwp; to the wearable
device and computes a pseudo- 1dent1ty PIDwp; =
h(IDwp; ||Ro). Additionally, a unique temporary 1den-
tity TIDWD is allocated to each WD;.

S3: RC puts {IDWD (TIDY,, = null TIDYH =
TIDwp,). (RYy, = null, R';g;; = Ry)} down to CS’s
database and {TIDW ,h(-)} in the WD;’s database
securely.

B. REGISTRATION PHASE
U, registers to RC and securely stores the required parameters
by following the steps outlined below.

R1: U, creates an own identity /D; and password PW; from
MT;. MT; generates a random number r; and computes
HID; = h(D;||r;), HPW; = h(PW;||r;). Then, MT;
securely sends this pair to RC.

R2: IfRC takes {HID;, HPW;} pair, it generates a temporary
identity TID; and a random number R;, which will be
utilized at U;. RC calculates an authentication token
Authi’ = h(HID;||HPW;||R)), A; = R; ® h(HID; ®
HPW;), B; = h(HID;||R;||K), C; = R; & h(HID;||K).
RC stores {HID;, HPW;, Authi'} in database and puts
{(TIDY = nuil, TID}®" = TID), C;, HID;} down to
the CS’s database. Also, it records {Authi’, TID;, A;, B;}
at MT;.

R3: MT; gets parameters through RC and calculates a
new authentication token Authi = h(Authi @
HPW; @& r;). It then computes D; = r; & A;,
E; = B; & h(HID; & HPW; & rj), and F; =
ri @ h(ID;||PW;) making extra elements which are
influential during authentication progress. Finally, MT;
records {TID;, Authi, D;, E;, F;, h(-)} securely in its
database for authentication phase.

C. AUTHENTICATION AND KEY AGREEMENT PHASE

In this phase, MT;/U; and WD; generate authentication
messages and send them to CS. Notably, WD; constructs
messages using its PUF and renews its parameter with every
session. After verifying the messages, CS generates two
independent session keys. In this phase, the login procedure
is illustrated in Figure 3, while the authentication and key
agreement process is depicted in Figure 4.

Al: U; puts ID; and PW; pair at MT;. MT; then computes
ri = F; @ h(ID;||PW;) and derives HID; = h(ID;||r;),
HPW; = h(PW;||r;) pair.

A2: MT;computes R = A;®h(HID} ®HPW}) = r;®D;®
h(HID} ® HPW}), Authi”™ = h(HID}||[HPW}||R}),
and Authi* = h(Authi™ ® HPW} @ r;). U; is getting
upgraded if Authi* = Authi verifies successfully. Oth-
erwise, MT; terminates the login phase immediately.

A3: MT; generates a random nonce n; and records the
current timestamp 7. Then, it sends the message
Msgy = {TID;, n1, T1} to WD; over the public channel.
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Ad:

AS:

A6:

A7:

Wearable device (WD))  User (U;) /Mobile Terminal (MT;)

Cloud Server (CS) ‘

Al:
U; inputs ID;, PW;.

A2:
Compute
Rf = A; ® h(HID; & HPW;) =

MT; computes r; = F; & h(ID;||PW;)
HID; = h(IDj||r;), HPW; = h(PWi||r;).

1i® D; ® h(HID} & HPW;),
Awthi® = h(HID]||HPW;|[R?), Authi* = h(Authi’* & HPW;' & ;).
Check if Authi* = Authi. If not, terminate.

FIGURE 3. Login procedure in authentication and key agreement phase.

WD; receives Msgy and starts to verify if |[To —
T)| < AT is met. T» is the current timestamp
and AT means the maximum delay is permitted for
transmitting messages between MT;, WD;, and CS.
Therefore, checking message’s freshness disallows
replay attacks. If this states are satisfied, WD; makes
a random nonce ny and challenge Cj,,. It calculates
PIDwp; = h(IDwp;||R0), Rnew = PUF(Cpew)), M1 =
h(TIDWD ||P1DWD,) ® Rnpew, M2 = h(M;||PIDwp;) ®
ny, and M3 h(M1||TID;||T2]|n1|In2). WD; creates
Msgr = {My, My, M3, TIDWDj, T,} after the compu-
tation and sends it to MT; through public channel.
MT,; checks timelines of the Mg, to guarantee integrity
and pertinence. Then, MT; creates a random nonce n3
and current timestamp 73. It calculates B; = E; &
h(HID; ® HPW; @ 1), My = (n1||n3) @ h(B;||R;||T5),
and Ms = Q(TID;||TIDwp,||M2||M3||n3||T3) when
the message is fresh. MT; then generates Msg3 =
{My M5, TID;, TIDwp;, T2, T3} and sends it to CS via
the public channel.

CS receives Msgz from MT; and examines timeliness
of the message to make sure that it has not been
abused. Once the message is validated, CS finds
TID; in its database meeting three possibilities. First,
if TID;’M = TID;, it means U;’s temporary identity
was not successfully updated in the previous session.
Second, if TID?®" = TID;, it indicates that U;’s
temporary identity was successfully updated in the
latest session. Third, if TID; is not found in the
database, the AKA process is terminated. In the first
two cases, CS regains C;, HID; connected to TID; in its
database and calculates R} = C; @ h(HID;||K), B} =
h(HID;||RE|IK). (f||n}) = My @ h(BY||RY||T). and
M3 = W(TID;|| TIDwp; ||M3]|M4||n3|T3). CS estimates
that M = M is fulfilled. If this condition is satisfied,
CS successfully authenticates U; and proceeds with
the protocol. Otherwise, the authentication process is
terminated.

CS looks through its database to find /Dwp, with
TIDwp;. Similar to Step A6, three cases are con51dered
TIDW = TIDyp,, TID}g, = TIDyp;, or there is
no resnlts for TIDWDJ in CZS’ s database. In the first
two cases, CS gets IDWDJ. which is matched with
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AS8:

A9:

A10:

All:

TIDWD and computes PIDWDj = h(IDWDj||Ro), n; =
H(Mi||PIDwp,) @ Ma. Ry, = h(TIDyp, [|PIDwp,) @
My, and M§ = h(M\||TID;||Tz||n}||n3). Next, CS
verifies if M‘* = Mas. If this condition holds, CS
successfully authenticates WD;.

CS generates a random nonce ng4 and timestamp
T4. It then computes the following parameters:
PIDyp. = h(IDwp;||Rpew), SKcs-u; = M(TIDil|(B; ®
T)lIn3||nal|T3), M6 = (n2llna) & W(TID;||R;|In3]|T4),
SKwp;-u; = W(TID||TIDwp;||PIDyp, | In2||n4||Ta),
M7 = h(Ms||SKcs—u;||SKwp;—u; | T31|T4), and Mg =
SKwp;—u; @ h(Billni||n3||n4||T3]|T4). CS generates
T ID”ew for U; and TID";‘,*}")’ for WD;. Then CS renew
its database to show these new parameters by setting
(TIDY" = TID;, TID}*" = TID*") and (TIDY4, =
TIDWDj, TID%’)‘;_V = TID"%’/_). After that, CS compntes
TID? =TI ?e @ h(TID;||n4||1SKcs—u;), TID*WD]- =
TIDYyy & WTIDwp;||nal|SKwp,—u;), and Mg =
h(TID”]eWHTID WD, ||M7]|Mg||T3||Ty). Finally, CS con-
structs Msgq = {M6, Mg, Mo, TID*‘jVD , TID}, T4} and
sends it to MT; through the public channel.

MT; receives Msgq and checks timeline of the
message. If Msgq is new, it computes (n3||n}) =
Mo @ h(TID;||R;||n3||T4), SKfg_ v, = WTID;||(B; &
Ti)llns 175I1T5), SKiyp, _y, = Ms & h(Billnalns]In
1 T |1Ta). Mf = h(M6lISK sy, |ISKiyp, 7|1 T311Ta),
TID!*" = TIDY @ WTID;||n}||SK{_ U) and M¢ =
h(TID"eWHTID D||M*||Mg||T3||T4) MT checks if
My ¥ = My is satlsfled If this verification fails, the
connection is immediately terminated.

MT; creates a random nonce ns, timestamp 75 and
calculates Mo = (nallns) @& h(TIDwp;||T4||T5)
and My = W(TIDi||SKwp;—u; | TIDyp, ||”5||T4||T5)
From this, MT; handles SKcs_y; and SKwp;-u;
and updates TID; = TID?®". Then, it generates
Msgs = {TIDtVDj, My, My, T4, Ts} and transmits to
WD; through the public channel.

WD; opens Msgs and verifies its freshness to pre-
vent replay attacks. If the message is fresh, WD;
computes (n;|ln5) = Mo © WTIDwp,||T4l|Ts),
SKwp;—u; = HTID;||TIDwp;||PL ”ewlln2||n4||T4)
and M}, = h(TID;||SKy, WD v TIDYyp ||n5||T4||T5).
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(n3In) = Mo & h(TIDi||Ril|ns]|T4),

Al0:

Wearable device (WD;) User (U;) /Mobile Terminal (MT;) Cloud Server (CS)
A3:
Create random nonce 1, timestamp 7.
Msg, = {TID;.ny.T1}
Ad:
Check if [T, — Ty| < AT?
Create random nonce 7, timestamp T5. Select challenge Cye,.
Compute PIDywp, = h(IDwp,||Ro), Ruew = PUF (Cpexs).
My = h(TIDy||PIDwp,) & Russ Mo = h(Mi] [PIDyp,) & s,
Ms = h(My||TID;|| T2y [|n2)-
Mg, = (M1, Ma, M, TIDyp, T2}
AS:
Check if T3 — Ty < AT?
Create random nonce n3, timestamp T'3.
B = E; & h(HID; & HPW, & r;), My = (ny||ng) & h(Bi||Ri[|Ts),
Ms = h(TIDi|| TIDwp,||Ms]|Ma]|ns]|T5) -
Msg, = {M; — M5, TID;, TIDyp,. T>.T5}
A6:
Check if [Ty — T3| < AT?
Search TID; and recover its associated C;, HID;.
Compute R = C; & h(HID;||K), Bf = h(HID;||R;||K).
(nilln3) = My ® h(B; ||R}[|T5),
M3 = h(TID{|| TIDyp,||Ms]|Ma||n3|| Ts).
Check if M = Ms. If not, halt.
AT:
Search TIDyp, and recover its associated C;, HID;.
Compute PIDyp, = h(IDwp,||Ro), n5 = h(My||PIDwp,) & M,
Ry = h(TIDwp, | |[PIDywp,) & My, Mg = h(M, ||TIDi|| T2 ||} |n3).
Check if M3 S M3. If not, halt.
AS:
Create random nonce 4, timestamp 75. Compute
PID}S = h{(IDw, |Rues). SKes—v, = h(TID| (B, & T4) ns] s T5),
Mg = (n2||na) & h(TID;||Ril|n3||T4),
SKwp,~v, = h(TIDJ||TIDyp, | PIDsy || o [na] | T4),
Mz = h(Ms||SKcs-u,||SKwp,~u, ||Ts||T4).
Mg = SKywp,—uv, D h(Bi||n||ng]|ns||T5[|Ty).
Create TID;*", TIDjjj; . Update (TID{" = TID;, TID}" = TID!*"),
(TIDYl}, = TIDyy, TIDigy, = TIDiGy ) in CS’s database.
Compute TID} = TID{*" & h(TID;||n4||SK¢s—v,),
TIDjyp, = TIDG, & h(TIDyp,||nal SKw, ~v,)
Mo = h(TID}"||TIDjyp, || M7 | |Ms||Ts] | T4)-
Msg, = {Ma, Ms, Mo, TIDjyp,, TID;  Ti}
A9:
Check if |T; — 74| < AT?
Compute

SK sy, = h(TID||(B; & Ty)|Ins||n3||Ts), SKyyp, ., = Ms & h(Bj|ns ||| |3 |T5|T4),
M3 = h(MISKEs_y,|ISKiv, o, ||Ts||Ts). TID}™ = TID} & h(TID||n]ISKs_y,)-
M3 = h(TID}™ || TIDjy ||M3 || M5 T3] |T4). Check if Mg < M. If not, halt.

Create random nonce s, timestamp 7. Compute
M1o = (nal|ns) & h(TIDwp,||T4||Ts), M1y = h(TIDi||SKwp, v, |[TIDyp, ||n5 ]| Ta|T5).
Store SKcs—u,. SKwp, v, and TID; = TID}.

Msg, = {TIDjyy, . Myo, M1, Ty, Ts}
All:
Check if |Ts — Ts| < AT? Compute
PIDwp, = h(IDwp,||Ro), (ni|[n3) = Mo © h(TIDwp,||T4||T5),
SKwp,—u, = h(TID;||TIDwp,||PIDY5y |[na| |n|T4).
My = h(TIDy||SKp, g, || TIDyp, [1n5 ]| T4 |T5)-
Check if M}, = My, If not, halt.
Compute T}y = TIDjy, & h(TIDwn, ||| 1SKip, -1;)
Store SKjip,_ g, TDwn, = TID}gy .

FIGURE 4. Authentication and key agreement phase.

Then, WD; authenticates if M iko = M. If the ver-
ification fails, the session is immediately terminated.
If verification succeeds, WD; calculates 71, ’551“)’1 =
TIDy,, @ W(TIDwp; ||ny] |SK;‘VD]__UI_) and secretly stores

SK;kVD;f U Finally, it restores TIDwp;, to T1. ';{jgi.

D. WEARABLE DEVICE RECOVERY PHASE
When the wearable device WD; is lost or stolen, the
user U; submits a WD recovery request to the RC to
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register a new device WDj. Upon receiving the request,
the RC generates new secret credentials associated with the
wearable device and securely stores them in its database.
The detailed procedure of the setup phase is outlined as
follows.

S1: U; inputs own identity ID; and password PW; to MT;,
and MT; computes HID; = h(ID;||r;), HPW; =
h(PW;||r;) and r; = F;®h(ID;||PW;). U; sends {HID; =
h(ID;||ri), HPW;, r;, Authi} to RC securely.
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S2: RC retrieves Authi’ matched with HID;, computes
Authiye,, = h(Authi' @ HPW; @ r;), and then checks
Autthine, = Authi.

S3: If it is correct, the new wearable device WDy, selects
a challenge Cyp and computes Ry = PUF(Cp).
Then, WDy, calculates HRy = h(Cpl||Rp) then sends
{Co, HRp} to RC securely. Upon receiving {Coy, HRy},
RC computes HR = h(Cy||Ro) and compares it with
the received HR to verify authenticity.

S4: RC distributes Ry which is utilized to CS. RC also
assigns a unique identity IDwp, to the wearable
device and computes a pseudo-identity PIDwp, =
h(IDwp, ||Ro). Additionally, a unique temporary iden-
tity TIDywp, is allocated to each WDy

S5: RC puts {IDwp,,(TIDYS, = null, TIDYy =
TIDwp,), (R%‘Z)k = null,R’V%’k = Rp)} down to CS’s
database and {TIDwp,, h(-)} in the WDy’s database
securely. The RC also notifies the CS of the lost device
WD;, after which the CS removes all information
associated with WD; from its database to prevent
unauthorized access.

VIIl. SECURITY ANALYSIS

A. INFORMAL ANALYSIS

We analyze the PSL-AKA scheme informally by demon-
strating its robustness against various well-known attacks.
Additionally, the proposed scheme satisfies essential security
requirements.

1) OFFLINE PASSWORD GUESSING ATTACKS WITH
LOST/STOLEN MOBILE TERMINAL

An adversary A can extract stored information from the
mobile terminal, such as {TID;, Authi, D;, E;, F;, h(-)} when
it is stolen or lost. A attempts to retrieve Aurhi =
h(HID;||HPW;||R;), D; = ri®A;, E; = Bi®h(HID;® HPW;®
r)), and F; = r; @ h(ID;||PW;). However, A fails because
it cannot obtain ID; or the random number r;. Therefore,
it is computationally infeasible for A to determine the user’s
password.

2) WEARABLE DEVICE PHYSICAL CAPTURE ATTACK

In this scenario, A may physically compromise the wearable
device by conducting power analysis attacks to get specific
internal parameters {7/Dwp;,, h(-)}. However, PSL-AKA uses
PUF technology, which generates responses dynamically
through challenge-response mechanisms without storing
sensitive values on WD;. Therefore, A cannot generate
response Rpey or compute PIDwp, = h(IDWDjHRo), both
of which are essential for generating valid authentica-
tion messages. Moreover, the session key SKwp,—u;
WTID; ||TIDWDI||PID”‘W [In2|n4||T4) between WD; and U;
is constructed using TIDl, TIDwp,, PI "%’, ny, n4, and
T4 which are required to be unique and session-specific to
maintain secure communication. Thus, while compromising
WD; threatens the session key shared with U;, it does not
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compromise the session keys established between U; and
other wearable devices. Hence, PSL-AKA effectively resists
physical capture attacks on wearable devices.

3) PRIVILEGED INSIDER ATTACK

Assume that A is a privileged user from RC with access
to user registration information, mainly {HID;, HPW;} pair.
Even if A obtains a stolen or lost MT; containing all stored
data, it remains computationally infeasible to recover the
user’s {HID;, HPW;} pair to ID; and PW; without knowing
the secret number r;. Because A cannot obtains r;, it cannot
reconstruct the authentication token Authi = h(Authi’ ®
HPW; @ r;) and nor retrieve R; from the hash Authi =
h(HID; & HPW; & R;). Additionally, A fails to gain secret
parameters D; = r; @ A;, E; = B; & h(HID; & HPW; &
r;), and F; = r; @& h(D;||PW;) which are associated
with r;. Thus, PSL-AKA provides strong protection against
privileged insider attacks through these security mechanisms.

4) DE-SYNCHRONIZATION ATTACK

The PSL-AKA scheme uses unique temporary identities
TIDwp; for wearable devices and TID; for users during the
setup and registration phases. These values are stored in
the CS database as {IDwp,, (TIDyp, = null, TID}) =
TIDwp,). (R"ldj = null, R';gg = R())} and {(TIDOI"f
null, TID?®" = TID;), C,,HID} To defend against de-
synchronization attack, CS maintains both old and new
temporary identities to ensure continuous synchronization
between U;, WD;, and CS. Additionally, archiving new RWDj
maintains persistence for WD; and CS. This ensures that
the protocol continues functioning correctly even if the
final confirmation message is lost or interrupted. Therefore,
the PSL-AKA scheme demonstrates resilience against de-
synchronization attacks.

5) REPLAY ATTACK

Assume that A can gain all of the messages where
Msgy = {TIDj, ny, T\}, Msg> = {M1, M2, M3, TIDwp,, T},
Msgs = {My Ms,TID;, TIDWD T, T3}, Msgs =
{M¢, Mg, My, TID}‘}VD ,TID}, T4}, and Msgs = {TIDWD ,
Mg, M1, Ty, Ts} from PSL AKA protocol. However, the
inclusion of random nonces and timestamps in every message
prevents replay attacks by enabling freshness verification in
each session. These factors demonstrate that the PSL-AKA
scheme is robust against replay attacks.

6) IMPERSONATION ATTACK
The PSL-AKA scheme prevents impersonation attacks
through three distinct cases:

User Impersonation Attack:
Assume that A attempts to impersonate a legitimate
user U;. A takes Msg; = {TID;,ny,T1} and
makes fake message Msg’;‘ = {TID‘;‘, n‘?, TIA} to
deceive the other entities. However, A does not
possess the necessary values HID;, HPW;, r;, R;,
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and B;, which are essential for generating Msg3 =
{My Ms, TID;, TIDwp;,, T, T3}. As a result, A is
unable to generate a valid authentication message
to CS and thus fails to impersonate U; within the
PSL-AKA scheme.

Wearable Device Impersonation Attack:
A pretends to be a WD; and takes Msg, =
{My, M>, M3, TIDWDj, T>}. However, it cannot
know PIDWDj and R,., even though A could
use side attacks like PCA. As a result, A cannot
make messages My = (TIDwp,||PIDwp;) @
Rpew, M2 = h(Mi||PIDwp;)) & ny, M3 =
h(M\||TID;||T>||n1||n2) and fails to create Msgg =
(M4, Mg‘, M?, TIDyy, Té“} with wearable device
impersonation attack in PSL-AKA protocol.

Cloud Server Impersonation Attack:
In this case, A attempts to impersonate CS and
takes Msga = {Msg, Mg, Mo, TID);VD]-’ TID;k, T4}.
However, to construct a valid Msgs, A would
require access to several secret parameters includ-
ing n3, n4, R;, Bi, Rpew, HID;, PID%BZ_, IDwp,,
and SKcs—y,;, all of which are used to gener-
ate {Me, Mg, My, andM1o}. This prevents A from
impersonating the cloud server and demonstrates
the robustness of the PSL-AKA scheme against
such attacks.

7) ANONYMITY AND UNTRACEABILITY

Assume that A successfully intercepts all messages
exchanged during the authentication process. The intercepted
messages, Msg; to Msgs, contain timestamps and random
nonces. Since these elements are protected, it is extremely
difficult for A to infer critical identifiers such as the
user’s identity (ID;), pseudo-identity (HID;), the wearable
device’s ID (IDWDj), and its pseudo-identity (PIDWD_,.). This
mechanism ensures both user and device anonymity within
the network. In addition, the use of distinct random nonces
and timestamps in each session effectively prevents A from
linking or tracking users across different sessions. Even if A
manages to obtain the temporary identities of U; and WD;
from intercepted communications, the protocol’s structure
ensures these identifiers are periodically refreshed to new
temporary values (TID"%VJ,) in every session. Additionally, CS
renews PIDwp, using the PUF response Rye,. This strategy
effectively prevents long-term tracking of both users and their
devices. Consequently, the PSL-AKA protocol ensures strong
participant anonymity and untraceability, establishing a solid
foundation for overall system security.

8) MAN-IN-THE-MIDDLE ATTACK

Man-in-the-middle attack is an attack in which an adversary
intercepts and modifies the messages exchanged between
communicating parties, making them believe they are directly
communicating with each other. A can intercept messages
from Msg; to Msgs and attempt to modify them to deceive
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legitimate entities. However, A is unable to alter Msg,
because it requires concealed parameters such as np and
PIDwp;. Additionally, A would need access to PIDwp;, Ri,
ri, ID;, PW;, Ry, and other confidential values to regenerate
valid random nonces and timestamps in Msg3, Msgs, Msgs.
Therefore, the PSL-AKA protocol is secure against man-in-
the-middle attacks.

9) PASSWORD UPDATE ATTACK

Password update attack is an attack that exploits weaknesses
in the password update mechanism, allowing an adversary
to change or compromise a user’s password without proper
authentication. If A gains access to a lost or stolen mobile
terminal, it may attempt to change the user’s password using
parameters extracted from MT;. However, this attempt fails
because A does not know ID; and PW; which makes A to fail
authentication of MT;’s criteria. Furthermore, even if A tries
to use a fake password, it would be impossible to generate r;,
HID;, R;, Authi, Authi*, and B; without access to the secret
parameters such as ID;, PW;, and K. Therefore, PSL-AKA
scheme is resistant to password update attacks.

10) KNOWN KEY SECURITY

Known key security is a property that ensures the exposure of
one session key does not compromise the confidentiality or
integrity of other session keys in different protocol sessions.
It prevents an adversary from deriving previous or future
keys or exploiting the known key to impersonate legitimate
entities. Assume that A manages to obtain session keys
SKcs—u; = WTID;||(B; & T4)l|n3||nal|T3) and SKwp,—v;, =
h(TID;||TIDwp; ||P1 ’;‘fgj||n2||n4||T4). These session keys
rely on temporary identities, random nonces, timestamps,
and PID, all of which are session-specific and constantly
updated, ensuring the uniqueness of each session key. This
demonstrates that the PSL-AKA scheme maintains strong
known key security features.

11) UNLINKABILITY

Unlinkability in AKA protocols means that A cannot
session-specific and constantly updated, ensuring the unique-
ness of each session key. The PSL-AKA protocol ensures that
multiple messages from the same sender cannot be linked
back to that user. During the AKA phase, the use of unique
random numbers and timestamps in each sessions between
Ui, WD;, and CS ensures that the exchanged data cannot
be linked to specific entities. As a result, A cannot obtain
any crucial parameters that would allow identification of
the actual communicating entities. Therefore, the PSL-AKA
scheme effectively achieves unlinkability.

12) THE EPHEMERAL SECRET LEAKAGE ATTACK

The PSL-AKA scheme establishes two session keys:
SKcs—u; = WTID;||(B;i ® T4)l|n3]In4||T3) and SKwp,—v;, =
h(TID,-||TIDWDj||PID’;§gj||n2||n4||T4), both of which are
generated uniquely for each authentication session to enhance
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security. Two specific attack scenarios are considered to
rigorously evaluate the security of the session keys and the
resilience of the protocol.

Case 1:
Let’s assume that A obtains the parameters 71D;,
TIDWDJ., ny, n3, n4, 13, T4. Due to the collision
resistance property of h(-), A cannot compute the
session keys without the long-term secrets PID";‘;’gj,
ID;, and PW;.

Case 2:
Even if A possesses the long-term secrets PID’&%/_ ,
ID;, and PW;, it is computationally infeasible to
derive the session keys without the corresponding
ephemeral secrets.

Our analysis of these scenarios clearly demonstrates that
the session keys are generated using a combination of
ephemeral and long-term secrets. Crucially, only the partic-
ipating entities possess or share these secrets. Furthermore,
session keys are computed from ephemeral and independent
secrets, ensuring that compromising a current session key
does not jeopardize past or future session keys for the
participants. This crucial design feature guarantees forward
and backward secrecy, meaning that if A compromises
a session, they cannot use that information to decrypt
previous communications or predict future ones. Therefore,
the PSL-AKA protocol is resilient against ephemeral secret
leakage attack.

13) SECURE MUTUAL AUTHENTICATION

In Msgz, CS verifies U; by confirming Ms and WD;
by checking M3. In Msg4, U; verifies CS by assessing
My. In Msgs, WD; verifies U; by checking M. Through
these verifications, mutual authentication is successfully
established in the PSL-AKA protocol.

B. FORMAL ANALYSIS USING ROR MODEL
We demonstrate that the PSL-AKA protocol achieves session
key security(SKS) using real-or-random (ROR) model. There
are three participants in PSL-AKA: CS, WD;, and U; as
PICIS, P%D, and Ptf,. This analysis employs queries such as
“Send(-), Execute(-), CorruptMT (-), and Test(-)”’. PSL-AKA
utilizes the “‘hash function Hash(-)”’ and the “PUF function
PUF(-)” as random oracles, and applies “Zipf’s law” to
demonstrate SKS.

Theorem: AdviSL —AKA implies the advantages of adversary
A in PSL-AKA breaking SKS is

2 q2
AdyPSL—AKA _ qn p
A ~ |HASH| = |PUF|

dp» qn, Hash, and gge,q are the “PUF(-) range space”,
“Hash(-) range space”, ‘“‘number of hash query”, and
“Send(-) query”. Also, l,, s, l,, and C are the Zipf’s
parameters.

We prove the theorem by playing games through Go-Gy.
Advi%lfAKA is the A’s winning possibility for G;.

4.
e 2UC G (35))-
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Go: Gy is areal attack played by A in PSL-AKA. Gy’s result
is shown in the following:

AdvSEARA = (2 AdvSEARA — 1. 1)

G1: G1 shows A can use eavesdropping attack at the trans-
mitting messages between MT;, CS, and WD; with Execute(-)
query.A must have to get TID;, TIDWDJ., PID’;%},, ny, n3, na4, B;,
T3, and Ty for SKcs—y, = WTID;||(B; @ T4)||n3|In4||T3) and
SKwp;-u; = (TID{||TIDwp;||PIDyp, [|n2]Inal||Ts) which
cannot be achieved by eavesdropping attacks. Therefore, A
gains no advantage with Execute query. So, winning Gg and
G ’s possibility is equal to A.

AdVSETAA = Aavi AR 2)

G;: Game G, is active/passive with using Hash and Send(-)
queries. A can create messages during the AKA phase. A has
to discover hash collision to win a game but all messages are
covered with one-way function Hash(-). So, A’s advantage in
G» s bounded by the probability of a hash collision, which is
governed by the birthday paradox.

2

PSL—AKA PSL—AKA N

|AdVA,G2 — AdVA,Gl | < m 3)

G3: This game is familiar with G, which uses Send and

PUF queries. Because of the secret features in PUF, A cannot
get an advantage in G3.

_ _ q,

|Adv§§g3 AKA — AdviSEAM) < 2|P—é’]F|. )

G4: A uses CorruptMT queries at G4 to gain secret

credentials {TID;, Authi, D;, E;, F;, h(-)} in MT;’s memory.

But these parameters consist of user’s identity and password.

Therefore, A must know the ID; and PW; at the same time

during this game. The result of G4 is shown in the following,
adopting Zipf’s law.

_ — q.
lAdviG, = Advi G <A G ot )

After finishing all games Gy — G4, A has to guess the bit c.
But A cannot have advantage for finding real c. This is shown
in the following:

_ 1
ABISEA = ©)

We can get (7) from (1), (2), and (6).

1 A dngL—AKA — |AdyPSL—AKA l|

2 4,Go 2
1
PSL—AKA
= lAdvig " = 2
= |AdVSEARA — AdViSEARA ()

By applying the “triangular inequality” to (3), (4), (5),
and (7), we obtain the following result in (8):
% A dvﬁSLfAKA

_ PSL—AKA PSL—AKA
= |AdVA,61 — AdvA’G4 |
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1 SUMMARY
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3
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5 BOUNDED_NUMBER_OF_SESSIONS

6

7 PROTOCOL

8 /home/span/span/testsuite/results/PSL—AKA. <+
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9
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12
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15
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17
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19 parseTime: 0.00s

20 searchTime: 5.12s

21 visitedNodes: 25 nodes

22 depth: 3 plies

FIGURE 5. The Result of OFMC.

1 SUMMARY

2 SAFE

3

4 DETAILS

5 BOUNDED_NUMBER_OF_SESSIONS
6 TYPED_MODEL

7

8 PROTOCOL

9 /home/span/span/testsuite/results/PSL—AKA. <+

if

10

11 GOAL

12 As Specified

13

14 BACKEND

15 CL—AtSe

16

17 STATISTICS

18 Analysed : 0 states

19 Reachable : 0 states
20 Translation: 0.04 seconds
21 Computation: 0.02 seconds

FIGURE 6. The Result of CLAtSe.

< | A dvf;SCL;I—AKA — A dvi%;AKA| + | A vaSL—AKA

A,G3
—Advﬁ:%;AKﬂ
< [AdVSET A — AR jaav AR
— Advﬁ%}‘AKA |
+ IAdvi%gAm — Advg!%;AKﬂ
2 2
= 2|HZXhSH| + 2|HZhSH| +1{C " Gienas g—fb} ®)

Finally, multiplying both sides by 2 completes the proof of
the theorem.
2 2
qy qp s ( qs )
2{C - A=)}
= fmas) *pur T HC Gt ()

A de;SL —AKA

C. FORMAL SIMULATION ANALYSIS USING AVISPA
In this section, we implement and evaluate the PSL-AKA
protocol using the AVISPA security verification tool [26].
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TABLE 3. Comparison of security features.

Feature [15] [24] [51] [52] [53] Our
A v X v v v v
fa v v X v v v
f3 X v v v v v
fa X v v v v v
f5 v v v v v v
fs v v v v v v
f7 v X v v v v
13 v v v v v v
fo X X v v v v
fio v v X v v v
f11 v v X X v v
fi2 v X X v X v

v': Protected, x: Not protected; f1: Man-in-the-middle attack, fa:
Offline password guessing attack, f3: Device capture attack, f:
Impersonation attack, f5: Session key disclosure attack, fs: Replay
attack, f7: Ephemeral secret leakage attack, fg: Anonymity, fo: Mutual
authentication, f1o: Formal Security Verification, f11 Lightweight
Authentication Mechanism, f12: Providing Dynamic Authentication

AVISPA is a widely accepted standard tool for analyzing
cryptographic protocols and is commonly used to validate
security properties against attacks such as replay and man-
in-the-middle. Protocols are specified using the High-Level
Protocol Specification Language (HLPSL) [46]. These
descriptions are translated into an Intermediate Format (IF)
by the HLPSL2IF translator. This IF model is then processed
by one of four verification backends: the “On-the-Fly Model
Checker (OFMC)” [47], the “Constraint Logic-based Attack
Searcher (CL-AtSe)” [48], the “SAT-based Model Checker
(SATMC)” [49], or the “Tree Automata-based Security
Protocol Analyzer (TA4SP)” [50]. The results generated by
these backends provide the basis for our security assessment. !

1) SIMULATION RESULTS

The results generated by the OFMC and CL-AtSe backends
are presented in Figures 5 and 6, respectively. These analyses
demonstrate that our authentication phase withstands the
examined threat models, ensuring security against replay and
man-in-the-middle attacks.

IX. PERFORMANCE ANALYSIS

We present an extensive performance analysis comparing
the security requirements of PSL-AKA with those of other
schemes [15], [24], [51], [52], [53]. PSL-AKA is also
compared in terms of communication and computation costs.

A. SECURITY PROPERTIES AND FUNCTIONALITY

We analyze the security properties and functionalities of
PSL-AKA in comparison with other existing schemes [15],
[24], [51], [52], [53]. As shown in Table 3, several related
AKA protocols are vulnerable to known attacks and provide
limited security protection. Therefore, it is essential for AKA

1 https://github.com/ISNPL/AVISPA_PSL._AKA
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TABLE 4. Comparison of communication costs.

Protocol TMsgs WDC (bits) TC (bits)
[15] 5 672 4448
[24] 5 1056 3616
[51] 3 1024 3104
[52] 4 1056 3392
[53] 3 544 2352
Our 5 928 4576

protocols to offer robust and comprehensive defense against
potential security threats.

The previous schemes also lack support for several
critical security features. Some schemes [15], [24] do not
provide secure mutual authentication, which means that
the overall security of the protocol is compromised. Other
schemes [24], [51] do not include a lightweight authentication
mechanism, so they are not suitable for resource-constrained
environments. In addition, some schemes [24], [51], [53]
do not support dynamic authentication, and therefore cannot
guarantee untraceability when fixed parameters are used.

In contrast, PSL-AKA is designed to resist various adver-
sarial attacks and to satisfy the essential security requirements
and properties expected of modern AKA protocols. This
demonstrates that PSL-AKA provides stronger and more
comprehensive security guarantees compared to the other
schemes presented in Table 3.

B. COMMUNICATION COSTS

Communication costs of previous protocols and PSL-AKA
are compared in Table 4 which is consist of bits number for
message transmission. We set the size of timestamps, PUF
challenge, identities and random nonce, various parameters
like hash, long-term keys, short-term keys, and PUF response
as 32 bits, 32 bits, 128 bits, 256 bits, and 320 bits for fairness
in evaluation. PSL-AKA uses five messages for transmission
and these each communication costs are 128 4 128 + 32 =
288 bits, 320 + 256 + 256 + 128 + 32 = 992 bits, 320 +
256 4 256 + 256 + 256 + 128 + 128 + 32 + 32 = 1664 bits,
256 + 256 + 256 + 128 + 128 + 32 = 1056 bits, and
128 + 256 + 256 + 32 + 32 = 704 bits. Therefore, messages
sending cost from WD; is 928 bits and total 4704 bits
are used to send five messages at authentication and key
agreement phase. Communication costs for WD; is slightly
higher than [15], but PSL-AKA used more bits to enhance
security. Also, even if it has little higher total overheads
within other protocols like [15], [24], [51], [52], PSL-AKA
used more bits for stronger security and functionality factors
shown in Table 3.

C. COMPUTATION COSTS

In this section, we compare the computation costs of existing
schemes [15], [24], [51], [52], [53] with that of PSL-AKA.
We define “Tj, T, Typ, Tgp” as execution time required
for “hash function, symmetric key encryption/decryption,
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TABLE 5. Execution time of cryptographic primitives.

Notation Executed time (ms)
T 0.014
Ts 0.012
Tmp 2.848
Tap 0.018

TABLE 6. Comparison of computation cost.

Protocol Wearable User (ms) Cloud server  Total cost (ms)
device(ms) (ms)

[15] 6T, =~ 0.084 17T, ~ 0.238 15T, ~ 0.21 ~ 0.532

[24] 3T, ~ 0.042 6T, ~ 0.084 4Tj =~ 0.056 ~ 0.182

[51] 6Ty +4Tmp + 7Ty +4Tmp + 4T + Tmp + ~~ 27.598
Top =~ 12.25 2T ap ~ Top ~ 2.94

12.408

[52] ATy +2Tmp = 11T, +2Ts = 8T + 2Tmp + ~ 11.762
5.752 0.178 2Ts ~ 5.832

[53] 4Ty + 2Tmp + N/A 3Ty, + 2T mp + ~ 11.55
2Ts =~ 5.776 3Ts =~ 5.774

Our 9T}, ~ 0.126 18T}, ~ 0.252 17T}, ~ 0.238 ~ 0.616

elliptic curve multiplication point, elliptic curve addition”,
as summarized in Table 5.

To evaluate the computational performance of PSL-AKA,
we implemented the protocol on a Raspberry Pi 4 Model
B platform. Table 6 presents a comparison of the com-
putation costs for PSL-AKA and the related schemes.’
While PSL-AKA incurs slightly higher computation costs
compared to some schemes [15], [24], it requires less
computation than others [51], [52], [53]. Despite having a
relatively higher total computation cost, PSL-AKA maintains
lightweight operations compared to [51], [52], [53], and
its enhanced security and functionality provide significant
benefits. Therefore, PSL-AKA is well-suited for resource-
constrained wearable device environments.

X. CONCLUSION

Various anonymous AKA schemes have been proposed to
enhance data transmission security for wearable devices.
However, some of these schemes face critical challenges
in maintaining their claimed security features and func-
tionalities. PSL-AKA improves upon previous protocols by
integrating Physical Unclonable Function (PUF) technology,
which protects wearable devices against physical cloning
attacks. The use of PUF makes our protocol highly effec-
tive for resource-constrained wearable environments while
providing strong resistance against adversaries. Both formal
and informal security analyses demonstrate that PSL-AKA
effectively defends against numerous potential threats. PSL-
AKA also resolves the design weaknesses found in previous
work that caused verification failures and prevented mutual
authentication. Through PUF-based authentication, the pro-
posed scheme enables secure entity verification and session
key establishment. Formal analyses using the ROR model

2https ://github.com/ISNPL/Performance_Analysis MIRACL
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and AVISPA confirm that PSL-AKA resists impersonation,
replay, and man-in-the-middle attacks. Moreover, perfor-
mance evaluation shows that PSL-AKA achieves an effective
balance among computation and communication efficiency.
In future work, we aim to optimize PSL-AKA to further
minimize communication costs and extend its applicability to
large-scale multi-device authentication scenarios in Internet
of Medical Things environments.
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