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Abstract

The increasing prevalence of advanced persistent threats and automated

cyberattacks highlights the need for proactive cybersecurity strategies.

Reinforcement-learning-based autonomous penetration testing has shown

promise; however, many existing simulation environments rely on abstract,

probability-driven attack models, resulting in limited reproducibility and gaps

relative to real-world conditions. This paper presents E-NASim as a

reinforcement-learning-based cyberattack simulation framework that explicitly

models attack feasibility and system evolution using pre-/post-attack state

(PPS) transitions derived from MITRE ATT&CK subtechniques. In E-NASim,

attack execution conditions and state transitions are deterministically governed

by PPS definitions, whereas reinforcement learning is used to learn effective

multistage attack sequencing under fixed constraints. Experimental results

demonstrate that E-NASim enables agents to learn coherent and executable

multistage attack strategies in complex network environments, providing a

practical foundation for automated penetration testing and security evaluation.
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1 | INTRODUCTION

Modern cyber warfare is evolving into a sophisticated
and stealthy threat landscape combining AI-driven
advanced persistent threats with large-scale automated
attacks. Traditional defense strategies focus on post-
incident measures such as endpoint detection and
response and security information and event manage-
ment. However, these approaches are often vulnerable to
evasion techniques and struggle to keep pace with rapid

attacks. Consequently, proactive defense strategies
emphasizing vulnerability identification and preemptive
testing, including breach and attack simulation and pene-
tration testing (PT), are emerging as new standards for
cybersecurity [1].

Despite their potential, proactive defense mechanisms
remain heavily reliant on highly skilled security profes-
sionals (for example, white-hat hackers). Conducting
continuous domain-wide testing has inherent limitations.
According to MarketsandMarkets, the global PT market
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is expected to reach USD 1.7 billion by 2024 and USD 3.9
billion by 2029, with a compound annual growth rate
(CAGR) of 17.1%. However, a global shortfall of approxi-
mately 3.5 million unfilled cybersecurity jobs is projected
by 2025 [2, 3]. This explosive demand, coupled with a
shortage of experts, underscores the urgent need for auto-
mation and intelligent PT.

To address these challenges, many governments have
established cyber ranges as virtualized environments for
training and evaluating cyber capabilities. Examples
include the US DARPA’s NCR, Israel’s CyberGymIEC,
and the EU’s Airbus Cyber Range. These platforms offer
domain-specific, scenario-based environments that simu-
late realistic systems to enhance operational readiness
[4–6]. However, the development of realistic and diverse
attack scenarios is a critical factor in such environments.
Currently, most scenarios rely on expert knowledge or
historical incidents and are constructed manually, limit-
ing their ability to reflect modern attack techniques and
provide sufficient scenario variability [7]. This shortcom-
ing restricts the effectiveness of training and hinders pre-
paredness for complex real-world threats.

In this context, agent-based PT using reinforcement
learning (RL) has gained increasing interest because it
enables automated attack scenario generation and
optimal path finding from an adversary’s perspective.
Representative frameworks such as NASim [8] and
CyberBattleSim [9] model the PT task as a Markov deci-
sion process (MDP) and allow RL agents to learn optimal
strategies. However, these simulation environments often
over-abstract state and action spaces for the sake of learn-
ing efficiency, resulting in a significant reality gap. Specif-
ically, unlike real-world environments, where attack
success is conditional on system context (for example,
host privilege levels and vulnerabilities), many existing
platforms rely on probabilistic models, reducing their reli-
ability and applicability in practice [10–12]. Probability-
driven attack success modeling obscures the explicit sys-
tem conditions required for attack execution, leading RL
agents to acquire strategies that may be infeasible or inva-
lid in real-world environments.

This paper proposes a novel RL-based cyberattack
simulation framework called E-NASim, which is
designed to bridge the reality gap and improve the strate-
gic validity of agent-learned attack policies. This frame-
work incorporates the explicit modeling of pre-/post-
attack states (PPSs) and condition-aware reward struc-
tures to enable realistic training. Specifically, E-NASim
models cyberattacks as condition-driven state transitions
by explicitly defining the required pre-state conditions
before an attack and the resulting post-state changes after
its execution. Rather than relying on stochastic success
probabilities, this approach enables RL agents to reason

based on concrete system constraints. Within this
framework, the role of an RL agent is to learn valid multi-
stage attack sequences under PPS-imposed feasibility con-
straints, focusing on optimal sequencing and decision-
making within a realistic attack space, rather than uncon-
strained exploration.

Our key contributions can be summarized as follows:

• PPS modeling for ATT&CK subtechniques: We struc-
ture attack actions at the MITRE ATT&CK subtechni-
que level and define explicit PPS conditions for each
action. This approach enables the realistic modeling of
attacker behavior and system changes, allowing RL
agents to learn strategies grounded in environmental
constraints.

• PPS-based MDP environment formalization: Using the
PPS model, we define attack success conditions and
the resulting state transitions within a formal MDP,
thereby enhancing the reproducibility of our experi-
ments and supporting reliable policy learning by
reflecting real-world dependencies.

• Reward function design reflecting action cost and
impact: We design a reward structure that considers
the strategic impact and execution cost of each attack
action, guiding agents toward efficient and goal-
oriented attack paths beyond simple goal-reaching
strategies.

Unlike existing NASim-based studies, this study did
not aim to demonstrate absolute performance superiority.
Instead, our experimental evaluation focused on validat-
ing whether PPS-driven modeling enables RL agents to
learn coherent and executable attack sequences that
respect explicit system constraints.

The remainder of this paper is organized as follows.
Section 2 reviews the technical background and related
work on PT, MDP modeling, and the MITRE ATT&CK
framework. Section 3 presents the E-NASim framework
and its architecture, including the detailed modeling of
attack state transitions. Section 4 describes our experi-
mental setup and evaluates the learning performance of
RL agents in multistage scenarios. Finally, Section 5 con-
cludes this paper and discusses future directions.

2 | BACKGROUND AND
RELATED WORK

This section presents the theoretical foundation and tech-
nical background of the proposed E-NASim framework,
followed by an overview of relevant prior work. We first
introduce the concepts and automation of PT and then
describe how such tasks can be modeled using the MDP.
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We also examine the MITRE ATT&CK framework and
MITRE CALDERA for the standardized representation
and emulation of attacker behavior. Finally, we compare
existing RL-based cyberattack simulators and identify the
key gaps that our study aims to address.

2.1 | PT and the need for automation

PT is a security assessment method that identifies and
evaluates vulnerabilities in an organization’s systems,
networks, or applications from an attacker’s perspective.
PT aims to validate the feasibility of real-world cyber-
attacks and is typically conducted by authorized security
experts executing attack scenarios in controlled
environments [13].

Technically, PT can be classified into network- and
host-based approaches. Network-based testing involves
port scanning to detect open services and identify associ-
ated vulnerabilities [14], whereas host-based testing
inspects system misconfigurations such as insecure file
permissions or registry settings [15].

Recent trends have emphasized automation in PT
using various tools integrating exploitation functions
connected to public vulnerability databases (DBs). These
tools primarily target web servers and applications,
significantly improving testing efficiency [16, 17]. In par-
ticular, various techniques such as attack graphs [18] and
rule-based algorithms [19] have been widely applied to
the construction of automated testing frameworks.

However, traditional automation approaches are
often limited to static or single-host environments, lack-
ing support for dynamic interactions or network-wide
evaluations. Additionally, most PT is conducted in the
form of a one-time assessment, the validity of which rap-
idly diminishes as the system configuration changes [20].
These limitations hinder comprehensive scenario-based
security validation.

AI-based PT has emerged as a promising approach to
addressing these issues. In particular, RL enables contin-
uous, interactive testing by training agents to learn effec-
tive attack strategies through trial and error [21, 22]. We
extend this paradigm by developing an RL-based penetra-
tion agent capable of operating in multihost network
environments with state-driven transitions.

2.2 | MDP and reinforcement

RL is a machine learning paradigm in which an agent
learns optimal decision-making through interactions with
the environment without requiring explicit supervision or

labeled data. This problem is typically modeled as an
MDP, which is a formal framework for sequential
decision-making under uncertainty [23].

An MDP is defined as a tuple S,A, P,R, γh i, where S is
the set of states, A is the set of actions, P s0 s, að Þ defines
the probability of transitioning to state s0 from state s
after taking action a, R s, að Þ is a reward function specify-
ing the reward received for action a in state s, and
γ � 0, 1ð Þ is a discount factor that determines the impor-
tance of future rewards.

The MDP assumes the Markov property, which states
that the next state depends only on the current state and
action and not on any prior history. The goal of RL is to
learn an optimal policy π sð Þ that selects the best action in
each state s to maximize the agent’s expected cumulative
reward.

During the learning process, an agent observes the
current state st at each time step t, selects an action at
according to its policy (that is, at � π stð Þ), receives a
reward rt, and transitions to the next state stþ1. By repeat-
ing this interaction over several episodes, the agent
updates its policy and converges toward an optimal pol-
icy π� that maximizes the expected return. This learning
objective can be expressed as follows [24]:

π� ¼ argmax
π

E
X∞

t¼0γ
trt

h i
: ð1Þ

RL algorithms can be broadly categorized into model-
based approaches, which utilize explicit environmental
models, and model-free approaches, which learn solely
through interactions with the environment. Model-free
algorithms are further classified into value-based, policy-
based, and actor-critic families.

A representative value-based method is Q-learning,
which learns the value of each state–action pair
(Q-value) through iterative updates based on the Bellman
optimality equation [25].

QNEW st, atð Þ Q st, atð Þ

þα rtþ γmax
a0

Q stþ1, a0ð Þ�Q st, atð Þ
� �

:

ð2Þ

However, traditional tabular Q-learning is inefficient
for high-dimensional state spaces. To address this issue,
deep Q-networks (DQNs) have been introduced, which
approximate the Q-function using deep neural networks.
Techniques such as experience replay and target net-
works have been employed to improve stability and con-
vergence [26, 27]. In this study, the proposed E-NASim
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model adopts the DQN framework to train cyberattack
agents capable of learning effective and strategic penetra-
tion paths in complex environments.

2.3 | MDP-based modeling of
autonomous PT

To implement RL in autonomous PT, the problem must
be formalized as an MDP in which each component maps
to an element in the test scenario. The state space
includes the observable features of the network, includ-
ing host configurations, active services, vulnerabilities,
and compromise status. These attributes are encoded as
structured state vectors. However, as observed by
Schwartz and Kurniawati, the size of the state space
increases exponentially with the number of hosts, nega-
tively affecting the scalability of training in realistic
environments [8].

The action space consists of the cyberattack opera-
tions available to the agent, including scanning, exploita-
tion, and privilege escalation. Each action is typically
defined as a pair (host, technique), indicating that a spe-
cific technique is applied to a particular host. If the sce-
nario includes N hosts and T techniques, then the action
space size becomes N � T, offering a uniform representa-
tion, regardless of scenario complexity.

The reward function is designed to encourage the effi-
cient compromise of high-value assets while discouraging
unnecessary or costly behavior. This function is com-
puted as the total value of compromised hosts minus the
total cost of actions performed.

R¼
X

h � H
value hð Þ�

X
a � Acost að Þ: ð3Þ

Here, H is the set of compromised hosts, value hð Þ is
the strategic value of host h, A is the set of actions per-
formed, and cost að Þ is the execution cost of action a.

In practice, the transition function P is often
unknown or difficult to model explicitly, particularly in
dynamic environments. Therefore, model-free RL algo-
rithms have been widely used. Zhou and others demon-
strated that algorithms such as DQN, advantage actor–
critic (A2C), and proximal policy optimization (PPO) can
be effectively applied to autonomous PT [28], allowing
agents to learn optimal strategies without requiring a pre-
defined model of the environment.

Such MDP-based formulations enable RL agents to
adopt strategic reasoning that aligns with real-world
adversarial behavior, serving as a foundational mecha-
nism for simulating realistic threat flows and supporting
automated adaptive PT.

2.4 | Standard frameworks for modeling
adversarial behavior: MITRE ATT&CK and
CALDERA

2.4.1 | MITRE ATT&CK framework

The MITRE ATT&CK (adversarial tactics, techniques,
and common knowledge) framework is a comprehensive
knowledge base that categorizes adversary behaviors
observed in real-world cyberattacks [29]. This framework
is widely used by security professionals for threat model-
ing, detection, and mitigation planning. As of the time of
this writing, the MITRE ATT&CK framework includes
14 tactics, 201 techniques, and 424 subtechniques, each
of which defines a specific adversarial objective, method
of execution, observable detection sources, and potential
mitigation strategies [29, 30]. This structured and evolv-
ing taxonomy provides a rich foundation for defining
granular and meaningful actions within E-NASim.

ATT&CK organizes adversary behaviors into a four-
level hierarchy. Tactics represent high-level attacker
goals such as initial access or privilege escalation. Tech-
niques define how these goals are achieved (for example,
phishing or credential dumping), whereas subtechniques
further specify the methods used, including PowerShell
(T1059.001) under the Command and Scripting Inter-
preter (T1059). Procedures document specific real-world
examples, including tools and command-line arguments
used by threatening actors.

This hierarchical structure enables precise threat
detection, the collection of detailed intelligence on adver-
sary behavior, and effective security control mapping.
Accordingly, ATT&CK has become the de facto standard
for representing attack behavior in both simulation and
operational contexts.

2.4.2 | MITRE CALDERA framework

The MITRE CALDERA framework extends ATT&CK by
providing an automated platform for adversary emula-
tion. It allows simulated agents to execute real attack
commands on live or virtual systems to evaluate detec-
tion and response capabilities under realistic condi-
tions [31]. CALDERA defines each attack operation as an
ability that maps to a subtechnique and includes attri-
butes such as the required privileges, execution com-
mands, platforms, and executors (e.g., PowerShell or
Bash). Abilities are defined in YAML or JSON and can
include preconditions, dependencies, and cleanup steps.

Unlike traditional simulators, CALDERA performs
behavioral emulations and executes real commands,
rather than simulating abstract effects. This approach

4 KOO ET AL.
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significantly improves fidelity and enables the meaning-
ful evaluation of security controls. However, CALDERA
is primarily designed for red-teaming and is not struc-
tured for RL.

In this study, we consider CALDERA’s concept of
abilities as a reference but extend this concept by intro-
ducing a structured PPS model. Whereas CALDERA
focuses on dynamic runtime logic, E-NASim formalizes
each subtechnique using static preconditions and post-
conditions that define system state transitions. These
structured transitions are better suited to RL environ-
ments, enabling agents to learn from discrete state
changes, rather than raw command executions.

This modeling approach enhances the generalizabil-
ity, reproducibility, and learning efficiency of cyberattack
simulations, forming the core foundation of the E-NASim
design.

2.5 | Research trends in RL-based
cyberattack simulation

Recently, simulation-based environments for automated
PT have been actively investigated. One of the most influ-
ential platforms is the network attack simulator (NASim)
proposed by Schwartz and Kurniawati, which enables RL
agents to learn attack policies through interactions with a
simulated network environment [8]. NASim defines net-
work topologies, host configurations, services, and vul-
nerabilities using YAML files and models the entire
environment as an MDP. Its modular scenario structure,
reproducibility, and compatibility with RL algorithms
have made it a foundational tool for follow-up studies.

Despite these advantages, NASim has significant limi-
tations in terms of realism and expressive power. To sim-
plify learning and environmental design, it abstracts key
system-level features such as service states, vulnerability
types, and privilege levels. Attack outcomes are often
modeled probabilistically, rather than through determin-
istic condition-based transitions. Consequently, NASim-
based agents may learn strategies that perform well in
simulations but fail to generalize to real-world scenarios,
which is a discrepancy known as the “reality gap” [9, 11].

To address these issues, several studies have applied
various RL algorithms within the NASim framework.
Ghanem and Zhou explored the use of a DQN, PPO, and
A2C for autonomous PT [28, 32, 33]. Tran and others
proposed a deep hierarchical reinforcement agent to
improve learning performance, whereas Zhou introduced
the Noisy nets, Dueling network architectures, Soft Q-
learning, Prioritized replay, and Intrinsic curiosity-based
DQN (NDSPI-DQN) as an action space decomposition
method that separates host selection from technique

selection for scalability. Sultana compared the learning
stabilities of DQN and PPO models across different test-
ing scenarios [34]. Although these studies have expanded
the applicability of NASim, they maintained its core
abstraction and did not incorporate realistic attack con-
straints or state-transition dynamics.

Kim and others applied RL to NASim to predict likely
future attack actions, focusing on probabilistic attack
path forecasting rather than executable attack generation.
Although effective for modeling attack tendencies, this
approach inherits NASim’s stochastic transition model
and does not explicitly represent system conditions or
deterministic attack feasibility [35].

To increase behavioral realism, some researchers
have integrated the MITRE ATT&CK framework into RL
environments. Oh and others mapped simplified
ATT&CK tactics to phases in RL experiments for algo-
rithm comparison [36]. Nguyen introduced a multilayer
action representation to support hierarchical strategy
learning in large-scale networks [37]. These approaches
improve the structural representation of attack behavior
but still lack explicit modeling of preconditions, effects,
and system-level transitions, limiting their fidelity and
transferability.

Recent studies have attempted to extend NASim to
improve its generalizability and realism. For example,
Janisch and others proposed NASimEmu, which combines
simulations with system-level emulations to evaluate agents
in novel scenarios [12]. Reti and others used NASim to
evaluate moving-target defense strategies quantitatively,
whereas Zhou and others introduced an episodic memory-
guided Deep Q-network method (EMG-DQN) as a DQN
variant that incorporates episodic memory to improve long-
term policy performance [38, 39]. Nguyen and others pro-
posed PenGym as a framework that links NASim with
Metasploit for real-environment execution and valida-
tion [40]. Huo and others further extended NASim by intro-
ducing a probabilistic defender that dynamically patches
vulnerabilities, enabling attacker–defender interaction
modeling. However, attack execution and state evolution
remain probability-driven, without explicit precondition or
postcondition modeling of attack actions [41].

Although these approaches enhance realism and
extensibility, they generally lack formal definitions of
attack conditions, structured state transitions, and
context-aware reward functions. In particular, most
NASim-based and ATT&CK-integrated approaches rely
on implicit or probabilistic transition assumptions, where
attack feasibility and effects are not explicitly encoded as
state-dependent conditions. This limitation makes it diffi-
cult to guarantee that learned attack policies correspond
to executable and logically consistent attack sequences in
real-world environments.

KOO ET AL. 5
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To overcome these limitations, this paper proposes
E-NASim as a framework that maintains the structural
flexibility of NASim while introducing MITRE ATT&CK
subtechniques as atomic actions and modeling each
attack using explicit PPS transitions. In contrast to previ-
ous approaches, E-NASim defines attack feasibility based
on concrete preconditions and encodes system changes
as structured postconditions, thereby enabling condition-
based state transitions that more closely reflect real-world
behavior. Furthermore, reward functions are designed to
reflect the strategic value and cost of actions and guide
agents to learn efficient and realistic attack policies.

By combining structured behavior modeling with RL
compatibility, E-NASim provides a simulation environ-
ment that supports the autonomous generation of realis-
tic attack scenarios and reduces the gap between training
and deployment environments. To clarify how this design
choice differentiates E-NASim from existing NASim-
based and related frameworks, we provide a structured
comparison in the following section.

2.6 | Structured comparison with
NASim-based frameworks

To position the proposed framework clearly with respect
to previous NASim-based and related studies, we provide
a structured comparison of representative simulation-
and emulation-based approaches.

Table 1 summarizes the key differences in attack
modeling assumptions, state transition mechanisms, and
the role of RL. Unlike existing frameworks that rely on
probabilistic or implicit transitions, E-NASim explicitly
models attack feasibility and effects using PPS defini-
tions. This distinction enables RL agents to learn coher-
ent, executable, and multistage attack strategies under
explicit system constraints.

3 | E-NASim FRAMEWORK
DESIGN

3.1 | Overview of the framework

Although NASim offers a simplified simulation environ-
ment for RL-based PT, its abstraction introduces a reality
gap that E-NASim aims to overcome. Specifically,
E-NASim introduces a structured simulation environ-
ment that explicitly models attack conditions and out-
comes using subtechniques from the MITRE ATT&CK
framework. E-NASim formalizes each attack with
defined PPS conditions, representing the required state
before an attack can be executed and the expected
state after successful execution. This approach enables
agents to consider environmental constraints and learn
strategies aligned with realistic system transitions.

E-NASim consists of three core stages, as illustrated
in Figure 1. The first stage is training scenario construc-
tion, where simulation environments are created using
YAML-formatted scenario files. Each scenario includes
host configurations, asset information, and a set of attack
techniques, each of which is defined with corresponding
PPS models derived from MITRE ATT&CK subtechni-
ques. These structured definitions allow for the auto-
mated generation of high-fidelity, constraint-aware
simulation environments.

The second stage is PT MDP modeling, where the sce-
nario is translated into an MDP. The state and action
spaces are constructed based on PPS specifications. State
transitions are dynamically determined by evaluating
whether the current environment satisfies the pre-state of
an attack and, if so, by applying the post-state to update
the system. The reward function is designed to reflect
both the strategic value of the compromised states and
the cost of actions, supporting the agent in learning effi-
cient and goal-oriented behaviors.

TAB L E 1 Structured comparison with NASim-based and related frameworks.

Framework Attack modeling State transition Role of RL

NASim [8] Probability-based Implicit Policy optimization

Kim and others [35] Probability-based Implicit Attack prediction

Reti and others [38] Probability-based Implicit Defense evaluation

Huo and others [41] Probability-based
(with probabilistic defense)

Stochastic
(patching-aware)

Policy learning under
attacker–defender dynamics

PenGym [40] Real execution Script-driven Policy transfer

E-NASim (proposed) PPS-based Explicit (pre/post) Sequence learning
under constraints

Abbreviations: NASim, network attack simulator; PPS, pre-/post-attack state; RL, reinforcement learning.
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The final stage is RL for the cyberattack agent, where
an RL agent interacts with the environment, observes
state vectors, selects attack techniques, and learns from
the resulting rewards and transitions. This interaction
loop continues until the agent converges toward a policy
that can autonomously generate strategic attack
sequences under complex constraints.

By modeling attacks as conditional state transitions
and encoding environmental logic into both the reward
function and MDP structure, E-NASim enables the train-
ing of agents that can adapt to realistic system conditions.
This framework supports strategic decision-making from
the adversary’s perspective, rather than relying on ran-
dom or brute-force action sequences. Consequently,
E-NASim provides a simulation platform that balances
abstraction with realism, making it suitable for practical
applications in PT automation, threat modeling, and
security evaluation.

3.2 | Training scenario construction
based on PPS modeling

To support realistic and constraint-aware strategy learn-
ing, E-NASim defines training scenarios using a struc-
tured PPS model. Each attack is modeled as a
subtechnique derived from the MITRE ATT&CK frame-
work and is explicitly annotated with a pre-state, describ-
ing the environmental conditions required for execution,
and a post-state, defining the expected system state after
successful execution. These definitions are applied at the

level of individual hosts and assets using attribute-based
representations.

The scenarios are described in the YAML format,
including details such as network topology, host configu-
ration, service states, known vulnerabilities, and sensitive
assets. By embedding the PPS logic into each attack
action, the environment enforces logical consistency,
ensuring that only feasible actions can be executed. This
structure enables the agent to learn meaningful, goal-
directed behavior, rather than relying on brute-force
exploration. Furthermore, this structured modeling
approach enhances the extensibility and realism of the
simulation environment, making it applicable to a wide
range of network configurations and attack paths.

The following subsections detail how attack actions
are defined using MITRE subtechniques, how their asso-
ciated PPS conditions are encoded, and how they are
integrated into the broader scenario configuration.

3.2.1 | Defining action units based on
ATT&CK subtechniques

In E-NASim, each action available to the RL agent is
defined at the level of a subtechnique from the MITRE
ATT&CK framework. This design preserves the semantic
meaning of attack behaviors while enabling RL agents to
make decisions aligned with realistic adversarial strate-
gies. By adopting ATT&CK’s structured taxonomy, each
action in the simulation corresponds to a concrete and
operationally meaningful attack step.

F I GURE 1 Reinforcement learning (RL)-based cyberattack simulation framework (E-NASim).

KOO ET AL. 7
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The proposed framework references the ability struc-
ture used in the MITRE CALDERA platform, where each
ability represents an executable implementation of a sub-
technique typically defined by attributes such as com-
mands, privileges, platforms, and executors. Whereas
CALDERA focuses on runtime execution logic, E-NASim
generalizes this concept by introducing explicit state
transitions.

Rather than modeling actions as command-level oper-
ations, E-NASim defines each subtechnique in terms of
PPSs. The pre-state describes the required environmental
conditions under which an action is applicable, including
host accessibility, vulnerability, presence, and privilege
level. The post-state defines the system changes resulting
from successful execution, including privilege escalation,
lateral movement capability, or asset compromise.

The PPS model serves multiple purposes, enabling the
RL agent to learn about environment-aware transitions,
thereby supporting more stable and strategic policy learn-
ing. It also ensures logical consistency within simulations
by allowing attack actions only when the defined precon-
ditions are satisfied. Furthermore, it allows the agent to
explore diverse attack paths by chaining subtechniques
that produce different effects toward a common objective.

In summary, whereas E-NASim leverages the
standardized structure of ATT&CK subtechniques, it
extends them by embedding state transition logic to repre-
sent system conditions and effects explicitly. This
approach transforms traditional attack descriptions into
RL-compatible action units, enabling the more realistic
and effective learning of adversarial behaviors in simu-
lated environments.

3.2.2 | Structure and attribute schema of PPS
models

E-NASim defines explicit PPS conditions for each
subtechnique to enhance the realism and learnability of
RL-based cyberattack simulations. These conditions rep-
resent the environmental requirements for executing an
attack and expected changes in the system state after an
attack succeeds. Together, they form a structured PPS
model that enables deterministic state transitions and
reward assignments based on environmental context.

The structure of each subtechnique is inspired by the
ability definition format used in CALDERA, where abili-
ties are described using YAML or JSON and include com-
ponents such as “pre,” dependencies, and executors. The
pre field contains optional pre-check commands or ini-
tializations; dependencies specify tools or contextual
requirements; and the executor defines the execution

command and platform. This structure facilitates the
operational execution of adversarial actions in real
systems.

E-NASim adopts a similar abstraction but reinterprets
it in a static, symbolic format to support RL. Rather than
relying on runtime conditions and shell-level execution
logic, E-NASim represents the PPS using structured
attribute–value pairs, allowing this information to be
used directly in defining environmental transitions and
observations. These structured representations not only
simplify the integration of attack conditions into simula-
tions but also allow for the explicit evaluation of action
feasibility and impact.

The PPS definitions in E-NASim are currently expert-
defined artifacts derived from established adversary
knowledge bases, particularly MITRE ATT&CK subtech-
niques and adversary emulation models such as CAL-
DERA. Therefore, PPS construction is a manual,
knowledge-driven process, similar to how attack tech-
niques and prerequisite conditions are curated in real-
world PT and red-teaming exercises. We explicitly
acknowledge this design choice and discuss it as a limita-
tion and future research direction, including the potential
for semiautomated PPS extraction and validation.

Figure 2A presents an example of the YAML defini-
tion of a subtechnique in E-NASim, showing how each
block is organized and how the PPS structures relate to
the learning environment. This format replaces
command-oriented action logic with a formal representa-
tion of host conditions and changes.

The internal schema of the PPS is organized across
multiple layers of granularity. At the host level, covered,
compromised, and reachable states are defined using
Boolean or categorical values. Host privilege levels (user,
admin, and web) are also specified. At the asset level, the
attributes include operating systems, services, processes,
applications, and files, each with associated status, privi-
lege, access, and vulnerability information.

For example, service types include remote desktop
protocol (RDP), virtual network computing (VNC), web,
DB, and server message block (SMB), with operational
statuses such as running, stopped, unavailable, or
infected. Vulnerabilities are mapped to identifiers such as
common vulnerabilities and exposures (CVE) numbers.
The process and application status may indicate normal
or infected execution. Files are characterized by access
permissions (read, write, and execute), logical states (cre-
ated, deleted, and encrypted), and file identifiers.

Figure 2B summarizes this schema in tabular form,
organizing attributes into categories such as host, service,
file, and privilege. This hierarchical schema enables the
fine-grained definition of system states and their changes,

8 KOO ET AL.
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supporting the realistic modeling of attack preconditions
and consequences. It also enables the efficient construc-
tion of the state space for RL agents, as only relevant
attributes referenced by PPS definitions are included in
an agent’s observations.

By employing a structured and extensible PPS
schema, E-NASim enables agents to reason about actions,
not just as discrete commands but as transitions within a
logically consistent system. This modeling approach pro-
vides a foundation for scalable and generalizable learning
in realistic cyber threat simulations.

3.2.3 | Enhancing scenario expressiveness
through environment configuration

Whereas NASim supports the YAML-based definition of
hosts and services, its simplified abstractions limit sce-
nario expressiveness, particularly in modeling multistage
attacks involving conditional transitions, privilege depen-
dencies, and sequential tactics.

For example, vulnerabilities in NASim are often
represented as simple Boolean flags without modeling
their specific types or associated conditions.

F I GURE 2 Examples of subtechnique

definitions and pre-/post-attack state (PPS) schema

in a reinforcement learning (RL)-based cyberattack

simulator: (A) example YAML definition of an

attack subtechnique and (B) attribute schema for

representing host and asset states using PPS.

KOO ET AL. 9
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Relationships between system components such as privi-
lege boundaries, file locations, and service-to-asset map-
pings are largely omitted. Furthermore, attack outcomes
are typically binary (that is, success or failure) and do not
capture how system states evolve as a result of each
action. These constraints limit the ability of agents to
learn realistic multistage strategies, particularly for inter-
nal movements and privilege escalation.

E-NASim addresses these limitations by extending
the scenario definition model structurally. Each host is
annotated not only with vulnerability presence but also
with specific CVE-based attributes that serve as direct ref-
erences for pre-state conditions. Sensitive data such as
password files or configuration entries are represented
as assets with explicit properties, allowing simulations to
capture lateral movement opportunities, shared creden-
tials, and privileged relationships across hosts.

Attack actions are defined using subtechniques from
the MITRE ATT&CK framework, each of which is embed-
ded with structured PPS models. These definitions specify
not only whether an attack is possible but also what sys-
tem state transitions occur upon success. For example, an
agent can only perform a lateral movement if it has
already acquired credentials from a compromised host,
and a successful movement updates the compromise and
privilege attributes of the target host accordingly.

This modeling approach allows an RL agent to interact
with a simulation environment that reflects the underlying
logic and constraints of real attack scenarios. Rather than
relying on random exploration, the agent must reason
about the system state, environmental conditions, and
strategic value of each action. Consequently, the learning
process becomes more targeted and efficient.

Ultimately, the extended scenario configuration in
E-NASim narrows the gap between abstract simulations
and operational reality, supporting the development of
agents capable of learning practical attack strategies
while maintaining the flexibility and reproducibility of
simulation-based experimentation.

3.3 | MDP modeling of the PT
environment

To enable strategic attack policy learning through RL,
E-NASim formalizes the PT environment as an MDP.
The simulation environment is structured into core MDP
components, including a network model, state space,
action space, transition function, and reward function.
Each component is designed to incorporate MITRE-
ATT&CK-based attack techniques and PPS logic, allow-
ing condition-driven decision-making and realistic sys-
tem transitions.

In this section, we explain how E-NASim extends its
abstract simulation model to represent realistic and
constraint-aware environments. In particular, we describe
how hosts and services are modeled, how state and action
spaces are constructed from PPS definitions, and how
transition and reward functions are configured to reflect
environmental feasibility and strategic outcomes.

3.3.1 | Modeling network and host
properties

As noted previously, NASim models hosts and services
with lightweight abstractions, which E-NASim extends to
support detailed system attributes. In NASim, a host,
which is referred to as a “machine,” is associated with
attributes such as subnet membership, running services,
and asset value. An RL agent can interact with this envi-
ronment by navigating the topology and executing
actions under firewall constraints. However, to maintain
simplicity, NASim limits each host’s attributes to basic
elements such as service presence and binary vulnerabil-
ity flags, without modeling deeper relationships or con-
textual requirements that influence real-world attack
feasibility.

This abstraction limits the realism of learned strate-
gies and may lead to policies that are not applicable to
real environments. For example, an agent cannot reason
about specific vulnerability types, user privilege levels, or
asset sensitivity, all of which are critical for adversarial
decision-making.

E-NASim addresses this gap by structurally extending
the network model to host- and asset-level representa-
tions. Each host contains not only basic service and sub-
net information but also structured properties such as
CVE identifiers for vulnerabilities, access-controlled files,
installed applications, and active services. These elements
are encoded as part of the state vector and used directly
to evaluate the PPS conditions of each subtechnique.

Additionally, sensitive data and privileged escalation
paths are modeled explicitly. For example, an agent may
need to locate and extract a credential file from one host
to perform lateral movement to another. Similarly, ser-
vices such as RDP or SMB are linked to both operational
status and exploitability, providing a more accurate simu-
lation of real-world system behavior.

By incorporating this level of detail, E-NASim allows
RL agents to reason about the environment in terms of
actionable security-relevant conditions. This host model
enables the realistic simulation of multistep attack paths,
including internal movement and privilege chaining,
while preserving compatibility with structured scenario
definitions and RL algorithms.

10 KOO ET AL.
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3.3.2 | State space definition based on PPS
modeling

In E-NASim, the state space of the RL environment is
constructed using the PPS definitions specified for each
attack technique. These definitions guide the selection of
observable features and determine how the system state
is represented and updated. The resulting state space is
high-dimensional but structured, enabling agents to rea-
son about attack feasibility and expected outcomes in a
realistic manner.

Each host in an environment is represented by a state
vector that encodes multiple types of information, includ-
ing the host’s subnet and unique identifier (as a one-
hot-encoded address), current security status (for example,
discovered, compromised, and reachable), privilege level
(for example, user, admin, and web), and the sensitivity or
value of associated assets. These core fields are followed
by a set of feature values derived from the host’s assigned
assets and attributes, as referenced in the PPS definitions.

Formally, a host state vector xi is defined as

xi ¼

"
one �hot Subnetið Þ,one �hot HostNumið Þ|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}

HAddri

,ci,di,ri|fflfflffl{zfflfflffl}
HStatusi

,

shvali|fflffl{zfflffl}
SHVali

,dhvali|fflffl{zfflffl}
DHVali

, privi|ffl{zffl}
HPrivi

, f i1, f i2,…, f im|fflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflffl}
HAssetsi

#
�Rd:

ð4Þ

The components of the host state vector xi are defined
as follows.

• HAddri represents the one-hot-encoded address of the
host, indicating its subnet and ID.

• ci,di,ri � 0,1 are binary variables indicating whether
the host is compromised, discovered, or reachable,
respectively.

• shvali,dhvali �R denote the sensitivity and detection
value associated with the host’s assets, respectively.

• privi indicates the privilege level of the host, such as
user, admin, or web.

• Finally, f i1,…, f im represent the feature values corre-
sponding to the asset attributes derived from the PPS
definitions of the attack techniques used in the
scenario.

The set of asset features is dynamically derived from the
PPS definitions associated with all attack techniques. Specif-
ically, the simulation extracts only those attributes that
appear in any PPS model, thereby reducing the dimension-
ality of the state space and improving learning efficiency.
The set of relevant asset features Fused is defined as

F used¼
[
T k � T scenario

keys T kð Þ, ð5Þ

where T is the set of all subtechniques in the scenario
and keys �ð Þ extracts the attribute fields from each PPS
definition.

The overall system state S is formed by concatenating
the state vectors of all N hosts in the environment as
follows:

S¼

x1
x2

..

.

xN

2
66664

3
77775�RN�d: ð6Þ

In addition to the host states, the agent is provided with
a result vector that encodes the outcome of the most recent
action. This vector includes information on whether the
previous attack was successful and, if not, the reason for
failure. Specifically, the result vector rexec contains four
binary fields: Success, ConnErr (connection error due to
unreachable host), PermErr (permission error due to insuf-
ficient privilege), and UndefErr (undefined or unknown
failure). These indicators are followed by padding zeros to
match the dimensions of the host state vector.

rexec¼ Success, ConnErr, PermErr, UndefErr, 0,…, 0|fflffl{zfflffl}
d�4

2
4

3
5�Rd: ð7Þ

The final extended state matrix observed by the agent
is defined as

S0 ¼

x1
x2

..

.

xN
rexec

2
66666664

3
77777775
�R Nþ1ð Þ�d: ð8Þ

This matrix encapsulates the full environmental state
at each time step, including both the system conditions
and recent interaction context. This model allows an
agent to condition its decisions not only on the system
structure but also on past feedback, thereby facilitating
more robust and context-aware policy learning.

3.3.3 | Action space definition based on
attack techniques

In E-NASim, the action space of the RL environment is
constructed based on a set of executable attack

KOO ET AL. 11
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techniques available within the scenario. Each action cor-
responds to a unit attack, which is defined as the applica-
tion of a specific attack technique to the host. Formally,
the action space consists of all possible pairs (host and
technique), where the technique is a subtechnique
derived from the MITRE ATT&CK framework.

Let H denote the set of hosts and T denote the set of
attack techniques defined in the scenario. Then, the action
space A is given by the Cartesian product A = H � T,
meaning the agent can, in principle, attempt any technique
on a host. This structure assumes that the same set of tech-
niques is uniformly available across all hosts. Although this
assumption may not hold in every real-world scenario, it
simplifies the implementation and training processes by
eliminating the need for per-host action masking.

This uniform design offers practical benefits for RL,
including a fixed-dimensional output space in the
Q-network or policy model, eliminating the need for
dynamic resizing or the filtering of invalid actions during
inference. Action feasibility is enforced through the state
transition function, which evaluates the PPS-defined pre-
conditions for each technique before execution.

Although the full action space grows linearly with the
number of hosts and techniques, its structure remains
manageable and well suited to deep RL. Furthermore,
the PPS-based transition mechanism ensures that the
agent receives meaningful feedback only when actions
are contextually appropriate, allowing it to learn action-
selection policies that can be generalized across different
network structures and scenarios.

This design of the action space, which revolves
around host-technique pairs, supports the flexible but
consistent simulation of adversarial decision-making,
enabling agents to explore diverse attack paths and
develop realistic intrusion strategies.

3.3.4 | State transition function based on
PPS conditions

E-NASim defines environmental dynamics using a state
transition function that explicitly models the effects of
attack actions using the PPS structure associated with
each technique. This approach formalizes how the sys-
tem state evolves in response to agent actions, ensuring
that state transitions are logically consistent and aligned
with real-world attack semantics.

The transition function is defined as

stþ1¼ f st, atð Þ, ð9Þ

where st is the current state and at is the selected action.
This function evaluates whether the pre-state conditions

of the selected attack technique are satisfied in the cur-
rent state. If the conditions are met, then the correspond-
ing post-state is applied to update the system; otherwise,
no change occurs, and a failure signal is returned to the
agent.

Each attack technique is classified as either local or
remote, and the transition logic depends on this classifi-
cation. During a local attack, an action is evaluated only
with respect to a single target host. The pre-state is
checked against the current attributes of the host, and if
the attack conditions are satisfied, then the post-state is
applied to the same host to reflect the result of the attack.

In contrast, a remote attack involves two hosts: the
source (initiating host) and the destination (target host).
In this case, the transition function evaluates whether
both the source and destination hosts meet the pre-state
conditions defined in the technique. If so, the post-state
is applied independently to both hosts. This dual-
condition evaluation supports the realistic modeling of
multihost operations such as lateral movement or remote
code execution (RCE).

The attack type (that is, local or remote) is specified
by the metadata field technique_remote (true/false)
within each technique definition. This field informs the
environment regarding how to interpret the PPS condi-
tions and which hosts to evaluate or update.

Figure 3 illustrates this distinction, showing how local
and remote attacks are processed differently. For
local attacks, only the attributes of the target host are
involved, whereas remote attacks require condition eval-
uation and state updates across two hosts.

By structuring state transitions around PPS logic,
E-NASim ensures that attack feasibility and effects are
determined by the environment state, rather than by
fixed probabilities. This approach enables an RL agent to
develop policies that are sensitive to realistic system con-
ditions and learn meaningful cause-and-effect relation-
ships. The result is a more stable learning process and a
simulation environment that better reflects the logical
flow of a real-world cyberattack.

3.3.5 | Reward function design for strategic
penetration

The reward function in E-NASim is designed to guide RL
agents toward learning strategic and efficient penetration
behaviors, rather than merely executing arbitrary or
greedy actions. It incorporates not only the success of an
attack but also the strategic importance of the outcome
and the operational cost associated with the action,
enabling agents to develop attack paths that are both
effective and resource-aware.

12 KOO ET AL.
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The total reward received by the agent in each step
consists of three elements:

• a base reward according to the type of action Rstep atð Þ,
• a goal-oriented reward reflecting successful state tran-

sitions Rgoal stþ1ð Þ, and
• a cost penalty associated with resource consumption or

risk cost atð Þ.

An action-based reward is a static value assigned to
each attack technique based on strategic significance. For
example, reconnaissance actions such as scanning or
information gathering may yield low rewards (for exam-
ple, +2), whereas high-impact techniques such as creden-
tial theft or RCE may offer higher rewards (for example,
+5 to +13). These values are configured manually to
encourage the agent to prioritize impactful behaviors.

A goal-based reward is granted when an action leads
to a meaningful state transition, such as a host becoming
compromised, a privilege level being elevated, or a sensi-
tive file being acquired. These outcomes are determined by
comparing the system states before and after the attack
based on the post-state definition of the executed tech-
nique. For example, compromising a host may yield +12
points, achieving privilege escalation may yield +7 points,
and accessing a sensitive asset may yield +13 points.

The action cost represents resource consumption, exe-
cution risk, or operational time and is assigned a positive
value that is subtracted from the total reward. For exam-
ple, scanning may incur a cost of one point, whereas
more intrusive actions such as privilege escalation or cre-
dential theft may cost three to five points. These cost

values are manually assigned, reflecting the relative diffi-
culty or risk of each technique.

The total reward Rt at time step t is computed as

R stþ1, at, stð Þ¼Rstep atð ÞþRgoal stþ1ð Þ� cost atð Þ: ð10Þ

This reward structure encourages an agent to maxi-
mize the impact of its actions while minimizing unneces-
sary costs. By balancing success-driven incentives and
penalty terms, the agent is guided to explore not only feasi-
ble actions but also strategically valuable actions that align
with adversarial objectives in real-world cyber operations.

Such a design supports the emergence of efficient,
goal-directed policies and increases the interpretability
and realism of learned attack behaviors. This design also
ensures that agents learn not only how to succeed but
also how to succeed efficiently under realistic operational
constraints.

3.4 | Design of the DQN-based
learning agent

To enable RL agents to acquire strategic attack behaviors,
E-NASim adopts a DQN framework. An agent observes
the current state of the environment, selects an attack
action from the defined action space, and updates its pol-
icy through trial-and-error interactions based on received
rewards and state transitions.

The input for the agent consists of the extended state
matrix defined in Section 3.3.2. This matrix includes the
state vectors of all hosts, as well as a result vector

F I GURE 3 Pre-/post-attack state (PPS)-based

modeling of local and remote attack techniques in a

reinforcement learning (RL)-based cyberattack

simulator: (A) PPS evaluation and update flow for

remote attacks involving source and target hosts

and (B) PPS evaluation and update flow for local

attacks on a single host.

KOO ET AL. 13
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summarizing the outcome of the agent’s previous action.
Each host state vector encodes critical attributes such as
discovery status, compromise state, privilege level, and
selected asset properties derived from PPS definitions. This
structured input enables agents to make decisions based
on the security-relevant context of the network
environment.

Figure 4 illustrates the overall architecture of the
DQN-based learning agent. The agent receives the cur-
rent state st and computes a Q-value Q st, at;θð Þ for each
action at in the action space A¼H�T, where H is the
set of hosts and T is the set of available techniques.
The Q-values represent the expected cumulative
rewards for each action starting from the current state.
The Q-function is approximated using a deep neural
network, typically implemented as a multilayer percep-
tron (MLP), with an output dimension equal to the
total number of possible (host, technique) action pairs.

In each time step, the agent selects an action using
an ε-greedy policy, which balances exploration and
exploitation. The selected action is applied to the envi-
ronment, yielding a reward rt and the next state stþ1. The
tuple st, at, rt, stþ1ð Þ is stored in an experience replay
buffer, which maintains a fixed-size memory of recent
transitions.

During training, the agent samples minibatches of tran-
sitions from the replay buffer and updates the Q-network
parameters by minimizing the following loss:

L¼ rtþ γmax
a0

Q stþ1, a0;θ�ð Þ�Q st, at;θð Þ
� �2

: ð11Þ

Here, θ denotes the parameters of the online
Q-network and θ� represents the parameters of the target
network, which are periodically updated to stabilize
learning. The target value is computed using the target

network, whereas the current estimate is produced using
the online network. This design prevents feedback loops
from arising when both sides of the update equation
depend on the same parameters.

The use of experience replay and a separate target
network mitigates issues such as catastrophic forgetting
and instability during training. These techniques, in
combination with the structured inputs and reward
design introduced previously, allow DQN agents in
E-NASim to learn effective and reusable attack policies
that can be generalized across different network
environments.

By combining deep Q-learning with PPS-based simu-
lation logic, E-NASim enables agents to learn not only
how to compromise systems but also how to do so strate-
gically, based on realistic preconditions, operational con-
straints, and long-term goals.

4 | EXPERIMENTS

4.1 | Objective and setup

The primary objective of our experiments was to evalu-
ate whether the proposed E-NASim framework can sup-
port realistic and condition-aware cyberattack
simulations using MITRE-ATT&CK-based techniques
and structured state transitions. Specifically, our experi-
ments aimed to determine whether an RL agent can
learn effective and strategic attack policies under com-
plex multistage scenarios. Importantly, the objective of
our evaluation is not to claim absolute performance
superiority over existing simulators but to validate PPS-
driven learning behavior by determining whether an RL
agent can learn coherent and executable multistage
attack sequences under explicit pre-state constraints and
post-state transitions.

F I GURE 4 Learning architecture of the deep

Q-network (DQN)-based cyberattack agent. The

agent receives the extended state matrix as an input

and estimates Q-values for all actions. Actions are

selected using an ε-greedy policy, and the resulting

rewards and next states are stored in the experience

replay buffer for training. A separate target network

is periodically synchronized to stabilize learning.

14 KOO ET AL.
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To this end, two distinct training scenarios, denoted
as v1 and v2, were designed, each of which is defined by
a set of attack techniques and corresponding PPS models.
The RL agent was trained to select actions from these
techniques, receiving feedback through a reward function
reflecting both strategic value and execution cost. Accord-
ingly, experimental results were interpreted in terms of
strategy validity, logical consistency of state transitions,
and constraint-aware sequencing, rather than as a direct
benchmark of raw learning performance, as in prior
studies.

The RL agent was implemented using the DQN algo-
rithm described in Section 3.4. Experiments were con-
ducted on a system equipped with an NVIDIA RTX 2080
Ti GPU, Intel Core i9-11900K CPU, and 128 GB of RAM.
All training was performed using PyTorch with the
hyperparameters and environmental settings detailed in
the following subsections.

4.2 | Scenario design and comparison

To evaluate the policy-learning performance of E-NASim,
two training scenarios, v1 and v2, were constructed, each
with different levels of structural complexity and attack
path diversity. These scenarios differ in terms of network
topology, host configuration, service composition, and the
number and distribution of attack techniques. Conse-
quently, the structures of the state and action spaces
encountered by the agent varied significantly.

Scenario v1 is a small-scale, two-tier network mod-
eled after a simplified real-world breach incident. The
attacker begins with an infected endpoint and moves
through the relay server toward the internal web and DB
servers. This scenario includes two subnets and repre-
sents the core stages of multistep attacks, including
reconnaissance, exploitation, privilege escalation, infor-
mation gathering, and data exfiltration, in condensed

F I GURE 5 Network topologies of training

scenarios v1 (A) and v2 (B). (A) A two-tier

structure with a single relay path, modeling a

simple intrusion flow. (B) A six-subnet

architecture with multistage lateral movement,

representing complex asset distribution and

state transitions.
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form. This setup was primarily intended to verify the fea-
sibility of state-transition-based policy learning in a con-
trolled environment.

Scenario v2 simulates a more realistic and complex
information technology (IT) infrastructure modeled after a
small-to-medium-sized enterprise. The network consists of
six interconnected subnets combining external and inter-
nal assets. The attacker starts in Subnet 0 and must first
gain access to the initial foothold in Subnet 1. Then, the
agent must compromise a high-value host in Subnet
2 (H20), move laterally through Subnets 3 and 4, and
finally reach a critical Tomcat server in Subnet 5 (H53).
Each host is described using multidimensional feature
vectors, including operating system, service status, privi-
lege levels, and vulnerability indicators. The agent must
condition its actions based on these features to make
progress.

Figure 5 presents a visual comparison of the network
structures for scenarios v1 and v2, indicating the number
of subnets, host relationships, and possible progression
paths for the attacker. Whereas scenario v1 offers a nar-
row deterministic path with limited options, scenario v2
presents a broader and more dynamic environment with
multiple attack branches and constraints.

Scenario v2 also includes 40 MITRE-ATT&CK-based
techniques, covering diverse tactics such as reconnais-
sance, initial access, privilege escalation, lateral move-
ment, and exfiltration. Owing to this expanded scope,
the complexity of both the state and action spaces is
substantially greater than that in scenario v1.
Additionally, every attack in this scenario is governed by
PPS-based execution conditions that require the agent to
learn context-sensitive decision-making strategies.

Although both scenarios utilize structured state transi-
tions based on the PPS model, scenario v2 introduces
greater environmental variability and stricter constraints,
serving as a more rigorous benchmark for evaluating the
generalization capability and realism of learned attack
policies.

4.3 | State transition modeling of attack
techniques

In E-NASim, each attack technique is modeled as a struc-
tured state transition function based on MITRE ATT&CK
subtechniques. Every attack includes information such as
the execution type (local or remote), preconditions (pre-
state), effects (post-state), source and target nodes, and
whether the action is classified as remote. These elements
allow deterministic transitions between states, enabling
RL agents to develop policies that reflect the causal
dynamics of real-world cyberattacks.

Each technique can be executed only when its pre-
state conditions are satisfied in the current environment.
Once an attack is successfully executed, the post-state is
applied, resulting in a state change that reflects the
intended impact of the attack. This structure establishes a
clear map between the agent’s actions and the corre-
sponding environmental outcomes, thereby supporting
meaningful policy learning.

For example, the agent may begin by scanning the
web server in Subnet 1 (H10) using T1595.001@1 to enu-
merate the Internet Protocol (IP) range and then search
for a log4j vulnerability in Subnet 2 (H20) using
T1595.002@3. If the required vulnerability is present and
the host is reachable, then the agent can launch an RCE
attack using T1190@5, resulting in the target host being
marked as compromised = true and privilege = web.

Table 2 summarizes the three representative subtech-
niques from scenario v2, including the pre-state condi-
tions, post-state effects, source-to-destination mapping,
and whether the action is remote. This structure allows
the agent to infer how a given technique affects the envi-
ronment and when it is appropriate for application.

Each attack is implemented as a discrete
transition function, and state transitions are triggered
only when a defined pre-state is satisfied. For example,
the compromised status of host H20 must be set to true
before lateral movement to H40 can be initiated. This

TAB L E 2 State transition examples of three representative attack techniques in scenario v2.

Technique ID Description Pre-state conditions Post-state effects Source! Destination Remote

T1190@5
(Exploit Log4j)

Exploit log4j
vulnerability on web
server

log4j_v = cve-1,
reachable = true

compromised = true,
privilege = web

H10! H20 Yes

T1190@3
(Exploit SMB)

Exploit internal SMB
vulnerability

smb_v = cve-1,
cred_s = discovered

compromised = true,
privilege = user

H20! H40 Yes

T1190@16
(Exploit Tomcat)

RCE on final Tomcat
server

tomcat_v = cve-1,
reachable = true

compromised = true,
privilege = web

H40! H53 Yes

Abbreviations: RCE, remote code execution; SMB, server message block.
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structure allows the agent to discover and sequence
attack techniques in a logically consistent manner, mir-
roring how real attackers operate across the multiple
phases of a campaign.

By explicitly modeling both the conditions and effects
of attacks, E-NASim enables RL agents to learn not only
which actions lead to high rewards but also why and

under what circumstances they are effective. This model-
ing approach strengthens policy interpretability and
improves generalization to unseen environments.

4.4 | Learning results of a DQN-based
attack agent

This section analyzes the performance of a DQN-based
RL agent when trained in E-NASim using two defined
scenarios (v1 and v2). The agent was trained to discover
effective attack strategies based on PPS logic and the
reward structure described in Section 3.3.5. These experi-
ments assessed whether the agent could learn to generate
coherent goal-oriented attack sequences under different
environmental complexities.

Table 3 summarizes the hyperparameters used in each
scenario. Scenario v2 involves a larger and more complex
environment, requiring more training steps, extended
exploration, and a higher batch size for stable convergence.

Learning performance was evaluated using two met-
rics, namely, the average number of steps per episode and
episode return, as shown in Figure 6. In scenario v1, the
agent quickly converged within approximately 1000 epi-
sodes, with the average episode length stabilizing at
approximately 17 steps (Figure 6A) and the return reach-
ing approximately 112 (Figure 6B). In scenario v2, which
presents a larger and more complex topology, convergence

TAB L E 3 DQN training hyperparameters for scenarios v1

and v2.

DQN hyperparameters
Value
(scenario v1)

Value
(scenario v2)

Max steps per episode 1000 2000

Discount factor 0.9 0.85

Initial epsilon value 1.0 1.0

Final epsilon value 0.05 0.05

Exploration steps 50 000 100 000

Learning rate 0.001 0.001

Batch size 256 384

Hidden layer size 128 128

Replay memory size 100 000 100 000

Target network update
frequency

1000 3000

Training steps 100 000 300 000

Abbreviation: DQN, deep Q-network.

F I GURE 6 (A–D) Comparison of deep Q-network (DQN) agent learning performance in scenarios v1 and v2.
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requires more training. The episode length stabilized at
approximately 10 steps after 4000 episodes (Figure 6C),
whereas the return converged to 340–350 (Figure 6D).
These results demonstrate the ability of the agent to learn
multistage attacks by navigating complex environments
and satisfying the required pre-state conditions.

These results demonstrate that the DQN-based agent
effectively learned the state transition structure and
reward design embedded in E-NASim. Rather than
relying on random exploration, the agent developed goal-
directed policies reflecting strategic reasoning. In particu-
lar, even in complex environments such as scenario v2,
which require multistage lateral movement and diverse
tactics, the agent successfully learned to reproduce
expert-level attack sequences through RL.

4.5 | Generation and evaluation of attack
scenarios by the trained DQN agent

After training, the DQN-based agent was evaluated by
allowing it to generate an attack scenario autonomously
starting with the initial state of scenario v2. Each selected
action must satisfy the corresponding pre-state conditions
for execution. If successful, the post-state is applied to the
target host, resulting in a change in the system state. This
process continues until the agent reaches the terminal
condition or completes a multistage attack sequence.

The learned attack scenario follows a logically
coherent sequence that mirrored real-world adversarial
tactics. The agent proceeds through the following phases:
reconnaissance, initial access, lateral movement, and
final access. This sequence reflects a standard kill chain
structure and demonstrates the agent’s ability to learn
and apply a reasonable strategy in a PPS-based
environment.

Table 4 summarizes the generated attack scenarios.
Each row includes the phase, ATT&CK technique ID, and
a brief description of the action. The scenario begins by
scanning the external web server (H10), followed by
detecting the log4j vulnerability on the internal host H20.

The agent then exploits this vulnerability to gain a foot-
hold in Subnet 2. It then performs a lateral movement
through the network using SMB exploitation, ultimately
reaching the final target, namely, the Tomcat server (H53)
in Subnet 5, where it executes an RCE attack.

In this scenario, the agent initiates its actions from
the external environment by targeting the web server
(H10), discovers a critical vulnerability in H20, and suc-
cessfully compromises it. Then, the agent identifies SMB-
and Tomcat-related vulnerabilities in downstream hosts,
performs lateral movement, and finally compromises
H53 through RCE.

At each step, the agent evaluates whether the
required pre-state conditions are met and only proceeds
with actions that are feasible. Upon success, the environ-
ment is updated according to the corresponding post-
state, thereby enabling the next stage of the attack chain.
This conditional progression indicates that the agent
internalized a strategy-driven policy, rather than relying
on random or exhaustive exploration.

To illustrate how the learned policy operationalizes
PPS constraints, we provide a concrete example of a
learned attack sequence and its enabling state transitions.
Starting from the initial state, the agent first selects a
reconnaissance action (for example, T1595.001@1) to dis-
cover reachable hosts, which is feasible only when the
corresponding subnet-level reachability condition is satis-
fied. After identifying a valid target and its vulnerability
(for example, log4j via T1595.002@3), the agent executes
a remote exploitation action (for example, T1190@5) that
transitions the target host into compromised = true and
privileged = web, as specified in the post-state. The policy
then performs lateral movement only after the prerequi-
site conditions are met (for example, discovered creden-
tials or prior compromise), and attempts to execute
movement or exploitation without satisfying the pre-state
conditions are rejected by the environment, resulting in
no state transition or a reduced return. This behavior
indicates that the agent learns to avoid invalid action
sequences and instead composes executable multistage
intrusion paths under explicit system constraints.

TAB L E 4 Summary of the attack scenario generated by the DQN agent (based on scenario v2).

Step Tactic Technique Description

1 Scanning T1595.001@1 Perform IP range scan

2 Discovery T1595.002@3 Identify log4j vulnerability

3 Initial access T1190@5 Exploit log4j RCE to compromise internal host

4 Movement T1190@3 Move laterally via SMB exploit

5 Discovery T1595.002@6 Detect Tomcat vulnerability

6 Final access T1190@16 Execute remote code on final Tomcat server

Abbreviations: DQN, deep Q-network; IP, Internet Protocol; RCE, remote code execution; SMB, server message block.
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The generated scenario demonstrates the agent’s abil-
ity to synthesize a multistage intrusion path that reflects
both tactical planning and environmental awareness. The
result highlights the effectiveness of E-NASim for train-
ing RL agents capable of producing realistic, coherent
attack flows that can be used for simulation-based threat
assessment, security validation, or red-team automation.

4.6 | Summary of experimental results
and implications

This section summarizes our experimental findings and
highlights the practical implications of using the E-NASim
framework for RL-based cyberattack simulations.

Overall, the results of our experiments demonstrate
that E-NASim enables agents to learn realistic condition-
aware attack strategies by explicitly modeling state transi-
tions through the PPS structure. In scenario v1, which
featured a compact environment with a simplified topol-
ogy, the DQN agent converged rapidly. The average num-
ber of steps per episode stabilized at approximately
17, and the episode return increased steadily, reaching
approximately 112. This scenario validated the feasibility
of policy learning using a PPS-based modeling approach.

In contrast, scenario v2 provided a more challenging
testbed, incorporating a six-subnet network with multi-
stage lateral movement, privilege escalation, and asset
dependencies. Despite this complexity, the agent success-
fully learned to navigate the environment, achieving con-
vergence after approximately 4000 episodes. The average
episode return reached 340–350, and the average number
of steps remained at approximately 10. These results con-
firm that E-NASim supports strategic policy learning,
even in high-dimensional environments.

Furthermore, the agent-generated attack scenario repro-
duced a coherent multistage intrusion flow using real-world
vulnerabilities such as log4j, SMB, and Tomcat exploits.
The scenario followed a realistic attack chain that mirrored
expert-level decision-making, satisfied environmental con-
straints, and used previously acquired information to
inform future steps. This result provides strong evidence
that the agent learned not only action–reward associations
but also contextual dependencies among subtechniques.

These findings support the conclusion that E-NASim is
not merely a behavioral simulator but a structured training
platform that enables policy learning under realistic condi-
tions. The framework’s explicit modeling of state transitions
and condition-based rewards improves the interpretability,
transferability, and generalization of learned strategies.

Therefore, E-NASim can serve as a practical founda-
tion for various applications, including automated PT
and detection policy validation, security solution

benchmarking and evaluation, and simulation-based
threat modeling and scenario generation.

5 | CONCLUSIONS AND
FUTURE WORK

5.1 | Summary of contributions

This paper proposes E-NASim as a novel RL-based
cyberattack simulation framework designed to support
realistic and condition-aware PT. Unlike conventional
simulators such as NASim, which rely heavily on abstract
states and action spaces, E-NASim introduces a structured
modeling approach using PPS definitions for each attack
technique based on the MITRE ATT&CK framework.

The proposed framework enables the explicit represen-
tation of both environmental preconditions and the result-
ing system changes, bridging the gap between simulated
and real-world attack dynamics. E-NASim consists of
three main components: (1) PPS-based scenario construc-
tion, (2) formalized MDP modeling of the environment,
and (3) RL of attack strategies using a DQN agent.

Experimental results reveal that the framework
enables agents to learn not only to succeed in achieving
compromise goals but also to do so in a strategic and effi-
cient manner. Even in complex scenarios involving mul-
tistage lateral movements and layered network
topologies, an agent learns to reproduce expert-level
attack flows. It should be noted that these results are not
intended to demonstrate absolute performance superior-
ity over existing simulators, but rather to validate that
PPS-driven modeling enables RL agents to acquire coher-
ent, executable, and logically consistent attack strategies
under explicit system constraints.

By supporting deterministic state transitions and
goal-oriented policy learning, E-NASim provides a practi-
cal foundation for security automation tasks such as PT,
threat scenario generation, and defense evaluation.
Through this design, the primary contribution of
E-NASim is improving the structural realism and inter-
pretability of learned attack policies, rather than optimiz-
ing raw learning efficiency or benchmark scores.

5.2 | Future research directions

To enhance the utility and generalizability of E-NASim
further, we plan to extend this study in the following
directions.

1. Integration of diverse deep RL algorithms: Beyond
DQN, we aim to incorporate algorithms such as PPO
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and the asynchronous A2C to compare their conver-
gence stability, sample efficiency, and policy diversity
in PPS-constrained environments.

2. Evaluation of policy transfer and generalization: We
will investigate the ability of learned policies to gener-
alize across different network topologies, host configu-
rations, and asset distributions. This research will
include testing whether the same attack strategies can
be reused or adapted in scenarios with altered condi-
tions, thereby assessing the transferability and generali-
zation performance of RL-based attack agents.

3. Pre-filtering of infeasible or contextually invalid
actions: To improve learning efficiency and sample
utilization further, we plan to implement a pre-
filtering mechanism that excludes actions deemed
invalid based on the current state context. This
approach can reduce unnecessary exploration and
accelerate policy convergence, particularly in large-
scale environments with dense action spaces.

Additionally, future work will explore methods to
reduce the manual effort required to construct PPS defi-
nitions. Although this study relied on expert-defined PPS
models derived from MITRE ATT&CK knowledge,
potential extensions include the semiautomated extrac-
tion of preconditions and effects from adversary emula-
tion frameworks, threat intelligence reports, or execution
traces, as well as the consistency checking and validation
of PPS specifications.

These extensions will support the practical adoption
of E-NASim as a next-generation platform for intelligent
PT and adversarial simulation in cybersecurity research
and practice.
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