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Trends in Information Leakage Threats
in On-Device Artificial Intelligence
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ABSTRACT

On-device artificial intelligence (Al) is expanding across mobile, Internet of Things (IoT), and edge
computing environments, driven by its advantages in privacy preservation, low latency, and
reduced network costs. However, storing and executing Al models alongside user data directly on
local devices introduces new information-leakage risks that conventional, cloud-centric security
mechanisms fail to fully address. This article reviews representative information-leakage attacks
targeting cloud-based Al systems and comprehensively analyzes threat models, attack vectors, real-
world case studies, and recent research trends specific to on-device Al environments. It examines
model extraction, training-data inference, adversarial attacks, backdoor insertion, and information
leakage originating from the underlying execution environments. These threats significantly
undermine the security and trustworthiness of on-device Al systems. Recent studies, such as the
Reverse Engineering of On-device Models (REOM) framework and Bin-to-DNN, have demonstrated
that deployed models can be reconstructed to a degree that enables near-white-box analysis.
Concurrently, high-profile incidents involving Microsoft Recall and the LeftoverLocals vulnerability
highlight that sensitive user data and model parameters can leak even within commercial
production environments. This review identifies the limitations of current protection mechanisms
and underscores the critical need for multilayered defenses—including model encryption, Trusted
Execution Environments (TEEs), integrity verification, code obfuscation, and digital watermarking.
Implementing these countermeasures is vital to fostering the development of secure and resilient
on-device Al ecosystems.

KEYWORDS Al Data Leakage, Al Security, Edge Al Security, Mobile Al Security, Model Encryption,
Model Extraction, Obfuscation, On-Device Al, TEE
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