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ABSTRACT

Security threats in supply-chains can be targeted at all the users who use products related to these supply-
chains as well as at single equipment or individuals. This implies that these security threats can cause
nationwide economic and social damages. In particular, it is true that hardware security threat analysis
technology in supply-chains has significant technical barriers due to the lack of software knowledge as well as
the need to study and understand undisclosed hardware designs. In this paper, we discuss the future direction
of studies by introducing basic concepts and attack cases, along with domestic and foreign technology trends

related to supply-chain security technology.
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« More difficult...

- Technical depth (S/W + H/W)
- Detection
- Countermeasure

» More stealthy and persistency
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1. DESIGN

Vulnerabilties infroduced during Design
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2. DEVELOPMENT AND
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3. DISTRIBUTION
‘Components hansported between
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END USER DEVICE MALWARE
2012—Researchers from a major

INFECTED SWITCH FLASH CARDS

2012—A third parly factory that produced
firrware used by a US. ell phone switches designed by a US. company
manufacturer. The phones made installed infected compaet flash cards

HIJACKED CELLULAR DEVICES

2016—A foreign company designed

number of customers.

COUNTERFEITS SOLD TO

only a imited might
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can affect many customers in he case of
software updates.
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MALWARE EMBEDDED WITHIN
SOFTWARE SECURITY TOOL

Used parts may be less refiable and prons
to failure, or have malware installed.
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