RS AR Q0!
MRS AT Mojotned
IJX}EAlOi?.-?; X OIE

O L

. M2

HEAEH(bootstrap)d] AHAZ oJu]E AlH(boot) FHoll B3 £40](strap), v &4
& A7Nst7](development)oltt. WA REAEH Y2 A|AH0] FA FASH| 7] AA
£ Afste =227 PR ofsid 4 Unh. HFH HYo] AXl= &1t HIE IYPEH=
REAEHP o] thrll Ho|X = gkl Wi=A Y= 7] wjio] & fn] glo] oJAXIth

ARERIE YIS HlolE F49 AR 7|&(Information Technology: IT)¥ AAAIS] HHE
3T 717] AlolE @95t &9 71€(Operational Technology: OT)& Z2¥sto] Afo]
H AALE 28321 AAIE Adsts MEL AHIAE AETATH] w2hA AT 87
oA REAEHYL oju] 2 FAHHE IT A=t AlF(Root of Trust)ZHE Z4so]
OT Q== 418] AK&(Chain of Trust)& s ks Heke] =RF7] HAO = ofA
At 22 5GHE LPWAN(low-power wide-area network) AJH]A0] o]27|7}A] 7]7]
U E X8R 9] thoFA](diversity) T} o] A Al (heterogeneity) 2.2 HHE &= AFEQIE Y 3+
oA 7171 AAE FHO] AFH HIEHA A& AH|AE FASHA FH|shHs FEA
EfF] g7} Hee FX gHiE= Aotk £ 1A= FEAEHF 7€ AT
9 H9IE Heb Tlo|A AW EIA} Stk 9], ARRRIEYl &4 702 g5h=

S
E43% drAd Ve AHE S 2 Bde AEaA o,

* B2 oge 24Ys MAATA(m 042-860-4891, wtowto@etri.re.kr)|H 22|8tA|7| HEZLICEH
1] o]

2 b
=] =
» 2 Lge TRte| FBEQI olZA0/n TP Xl R0| 0K HELict
e RS 20216 RIS |ISYESNR)O HRUOD YESMI|HIIN0| KNS WoF £3E A7
(No. 2018-0-00231, (IoT 24I%) loT QIH2 B2 SHt OIS Y5t A% XS WOt XBH0| 7/87H).




ICT A7|=

HE/\EEH.UJ

L
N
>
2
[-'O
o
1o
rir
K
e
X
N
-~
b
I-ﬂl

YRl 28 s Aejel E2a] ol
of %611%]% BE 2X"2 JujReHR). old HHE OT Qmets EFshs ABAEYoR
23 119) /A THEA BACIA LAy,

loT &= HHIE /() A % o oot
L T B . < loT 23] 2e/a2l/m7| 20
(RIR) “loT BE HOt Y& V10", MSQIEY HOt Aato[elA, 2016. 6, p.6.

(27 1] ASUEHU ZR(Q M7 HAE 22 THAY

o

w2hA 7]717F A9l OT Qe 340 EF ot iete] A8 IAE SRS
st AdLgog RHEAEDY 7]&o] AMEE 4 Ut Y% 9wz %x7|SKinitialization),
I 24| XY (provisioning), <% 9 (onboarding), #7|4d(commissioning) & T4t &
o] ARESHIL Stk fEolAl & T KT IT A=) AE ¥, AREE AREA7L QIE
US AMESH7] fsiA 74 2H-E /] AP(Access Point)E AlEisEaL ofo|r e} BT S
Yot 59 HEHZ 4% FAx HsHA AU AB| Ao AZst=t] LAt FH]7t

go]7] o] W2 ouoA REAEHFPORE 15T 4= QU
H|F pF2]0]71 SHAINE, ABA 27t AREES F5f AEUl AujAo] F&517]
Ao o]Rojx= REAEHY A2 [ 2]9 22 A9 HeF dAE A A4,
O AUFEE USIM W7o ARE ARA 2l &5f )15o] 35, @ AT 2=
B BAE W7 (Pairwise Transient Key: PTK)E A F31of| gt 45541 3

&

Aot @ AMEES JIEY ARS AT 22 1P F4F APERRE TP, @ Af




Smartphone Access Point AAA(RADIUS)

Discovery Phase
[802.11] Beacon

R

[802.11] Associate-Request

[802.11] Associate-Response

P Gt

[EAPoL] EAP Start ! Authentication Phase

-V

= [EAPoL] EAP Identity/Credentials D [RADIUS] Access Request
L4

Protected Data Transfer Phase ¥

< Internet Access >< Internet Access

Rtz) =EASHATE MA AY

q [EAPOL] EAP Success < [RADIUS] Access Accept :
: Key Management Phase : :
5<} [802.11i] ANonce : :
: [802.11i] SNonge, MIC : :
’ D‘ :
<} [802.11i] GTK(Group Temporal Key), MIC H :
: [802.11i] MIC : 5
: |PTK(Pairwise Transient Key) installed PTK(Pairwise Transient Key) installed

DHCP(Dynamic Host Configuration Protocol) >‘__|Local IP allocated
" Local IP delivered ! [RADIUS] Accounting Start DE

(3" 2] WiFi QY 2ot M4 SEE(IEEE 802.1X)

AAO) THE A e} AU AH|AS ARSI [ 112 o]2fat IT Qlxeto] Mgl
REsEdg Hgolq BREL 2R GAAQl Bt A4S HYT Aol
AFEQIE(0T) 2ot Heto] it AFEQIE Y A3 AH|A0] oLy I

SHE 95 &
B Het 793E 233N “ToT & HQIO|E31E 2016W0) Lottt [T11 1]19] AX]
4 JHQ GA A= o]EH} “Secure by Default” 7|2 943& & H A4 A
LAY HAMIE =0l obd 7|E 4% FA5HL Uk 53], Het ZrEE0| ]
Ble2 7P Rt ghem A5k EiM ARAN AL A= REAEHY s

2 olga|4 ABaE Mok 4% Y WA AFeor Tk



[H 1] REAEHY HHAS =2 HOt 24
Hot QA FQ Ug
o= HIZ 32/HH HEE 0|85l A2 £2 717|0f Tfell MX(identity)S ZASSICH HEXQl 32|HA
‘“§ . Z2= HA7|, 2747| Ee IIAYE ':0 QIOH, 0|52 MX| TAOA 7)7] U FOIL7LL 0|2
(authentication) SRc 71 S| IAE S0| QloM, 0152 MR HAWA 717 Lholl =Lt 0]
HOt M CIAN F7MHO2 HiELE 4 QUCH
ot AIRI0] SR AEAF E= 717|017 20iE Hole| 618 HYIE ZBdk= HFOITL 71717 Fokes
(auth = tion) EX YEYI TE= MHlA THQI SO0 HEXNOI HSto| THMo| LTl 0| s 22t IP 4
aumnonzation’ | e ool 7| Sof HEjR BHE 4 Ur,
Az RE MHAS| AL UEYT R0 Chst AL 03 HEE MK E= 77| AYER Z2[SiCt 0[2
(accounting) 5t 0|3 HHE= 2AZ#0 OfL2t HIMY 9| 7[8te] 32 EX| Aoz E8E 4 QlCt
7| MG 9EE 77| 7t E £ 719] USEMS QA= A 7] 2R7F ZQolCt. ARMO| O|2] HY
(ke dis_lfribution) = 187 |(pre— shared key)EEH: Q15 IFOIM F2HY HEE Ht%fi SHO=E MHE M7
v (transient key) MES BABICH

HHTE KA 2

(Rtz) er=HArS

(29 119 AFEIEY F7]014 A2 9 BoHEA dA oAM= 7]7] 41 A Ee} BEof
AFd AR, HE7] 59 ZYAE JEE 71710 AR T 71717 AAR HiEE
Tl #E] AW H& FE 9 Het miet|E 52 AH5H "o AREIEYe] E4
2, 71717F A5E HEYAC &St IS B5Fo|ng Het 474 dA 9] T2 e
S5t o|A Y REAEHYPS HA] A Het 44 dAz =2For 1T ok
(B 2] U2 2ZoMe REAENT S22 Q1A
ALt FQ U
R1. 23AZ =S8XM(link-layer independent) LPWAN S LI5St ARRQIELI EAl SIA0N 22 T
R2. Z&zklightweight protocol) HIOFHQI SHAOIME 3l 7HsGH SiMt ok zixist
R3. O[0|C| ¢i&(identity federation) O|Z SOOI 7 O0|C] MHIA(IE, OI7p) oI TR
R4. 7|&2(flexible key management) LSEMAZ M) LT A 7|22 T XY
R5. 21B(flexible authentication) 71719 EO 0| Halsh= Tl 01X HiAl K|S
R6. ZA&2t2|(accounting) s U SAAY UXIE Yot HEHT M8 01F &2
R7. 217Krobust authorization) oot OFXOI Hah &2l HAHUS
R8. O% & UEYA(multi-hop networks support) = 802 A5 HEYT SEUME Y Tis
R9. IE XiAF(code reuse) HE O2E3 J[H JC A0 M2 52 §AF 2R
R10. X&& X72] EA X4(LPWAN support) ZNEY 77| & BA SE0ME 28 Vs
S5 (scalability) 015 =Ml H tH= 77| 280N 2Y 7ts

R11.

(XtZ) Dan Garcia Carrillo,
University of Murcia, 2018. 07, pp.13-14. X4

“A CoAP-Based Bootstrapping Service for Large-Scale Internet-of-Things Networks



UAIE, AA| L£EA0A = FEEA] Eejsto] LR = P=tt. 235]8 FEAEH P
AA At QARG AFERIEY 71717 AAl H&Ee ARAet S4l S0 mtet
(3 214" o thFotAl AAEnt [ 312 8 REAEHY £749 B4 HojEr
UAIT Qlzete] AntEE QIEYl AAHAE FES HFT AL AHEA QoA

(UDE & AH8A7H HIEQIA A7) A HAT 4= AARE OT Q1zete] ARE(7]7)EH
E] o]} FUT PS5 7|5t l= oFTh 53], EYA o= F o] AR OT dxzetofA]
o] AEIEY AlFoletd, 7129 REAEHY 7|&S IHE H8sl7|= AHAY 715
sttt iﬁé*é(hyper-connectivity)ii EAE= AFEIEHUA REAEHT Hl 7|
=2 AR Y Qlo] 7171 AAR & THet YIEQAE 2, AT A6 Hol
a3 Het guHE dAshs AssE FEtth o2 QlsiA A&/d(autonomy)t
4124 (trustworthiness)°l2te 545 204 €t BEo] tivtk 7]7] $30M % fA &
€2 7 Q= P (scalability)7HA] F7HR1 @ FARFO = AAE L QUTHA4]

£ JoAE [ 3] REAEHY He 7|9 E £F4 FollA Hlold FAAS
oF Qlo|R]) o5 & YEHA SHRY)OIME =2 FFHR11)E AlBoH= PANA Z=2
EZ[51 At ofof AEIEHY EREY] A #E(de facto standard) 7H-E B
3k 1% WAl Bo A3k AEAEE AlBchs OCF 259 7[&BlS F+ WA 7&e=
A7fgc) upxEto 2 §-A/4 7 A" HE 7|&2A4] [ETF ANIMA 97415004 19 5
1 A& Y EZ (autonomic networking)®] BRSKI T A= [11]0] oA Auj&r,

ol

N

H 3] o BEAENY &£2M

E
==

0x

Solution R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 | R11
LoRaWAN with AMA® | NO | YES | YES | NO NO | YES | YES | NO NA | YES | YES
|EEE 802.15.9 NO | YES | YES | YES | YES | YES | YES | YES NA NO | YES
DTLS YES | NO NO NO | YES | NO NO NO | YES | NO NO
HIP-DEX YES | YES | NO | YES | NO NO NO NO NO NO NO

EST YES | NO | YES | YES | NO NO NO NO NO NO | YES

PANA YES | NO | YES | YES | YES | YES | YES | YES | NO NO | YES

CoAP YES | YES | NO NO NO NO NO | YES | YES | NO NO

Z) Authentication Authorization Accounting
(Xtz) Dan Garcia Carrillo, “A CoAP-Based Bootstrapping Service for Large-Scale Internet-of-Things Networks,”
University of Murcia, 2018. 7, p.17. X4
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1. PANA

A AFERIEYl oA EAQ REAEHY 7|&2 AR 591 PANA(Protocol for
Carrying Authentication for Network Access)= ZigBee IP[6]2} IEEE 802.15.9 &
oA Z+2F Y EQA Q153 7|8 T2 EF(Key Management Protocol: KMP)Z
A=A PANAE oA ARfEE QTE[Yl ARGHoA 2-8% IEEE 802.1X2}F AFSHA
YEYA QAFH dolg #Ha AFY doFAlo Qs addd FH(Link Layer
Credentials: LLC) 3-/E& 915 AF&Hth SHARE 0]F9] tivti AREQIE Yl G4l 25004
[FEHE JAAS SHAHS Alstths HolA AEAdS HRlt o]A", PANA 2 &
2 QA5 ZY A3 =2 EZQ] EAP(Extensible Authentication Protocol)& 25rot=
He 9L P2t AAR AY FE2 EAP UH 15 HAYUSES & o]FoA|7]
mEol EAP7F A€dste bt 15 BAe HEHT FZA ool E85HA "t HEo]
UDP Z2EZS ARESH] dleo] §4 dlold g2 ASo] o&sHA] 9l 58§ UollA
ohFold 4 Ut

O

=

rTO

o ————— —— —— — — -
1 PANA | AAA protocol
_ (RADIUS, Diameter
P (EAP lower layer) (EAP Auth) otc..) —
peer, AN, .. erver
PaC & ----=------------ - - " AAA
- : | m--"'--.._. ,-/ o \\\ e
[ “s PRE &
1 \ /
Security Assmiatiun Protocol X
(IKEv2, IKElr1, 44way handshake,...) —
| ! CNPIAPI

— o —————————

PaC-EP
Data Traffic

(Xt=Z) Pedro Moreno Sanchez, “PANATIKI: A Network Access Control Implementation Based on PANA for loT
Devices,” Sensors, 2013. 11, p.14893.

[1 3] PANA E2EZ 11X



PANA= [T 3]3 ol A 5719 =849 Y EHD 842 F4d€t}. PANA Client
(PaC)= HIEHZ A5} H[WY] F5S 876t AFAHEAP peen)ZA AFEQIEYl &
719 S-Sttt AtiA o2 PANA Agent(PAA)+= PANA Client 215 23S H35ol= QU
ZHEAP authenticator)ilﬂ FHYlolg E= AP 22 Alo|Efo] AHloflA *JEH
A AgE B8R} Zo], 717](PaC) 1Fel BRgH Zdd HS2 AAIE AAA AHjA] o]
o]z}, 1Al PAAQP AAA A¥ 7F 5412 RADIUS, Diameter 59 AAA JE Z2ES
= AR @A Rt SR IS HAE ASSHARE, Eobgol w1 Y R E
Mook ARERIEYl oM = ISA 7]9ke] EAP-TLS AR dARITH6], (8.

[1% 4= PANAY 52 34 HolErh UEYA AA(perimeter) Ao $1x]gt
Enforcement Point(EP)= PAAS] Z-ZQ1 &4 £9] Authentication Server(AS)9]
% Ao w2t 7]7](PaC)ollA HIEHAE fY== Holy EfigS Aofdith =8Fo=
PAAS} EP= T8 7|50l AR AAE §F A O}Oﬂ/ﬂ sYEo FAE & QU mpAgt

AU B2 ol

il

F4E % 9tk PANAZE AY B B8AS T 54 342 A% Bt ope} 7))
Fahe A% 7%, 223 A 715

SA)O.23l 7]915Ick. 71719 PAA(PaC-PAA) = 71719} EP(PaC-EP) bl B.ok Ad
oJEYT AZoIN YBFAS AT & et

kT

ot A3H(Security Association:

R

PaC EP PAA AS

IPaddress ___,

configuration
PANA AAA

Cd
X . Provisioning
re-configuration

(Optional) ===
Security Association

<

Data Traffic

€- >
< Cd

(Xt&) “Protocol for Carrying Authentication for Network Access(PANA) Framework,” RFC 5193, 2008. 5.

[J2 4] PANA AlO9d 525



EAP Q1Zo] Ax&oz EuH AAA A= EAP FHEZIHAccess-Accept)2} T&E0]

v Feld FH(Master Session Key: MSK)E PAACA| AE3lct.

o]% PaC% PAA:=

MSKZRE =¥ HU7E T8 Ha AF EQl SAS 53 I A5 4o
A& $y5HA =t 271207 ZigBee IP &A= PANAQ] A8 24l SAS E3)

YESLF 7] FE(ZBNW-KEY and KEY-ID)E &HistAY 734

= ATH6]

[1¥ 5]+ ECC ASA] 7I5He] TLSE IS T2 AREolal RADIUS AAA Z2EZES

83 ZigBee IP 7142 A& A& HojEt, T2 EF0

TLS SAHE AL K] A2 SRS S 29T 5 Ao

PaC EP PAA

f Begin PANA

PANA-Client-Initiation (PCI)

' PANA-Auth-Request (PAR) '

S ; s

o)
ol
ol
ok
el

oto]l met PANA, EAP,
QA5A 7o) A%

AAA(RADIUS)

PAR EAP-Reqeustﬂ'LS' ServerHello, Certificate,

RADIUS-Access-Challenge/ServerHello, Certificate,

: PANA-Auth-Answer (PAN) D: :
Begin EAP

"<} PAR: EAP-Regeust/dentity : '

E PAN EAP—Reé onse/|dentit : RADIUS-Access-Request/Identit :

: 5P y ~ q Yy I>'

b T LT ;
Begin TLS

; PAR: EAP-ReqeustTLS start ./1 RADIUS-Access-Challenge/EAP-TLS start :

< : ~ :

PAN: EAP—RespoqselTLS ClientHello RADIUS-Access-Request/ClientHello :

<} ServerKeyExchange, Certificate Request, ServerHelloDonet

PAN: EAP-Response/TLS Ce'rliﬁcate, ClientKeyExchange,
CertificateVerify, ChangeCipherSpec, Finished

> ServerKeyExchange, Certificate Request, ServerHelloDone
i~ "

RADIUS-Access-Request/Certificate, ClientKeyExchange, .
I~ CertificateVerify, ChangeCipherSpec, Finished Di

PAR: EAP-Reqeust/TLS ChangeCipherSpec, Finished :/I RADIUS-Access-Challenge/ChangeCipherSpec, Finished |

PAN: EAP-Response/EAP-TLS
! N~

RADIUS-Access-Request/EAP-TLS

i o8
End TLS

PAR: EAP-SUCCESS/KEY-ID, ZBNWK-KEY H RADIUS-Access-Accept(EAP-SUCCESS)

AV

< ; <
End EAP

: PAN: KEY-ID :

: : D

End PANA

(i) =S HATE MA Ad

[1% 5] ZigBee IP PANA E2EE 5% SEL



AR e or Eud AAA A= ZAIHAccess-Accept)2t @7 MSKE RADIUS &
ZEZS E3 PAAC]A AG3tth PaCe PAAE EAP-TLSO] A5 9l Q1% Aol MSK
2EEH AT /15 4S5S40 8% Hdr] AEE FHSHA

2. OCF 24

OCF EF #29] Eit= AREIEHY AejA oA OCF A¥(resource)2& FAE= I
= 717159 AEy Alo] HEolE o] AEo R E Hodk= o Uk ol Ho tiA
2 Q1F 7Fs$Hcertifiable) +=2]4 7WA|(logical entity)Z EHEH, HF g3} LA o]
HAYESE 54 OCF B9 EHQ AFAHsecurity domain owner) T+ TR
Het 7165 SAAIZIA "ok

OCF Eet ®dloflA Het AMut HIA o= 71719] Ady} S Edsh= A8
7Igto = o]fojet. o]t A dlE AR 7] Fxo wEt Y k= HHA P25
7 & 7HAe] Bt A9l SVR(secure virtual resource) FE| = | BE
OCF 717]= ABIAE AZsl7] oldd vld7] Ee 3717] FHS A2ddS EAa5HA
ok @A OCF HeF #4A4Bl= ZdE S/rE dUE tA7], 1571, ASA, 370
o] gt FHIE Felstal Utk

OCF HRtojxo] REAEHFPL 7| 5408 2HGY IeH|AJor FZ2EH 227} 7]

N

s r
RESET RFOTM RFPRO N
Hard reset Ready For Ownership Transfer Mechanism Ready For Provisioning P Ready For Normal Operation
Owned? Owned? Owned?
Provisioned? b .| Provisioned? A\ | Provisioned? NSYLERIMEATH Yy Provisioned?
: Success ; Success i
Device =4 DOTS configures /doxm to 4 A T Normal Device-
Permitted prepares | Permitted claim ownership. 7 | Permitted CMS updates /cred < provisioning Permitted | to-Device
operations SVRs for operations Configures owners of SVRs operations AMS updates /acl2 [ operations | Operation
o™ & their credentials in /cred subject to SVRs
. . .
N
\%“o g
g
\\' £l
/
-~
SRESET

Soft Reset
Owned?
Provisioned? | Some SVRs Corrupted
Permitted | DOTS attempts to
Operations | repairs SVRs

\

(Xt=) Brian A. Scriber, “Changing the World: loT Chaos as a Ladder to Improving Security,” NCTA, 2019. 10, p.7.

(22 6] OCF REAEZL AEf 0|
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[
9AQl RESET(Hard Reset) AE|RE HEAE=Ho]
RENOP(Ready For Normal Operation) AE] C|27]|7FA] A5
of wet A Aol7t g e

7171 &rdE Atk 25T Zled &FARR stolg AT 7171E ARlY] ERF =]l

=3
A= G4 ABaTt TRt
e 2dld AA] off

OBT CMS Device AMS Device New Device
(UUID BOBxxxxx-) (UUID CB5xxxxx-) (UUID AB85xxxxx-) (UUID A71C3xxx-)

Discover New Devices

1. d\scc\\}er unowned devices D‘l

E<| : 2. return supported ow'ner transfer meihods
! H

Execute Ownership Transfer Method (OTM)

3. select the owner iransfer method

éﬂ - 4. perform the owner transfer handshake

V.V

Establish Device Identity

EQ E 5. establish device idenfmer and provision owner identity

Establish Owner Credentials

6. request the type of credentials supported by the new device

V.V

<} 7. establish a symmetric owner credential

Configure Device Services

i 8. provision the DOTS service by setting the Resource owner for /doxm and /pstat

9. provision the AMS service by Setling the Resource owner far /acl2

10. provision the CMS service by setting the Resaurce owner for /cred

11. provision th'e AMS credential

12. provision the CMS credential

13. set the device's owned Property to TRUE

NNNNNNV._.

Configure Device Services

14 change device state to RFPRO

15. CM$ provisions credentials o the new device and peer devices

16. AMS provisions access control entries to the new device and peer devices

17. change device siate to RFNOP

VYV V.V

(i) er=mAsHATE MA 2y

[12] 7] OCF BEAEZY

[oh
il
H1



b

A7F FAIsHE 7 YIEHAE HYAZ]= 2ot} mEbA OCF EoF gof| thet
| AHEAE 25T 7lEs B9 usEE 717100 tigt S48 SEsHA
£ 71719 AR S49 A8 HE/AE #5554 "o @A OCF
AH]A(Device Ownership Transfer Service)ollA A& 7Fs3t Q15
o] (just-works), Y (random PIN), ARA} A5 A (manufacturer

o] tt. o] 7hEH] AxAF ASA 7R QAF WS 7P dRSHAIN, HS

o

B~ N
Rl o
o 2

ok
ol rlo

N

N

_

i
)

Jo
i1
o

off M

oL rfo i
Ho
od,

Hu b =

1
|o

¢

certificate)
o] a3t PKI(Public Key Infrastructure) A|AE] £50] 7407 QL HT}
Z2HAYZ 77| /IS 9 AFd Aol ¢EH oo AP H 24 HAEA
717] AEAL, ARAF A, 716 e £4& ®sks AYHAE AEE 7710 R o
Sttt AR 717] Q1F5T 4S54 DTLS(Datagram Transmission Layer Security) &
REEEZ B8R f19 B S AR o R nhzl o]Fo, MH|A FEto] 7hadt

JH(RENOP)E Holgtt}. [18 712 OCF FEAE#H PO AA| S Yebd

3. BRSKI

Ag HEAHS 39 Alo] & w5 HEAT HA] 52]Q1 Aol ofd, lz&ete]
2|52 A7FhE (self-management)S 3 AF9] YL HAS5HAY A&Ho2 &9
she A2 Hordoltt9l. (19 812 A& HEYH F2RdS Yepdt. [ETFA
+ ANIMA(Autonomic Networking Integrated Model and Approach) ¥ 1% Wl
A g HEYAS Yt #5355 AYsH10]. 1 79l BRSKI(Bootstrapping Remote
Secure Key Infrastructures) T2EZF([11] F-9] ¢}ol#|Q] FHOZHE A& Y EY
7 1ZEtE B35k, A7HE S(self-protection) 4 Adst= AFE Tt =t
| 552 717171 =214 o] Algke Au|A d7go] HiX|H e, A2 B3R FEAET
3 7]4(Secure Zero Touch Provisioning: SZTP)[12]9] BRSKIZ &34 A1¥ AR H
S Y EA & Aso=E AsHA €

AR 540 & EST(Enrollment over Secure Transport)[13] ZE2EZo] 2l
REAEH PO A53} 7[Ho g AFEHAR, /IS4 HEol ot 7] = EA
BA(Trust Anchor) FEE 71719] v]2] FAs]of sk SAS AdH. ¥, SZTP+ 74
AHA| 9] AFs8tHE et 48] AFE(Chain of Trust)E &8 Uk o 283 41F] 5 3+

i)

i)



Autonomic /4
function 4 N
Autonomic Autonomic Autonomic

I
| k
Intent < Y : _./ service agent service agent service agent
H[CDOHHCii? /
function 2 [ E
Autonomic| (€ — > _./ Y g N A1
function| | /

7 Autonomic networking infrastructure

ACP GRASP

: Addressing Discovery
. . T
I
| ! : :3/ Negotiation
: | A BRSKI tunnel

L
I

T~

Basic operating system functions

Autonomic domain | Autonomic domain 2 T~

(Xt&) Xinjian Long, “Autonomic Networking: Architecture Design and Standardization,” IEEE Internet Computing,
2017. 1.

(O™ 8] At HEYY &=z

of JH¥S 7l Uk wEbA ZHfle] tidt AR AE7E AS e Al 71717
SH HEYI A&l 2L AH|A e|Qlol] ofstr] fisiA= BRSKISH &
= A2 B2 Z2r[AY 7]eo] Basith [1Y 819 IREHA Afd FHE AR
HASHA] 2 Al 71718 B3l ® Adido|al EF|F o= Lol AgtARl g7 Hf
&3t 45 FEAEHT IS A i 717 A HEYA dzzto] "y
BRSKI Z2EZF2 [ 9]9F Zo] 4lqt 55 W4 7171<1 Pledge, 7171 A= H 74
Je HEE AZSH= AFRAFS] Vendor Service, AlqF 71719] HIEQT A& e 9 =
55 HFE ISt =8&AHY Domain Registrar® O F0Zth A RAN= 71719 2
7] A FELI 717] AFA(IDevIiD)E 7171(Pledge)oll FUotal MASA(Manufacturer
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