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Security architecture for Distributed
Ledger Technology

The security threats and requirements for
digital payment services based on
distributed ledger technology

Security capabilities and threats of
Distributed Ledger Technology
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Security Services based on Distributed
X.ss—dlt
LLedger Technology
Privacy and security considerations for
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Security assurance for Distributed Ledger
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Security threats to online voting using
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distributed ledger technology
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I~ Specific Supporting ! | Transaction | [ Membership | [ Contract | eSB!
L Capabilities 1 BoT Supporting Capabilities ! :2’8 b
Service support and Application support layer(SSAS Layer) (%??
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1 Networking Capabilities i+ 1 Transport Capabilities §_' { 1

Device Capabilities

Device Layer

Legends: I:l Cpabilities involoved in BoT 1 1 Typical loT Capabilities
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FG-DLT7} BAMIEIT |49 MET|S QA C}2E HIH FG-DPM WG3
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Blockchain based Data Exchange and Sharing Technology
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0l B0 1* phase 7I7H SO S22l & ALSQIEL
=]

ol He
of loT and Blockchain)dil Lt 7|£2ME M IS5 |2 =9

ITU-T SG13 & SG16

0 uro| [TU-T Ml HESH 125 5 SGI60IA 2ALRIEE AH|A0| o
5t QALEY Requirements for distributed ledger services)2 & o|st
7| Yl BE JHEE Roton, SG13 YAl SRRE 7|8 S2XQ!

(Blockchain as a Service)dll CHs EESF JeHe F=XI5H7| Qs BZ=5}
OtO|Eo|| CHSH =2 AIRISH bt QUC}

TU-TOIME S22l 7I2 2 2E BES0| 25 20174 HLS A

E5E CHAZ SR RIS F01 mAA ZL—E——I Zufol| mat 2ot Chet &

Zat ojojg w2 %7 288 21o= ogEr. L2t 1IS0/1C

3071 o] U= 2E0| W2 BAR TU-TSH ISO/TC 307 4= 7t

of M2H §3l AN B8 B2
X

TU-T2| 2301 H2FXel 2& 7HL0| %‘R?_ of&olct.

T yBisu| 1913

o
B



28 o

2lx|, S8 ==H2 AME EEAH S
2 7 =M HEfAE et EHIOIA ZM & Solck Xg
M= F2 F2A01A 2M JHol &Sst UCh
S5 F=A0IA EME 80, HEiA A H A FR HE =
Hel H =HQIE REA0IA FE| J2lu 2FARez Yo T
AME S AEXR |, W, HEL A, Hi H S #e| RS 28M
HIA, HRIIES, 270 S ZEXQ HES CRL en, 2 WE
2 02 20 2 5 UCH

|2l FZ= AlO|A

=Hd
A A1|71|9| %%MHIA iIAL IT 2lAt S Cidst 71l 1173
7t Ho4st Aot 2F0| SEE SHEBEES(FHS0)7t LS HA|
SZH EFQ! 15020022 7|2tz E2H|Q EH|A|X| =g

AE A 5l712 | A2AE ARSE BHE 4 U= AYo| AHRIZ S2S £ Q1 0|
Al X} 2Ha| HALO|E Q| Single Sign on 715 # ofL|2t RFHGSI 22 CIX|E XAHS0| Al
Xtofl 235t ALR0| 7HssHofFst
WR7|2H0| WA} RAIAZS WSS S0|= WA= AHHESS K[6H7| YsiM= XA
o OF WRJ|HO| A QTAISIS BHEA|FOLE! Ot WALZL 0|2 SEA|F[X| 23S
= 42 1eI|HL AHSE HX|E £ U2 EEHO! 7|Ho] HX| YRS AEE AL
WAL XHAS0| 27t GEX| AL Al HIX| JES HAE E510] 7HsE
HumanNGOS= Halof| LB MEZ AXIGT S2X|01 7|Ho| C|X|E D2 Ltalof|A|
el =8 HEl0| CHE NGOLE 2712 0|F Al 0| BYE & U= HEE Xil%%* >
A
Ak SHHOF Al271sSE CIX |2 RES wWEstn 2|8 4 72 E2X Q1o 2 29|
- A2 FEES 25t0] AIES FES ol & £ US
MOl AfAL Al AZHE SAPL MAlsH= HMZEQ| A 20| CHEH YAK| HEHQL AAIINS HA
2o 0| 27t 22421 7|82 XM ar 22510 AH|XtQ| MBI Ths
Freddy= EX AO|E0| S2t2 ESA HE HMHE Real Estate AO|E0] SARH
= A M 237, Joes ESA BIEE QI5HA FreddyOl|7i|l 642] 7IX| 22| & Freddy=
Tes JoeOflA| AU NS QTAZMK|T Joes= BESA SEFHQl0|M HES Flo| ARF

7} FreddyZt OtL|2k= A 2fQlsty ME AIE T 4+ UAUS

M2 F=H0l&

6) https: //www_itu.int/itu—t/workprog/wp_item.aspx?isn=14071
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3. S 2X|919] XIZ} . Ethereum, Hypherledger

2H01 7|22 Hal7| 2(22)o| HAE|= A2t
E% Hoixiot 2 EHIQIof MPE B LR Etste 1 xct
2Yctd Zol MY cliifol S§7HHY WAt UEH?
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aiFE HHUES 26t U= 7I§0IEP.
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I£ 2I5HM 2t 0|E2|8 === EVM(Ethereum Virtual Machine)2 7S
Al EiC EVME XHIATZIEL} mo|M 22 Aoj2 AlRSH 225 1
AZ & UX[EE ADLE ZAEEO| ZhdE flsiAl= solidityE 0Z3HOF
tCt. solidity2 7|=E ADIE ZAEMHEE= EVM ADUHE SalA Ht0|
TER AOYUE T 0|A2 0|H2|E 220|UES SaliiMd 2EAQ &

2 Y=t F[A .
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o7IRE

o|E2|20lM= HIEZQIC| X[t ST 7HHR! 0{7H2E(account) 7t
ZYSICH Al OlCiZIRUIME F JEX| E29| OFIRET EXfsH=,
Externally Owned Account(EOA)2} Contract Account?t 2ZE0|LCt,
EOCA = HIEZQIOM2| X[zt 72| SYet Hek2 ot 0|EZ =202

S3HH[Q! O|Ci(Ether)& 7Heidk=dl MQICt Contract account= T2
Anre ZEME MEM F712 MBI,

— .=

0|Ci(Ether) & 7HA(Gas)'"™?

0|z olEzZl20N S85 = YsstHel 00|t 0|He 0|H2l22

EVM EZ0lM MEst=s Sit71s2 AF8RE XIEsh= ol AQIct. ShX|2
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11) ETRI HXEASSHEA &

transaction—cost

M 32E X 15 20174 28 “HIEZQI S E=2FQI
12) http://www.ethdocs.org/en/latest/contracts—and—transactions/account—types—gas—and—transactions.himlfexample—

Operation Name
step
stop

suicide
sha3
sload
sstore
balance
create
call
memory
txdata
trasaction

contract creation

o 37

Gas Cost Remark
1 default amount per execution cycle
0 free
0 free
20
20 get from permanent storage
100 put into permanent storage
20
100 contract creation
20 initiating a read—only call
1 every additional word when expanding memory
5 every byte of data or code for a trancation
500 base fee transation
53000 changed in homestead from 21000
olHz|2 JHA
ADIE ZAEZHE(Smart Contract)
o|HZIZ2 ESMQIE 7[HCE 5t0 thedt ASSIWoA SHEZ O Lt
of7t Yolo| SBIEE SHAZE + U= SUZT2=2 USUCL oA
ARUX| ottt DABHEX}, SZH oM ZEE FSAIA

SIS 0IR7t 20l
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Hyperledger

Solidity= O|HZl& H0M ADIE HEMEES S
=

Tl Adojolct. OlEf2lE HolAM ADE HE

4 Q= A= Solidity 2|0|= SerpentLt LLL
50| =0, dxls solidityZt T2 AFRED —E—ﬂ%] vascript
oF FALSICE. otz o= o] =7} Mg ufjotct S2X|Q A0l “Hello,

World!” 2= 23& d7|= Z=2 ¢0|Ct.

contract Helloworld {
event Print(string out);
function() { Print( “Hello, World!” ); }

XiMIet AFSE2 https: //solidity.readthedocs.io/en/latest/ & ZZ&5HH =ICt

Hyperledger Z2HE 712"

@ HYPERLEDGER

Slo|He|X ZERMEE= Z|5A MM 2FotT Uz EEHQ Z=24)
EQ9| 0|E0|0, slo|mal|xel SX2 7oA XE0|

£E52 F8lotke AOICHE0|HIM= o stitel 7

Ol sto|me|x2te ZENMEH stof CHASH 7|&S0| Y =T UL,
Fabric& 1% stLto|c}).

stolHe| M= od2f ot ZRHMEES 2Ystn U=, HEE|(Fabric), 0]
235HIroha), ﬁ*_OEAHIOIEL(Sawtooth Lake) So| Z2HMEY} Qct I1=
Fabric ZENE & 5l0|H2| oA S HEIAS Foistn USH

Jl'U

13) https://www.hyperledger.org
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SEAQle ATIS UEE= MY Z2HEL HE JIES XFdle 82
SlO|HME MERE W= SH0|m|X Fabrics QIDIEFE BRIt ok
0| 5tO|m2| X Fabric2 IBMOIM &5t 2EAA Z2HEQ| Seiet 2
I={o]|nl 3

JOI'

e ZEMEZE 2 0|21 Y= 7|22 = Accenture, Airbus, CME
Group, Deutsche Bourse Group, Digital Asset, DTCC, Fuijitsu, Hitachi,

IBM, Intel, JP Morgan, R3, Wanda Group S0| QlC},

Hyperledger vs, Ethereum

stojme|M Z2HEE= olH2|SXE S=AQ! 7|8e| 7IE0|X|2h ch3at
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— A

> olO|H2AM2| ofH 7|&E2 EVM (Ethereum Virtual Machine)2 0|23l A
THEAS

> O|E2|82 7|2XoZ MHEEEX QIS XISkt QUX|2t EEA(Enterprise
Ethereum Alliance)" Za2xE= IM&M2 71=9| o|dales 7|ut
o2 J|YHHO| RTAES BIEAIY 4 U= Zajo|dist olcialg BUE
g 0tE= A8 2H2 5t 2
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Hyperledger Z2HE

sto|m N Z2HMEE 31 22 7IE

o

NS QUCH.

» Fabric (https://www.hyperledger.org/projects/fabric)

Fabric2 IBMO| 2 e FZEE MIst A2, SEMQ! HEIAS JHLEt
Ch. ZEYA0| LXE MESIH, 2| Yn2[F0[Lt ALZXt QS MH|A 5 H
MHIAE Zest Al FIHE 4 JUEE /0| JU2H, “chaincode” 2h=
E 7iEME J|&E NI3El.

» Burrow (https://www.hyperledger.org/projects/hyperledger-burrow
Burrowz ADIE ZEME QIHIZZ|HE 7K1 U= EVMO| 7|25t SEXQ 2
2t0|HEO|C}. Monax0ll 2JaiA Z =7t I =01 X|2T UL

P Iroha (https://www.hyperledger.org/projects/iroha)
Fabricofl 7[8tst 201 E2E0|0 F= THIYSA (ADIER)M =82S X5
1 It & = 18 Soramitsu 7+ 21/t

P Sawtooth (https://www.hyperledger.org/projects/sawtooth)
sawtooth= 7|2 HoI A2l At8S SHE 5t Y= ADIE HEHEES X|R5}
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