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Locked de-duplication (Locked-Dedup)
For the first upload For i-th upload (i>1)
Client Server Client Server
1. Generate key k 1. Generate key k
2. Encrypt C=E(k,F) 2. Encrypt C=E(k,F)
3. Generatetag —_____tag 3. Generatetag —___tag
no Check tag 1. Check tag
1. Choose time t ‘_@doLz Add owner
2. Generate LC 1. Update metadata
3.Send LC info,, LC 2. Delete file
Store {tag,LC}
¢ done with {t,info.}
1. Update metadata
2. Delete file
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Cost for the first upload
Computational Cost Size of Message # of
Server | Client Server | Client Round
No-Dedup - Ce+Cry - Lr+lF 2
SS-Dedup Cr, Cx+Cp+Cry - {r+lF 2
CS-Dedup Cs+Cry Cxg+Cp+Crg - br+lE 4
CS-Dedup™ Cs+Cry Cis+Cg+Crg - Lp+er+lp 6
Locked-Dedup Cs Cg+Cp+Cr+Cy - Cr+lp+E; 4
LockedODedup+ Cs Cgs+Cp+Cry+Cp - Lp+lr+Lp+b; 6
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Cost for the i-th upload (7 > 1)
Computational Cost Size of Message # of
Server | Client Server | Client Round
No-Dedup - Ce+Crq - Lr+lp 2
SS-Dedup Cry Cg+Cg+Cry - lr+lp 2
CS-Dedup Cs Cx+Cg+Cry - lr 2
CS-Dedup™ Cs+Cpows | Cxs+Ce+Cre+Crow.c Le b +lr+lr 6
Locked-Dedup Cs Cx+Cg+Cry - lr 2
LOCdeODCdUp+ CS +Cpy W-S C XS +Cg+C Tg+C PoW-C Zc [ k +£T+€r 6
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Dedup*)

For the first upload For i-th upload (i>1)
Client Server Client Server
Generate key Kk ——3 Key Generate key k — 3 Key
with Key Server ¢——— Server with Key Server ¢——— Server
1. Encrypt C=E(k,F) 1. Encrypt C=E(k,F)
2. Generate tag tag 2. Generate tag tag N
) no Check tag 1. Check tag
1. Choose time t 2. Generate ch
2. Generate LC ¢ yes, ch (challenge for PoW)
3. Send LC Generate re
_infa‘.I‘LC_> (responseforPoW) _____re
Store {tag,LC} 1. Verify re
—done __ with {tinfo;} —done = 2 Add owner
1. Update metadata * info,: additional information for 1. Update metadata
2. Delete file recovering C from LC at time ¢ 2. Delete file
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