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I. TITLE

ABSTRACT

ST-Jamming for Overhead-Free PHY Layer-Secured Communications

II. THE OBJECTIVES

Obijective
of

Research

Development of secure communication technology that
simultaneously  protects bi-directional information
transmission in physical layer without overhead

Development of technology to overcome trade-off
between security-data transmission and improve data rate

(secrecy capacity)

Importance
of

Research

When the base station and the terminal transmit / receive
signals simultaneously in the same band, the signals
transmitted from the base station and the terminal protect
each other since the signals transmitted from the base
station and the terminal are mixed in the signal received

by the eavesdropper.

Both directions of information transmission can be

protected at the same time, and the security overhead on




each link is greatly reduced, overcoming the security-data

transmission trade-off

Since both the base station and the terminal can transmit
information using all the resources, the link efficiency
index increases in both directions, and this increases the
secrecy capacity by combining with the effect of reducing
the security overhead

Solves the inherent problem of physical layer security and
simultaneous transmission and reception of the same band
through synergy between simultaneous transmission and
reception technology of the same band and physical layer

security technology.

III. THE CONTENTS AND SCOPE OF THE STUDY

Contents

Scope

Bi-Directional
PLS Transmission
Technology

Based on In-band

- Design of in-band full duplex transceiver for bi-
directional PLS communication
- Development and design of bi-directional PLS

transmission technologies




Full Duplex

Development of technologies to insert secrecy key

sequences

Design of Secrecy
Key for Bi-
directional

Communication

Study of optimal jamming sequence and pattern design
for X-independence
Design of dual-stage secrecy key based on jamming

sequence and pattern

Performance
Analysis of Bi-
Directional Security

Communication

Performance analysis of bi-directional PLS
transmission technologies based on in-band full

duplex in single user environment

System
Development of
Performance
Verification Development of HW/SW interface for performance
Platform of verification platform

Bi-directional Secure

Communication




IV. RESULTS

Link Efficiency | Secrecy Overhead | Bit-Error Rate for
Measurement | Index in DL (wa) in DL (La) Legitimate
& UL (wy) & UL (Ly) Information
Performance
Wd, = wy =1 Lb=Lu=0 0.5
Indicator
Basis of
Determining
Theoretic Limit Theoretic Limit Theoretic Limit
Performance
Indicator
Simultaneous Simultaneous
Achievement of Achievement of
Wp=wy=1 Lo=Lu=0 Simultaneous
(verification for | (proof of statistical | Achievement of
Details of
simultaneous Tx independence Decoding Bit-
Achievements
and Rx of RF between legitimate Error Rate 0.5
signal withinthe | Txsignal and Rx | in Both DL & UL
same frequency signal of
band) eavesdropper)
Method Simulation Simulation Simulation




V. EXPECTED RESULT & PROPOSITION

1. Overcoming Technical hurdles of physical layer security represented
by trade-off between security and data transmission and limit of
improvement of data transmission rate of simultaneous transmission
and reception system

2. Paradigm shift and preemption of security technology for next
generation communication network
A. Preemption of a new PLS communication paradigm with fully

integrated communication and PLS
B. By considering the keywords 'security' and ‘'same-band
simultaneous transmission and reception',
= Overcoming the limit of PLS represented by PLS overhead
and trade-off between security and information
transmission
= Overcoming inefficiency yielded by Traffic asymmetry and
limit of capacity increase in in-band full duplex systems
C. Creating new research trends that combine security and

communication

-10 -



CONTENTS

CHAPTER 1. Introduction ............cooiiiiiiiiiiiiiiiieee, -23-
SECTION 1. Necessity of Research .............c.ooiiiiiiiiiiiiiiiiiiiieen -23-
SECTION 2. Importance of Research ...........cooiiiiiiiiiiiiiiiiiiiiece e, -25-
SECTION 3. Limitations in Research .............cocoviiiiiiiiiiiiiiieeien -28-

CHAPTER 2. Main ...t -33-
SECTION 1. Neccesity of Research ............cooooiiiiiiiiiiiiiiiice -33-

1. Previous research ............coooiiiiiiiiiii e -33-
2. Standardization aCtiVIties ...........oueiuiitiiiii i -34-
3. Previous research ............ooeiiiiiiii -35-
N 070} 111 1313 o) | ER R -38-
SECTION 2. Importance of Research ............ccoooviiiiiiiiiiiiiiiii i -40-
L P S Y S eM .t -40-
2. Jamming insertion utilizing traffic asymmetry ..................cooil -40-
3. Secrecy improvement based on dual secrecy key ............ccooeviiiiinnl. -41-
I 1751037715 o) -41-
SECTION 3. Limitations in Research .............cooiiiiiiiiiiiiniiiieeieen -44-
1. Final researCh PUrPOSE .....o.ovinieititiie e e -44-
2. Yearly research PUIPOSE .. .ovviviirieiiti ittt et e -48-
3. Research purpose of year of 2018 ...........oiviiiiiiiiiii e -49-
SECTION 4. Limitations in Research ..............coovviiiiiiiiiiiiiieeeeens -51-
1. Research hierarch —full year .............oooiiiiiiiiiiii e -51-
2. Research hierarch —year of 2018 ............ccooiiiiiiiiiii e, -56-

-11 -



SECTION 5. Limitations in Research .............ccooviiiiiiiiiiiiiiiiiee e, -60-

1. Development of Simultaneously-Transmitted Jamming ....................... -60-

2. Performance of Simultaneously-Transmitted Jamming ........................ -76-

3. Design of Transceiver of Simultaneously-Transmitted Jamming ............ -99-
CHAPTER 3. Usage Plans of Results ..............ccooiiiiiiiiiiinn. -128-
CHAPTER 4. CoNnCIUSION .....uvieiiiiiii e -132-
CHAPTER 5. Research Facility List ...........cooovviiiiiiiiiinnn.... -134-
Table of ABDreviations ............cooiiiiiiii e, -135-

-12 -



Tables

<Table 1> Parameter Values ...........ccoovvviiiiiiiiiiiiis
<Table 2> Beacon sequence with 7.68MHz sampling frequency..

< Table 3> Beacon sequence with 30.72MHz sampling frequency

-13 -



Figures

<Figure 1> Conept of SECTECY CAPACILY «..vvervvevririiiiiierreenie e - 26 -
< Figure 2> Secrecy capacity in two-way PHY-layer communication................. -27 -
< Figure 3> Concept of proposed PHYSEC technique ..........ccccoovvvevinienienneenne. -29 -
< Figure 4> Traffic asymmetry in simultaneous transmission & reception.......... -32-
< Figure 5> Anti-eavesdropping effect of ST-jamming..........cccccevvervrininierinne -40 -

< Figure 6> PHYSEC performance improvement utilizing traffic asymmetry .... - 41 -

< Figure 7> Improvement of data rate yielded by ST-jamming.............cccoceerurnnee. -43 -
< Figure 8> Research hierarchy — Full year .........ccocooviiiiiiiini e, -51-
< Figure 9> Research hierarchy — year of 2018.........ccccceeiiiiiiiiniinicnicneeens - 56 -
< Figure 10> Model of PHYSEC communication based on IFD ..............cccoc.e.e. -61 -
< Figure 11> PHYSEC using traffic asymmetry & jamming (1) ........ccoccovrvenene -62 -
< Figure 12> PHYSEC using traffic asymmetry & jamming (2) ........cc.ccoevrvenene -63 -
< Figure 13> Jamming in time dOmain............cccuererieeieeneeiieeie e - 64 -
< Figure 14> Rx signal at Eve with jamming signal inserted in time domain...... -65 -
< Figure 15> Jamming insertion in frequency domain...........cccceeevinininninnnnne, - 66 -
< Figure 16> Jamming insertion in time & frequency domain............cc.ccovrvenee. - 68 -
< Figure 17> Block diagram of decoding procedure in ST-Jamming system....... -70 -

- 14 -



< Figure 18> Communication procedure for ST-Jamming.........c.cccocovvnirirennene -73 -

< Figure 19> Frame structure of ST-jamming in handshaking stage................... =175 -

< Figure 20> MSSC between Bob’s Tx signal & Eve’s Rx signal according to the

number of data samples in an OFDM symbol ..........c.cccooveviriininiiniecneene. -77 -

< Figure 21> MSSC between Alice’s Tx signal & Eve’s Rx signal according to the

relative distances between Alice, Bob, and EVe ..........ccovvvviviiiiiiiiiiiencns -77 -

< Figure 22> Decoding error rate at Eve according to the relative distances between

Alice, Bob, and EVe.......cccooiiiiiiii e -80 -

< Figure 23> Effect of jamming sequence on information leakage...................... -95 -

< Figure 24> Information leakage from Alice (left), Bob(right) according to the

location Of EVe (Mp = 128) cuvviviiiiiiiii i -98 -

< Figure 25> Information leakage from Alice (left), Bob(right) according to the

location Of EVEe (Mp = 256) ...cccceeiiiiiiiiiiiiie e -98 -

< Figure 26> Information leakage from Alice (left), Bob(right) according to the

location Of Eve (Mp = 384) ...cccceeiiiiiiii i -98 -
< Figure 27> Chane of power spectral density according to SIC stages .............. -99 -
< Figure 28> BER performance after SIC (16QAM) .......cccocverveiinieiieiieneene. - 100 -
< Figure 29> Frame StrUCTUIE ........cooverriiriieiieenreenreeree e - 101 -
< Figure 30> Windowed CP iNSEItion .........cccerverieiennerrenee e - 105 -
< Figure 31> Structure of SW modem..........ccccovrveiiiiiiniiin e - 106 -

-15 -



< Figure 32> Exchange of TRX sample stream between HW transceiver and SW

TNOACIIN 1.ttt -107 -
< Figure 33> Block diagram of SW modem of ST-Jamming system................. - 108 -
< Figure 34> Correlation results of synchronization channel...................coeee. - 125 -

<Figure 35> Change of phase in synchronication channels before (left) and after (right)

FreqUENCY LOCK ..ot - 126 -

< Figure 36> TRx test result with HD mode ..........ccccovvviiiiiiniienieccic - 126 -

<Figure 37> Constellation after insertion & removal of jamming sequence (256QAM)

-16 -



Al LA A B e -23 -
18, AFMEHALY A o -23-
28, ATFNEFHAY FTRA oo -25-
3 ., AFNEFHA FHY AMFQ s -28-

A 27 B B -33-
18, AT TN BB -33-

L TS 718 BT s -33-
2. U9 HF3 3 7 A F A, -34 -
3. 4, A ol g o] dAEe] A4 3 WE.-35-
4. UL A 71T BT e -38-
28, A Q& D HT WY s -40 -
1. BTddY A $54L 7oz k= PLS A8 it -40 -
2. Traffic asymmetry & ©]-€-3F jamming A& A< 71& WE....-40-
3. 2% HoM|E %3 PLS Hot A% At Jamming 42159
sequence ©} pattern = =7 o]-8-&ol| wWE B S L, -41 -

-17 -



-18 -

4. 4 e g AT HY AT S -41-
3., AT BE WS L H s - 44 -
Lo HT AT B3 o - 44 -
2. AAE AT HHE E WS -48 -
3. YA E2018 %) I HE E W e, -49 -
478, AFNE AA L s -51-
1. FAES AR AA E HH e -51-
2. WEldE (2018 UE) AT A D W - 56 -
5. AT AT AR W s -60 -
1. Simultaneously-Transmitted Jamming 71%2] 709 e, -60 -
2. Simultaneously-Transmitted Jamming 71&2] A5 ¥4 ... -76 -
3. Simultaneously-Transmitted Jamming = ¢33+ S5417]2] A7 2
T -99-
A 3% AF ML B 8 AF . - 128 -
A A7 B B - 132 -
A5 AT AA, Y] BF - 134 -
OF O] FE e, -135-



<H 1> Parameter VAIUES .......cccvcveiiiviriiiietiestete ettt - 101 -
<HE 2> 7.68MHz sampling FIOt+E AFEE [ beacon sequencel| EHE 4

................................................................................................................ -103 -
<# 3> 30.72MHz sampling FIt+=5 AM&E [ beacon sequence2| HHE 4
................................................................................................................ -103 -

-19 -



=l 1> Secrecy capacity2| 7HE T

<8 2> L F2AT EHO MM Q| secrecy capacity......oovevneee.
<8 3> & AFMA HM2t 7122 THEE e,
<8 4> SLHY SA| SFLO0IA traffic asymmetry......ocooveveercereieennene.
<38 5> STjamming0l 2/t =& X 2,
<& 6> Traffic asymmetryS Z&%t 22|AFE 22t d& S..............
<38 7> HetEl STjamming®l| 2|2t HIOIE MEE 57t /HEE ...
<38 8> SHE AFMY FT HMA
<38 o> GBHAHE HFIHE T MA o
<& 10>1FD 7|8t E2|AE EOF EA AlAH” Q&
<08 11> Traffic HICHRTF LS 0|8 S| HZ EOF (1)
<02 12> Traffic HIOPAD UL 0|8 2B|AZ 2O (2.
<& 13> AlZE DMLl jamming &R ZIE .
<8 14> AZUEHO|MO| jamming A2 &Y = eavesdropperOi| A2l

B e
<8 15> Fo YoM 2] jamming &Y ZIE i
<8 16> AlZtot Fobs YoM jamming &2 71E
<32 17> . ST-Jamming A|AEIOA FEMZ decoding?| 2% ..........
<38 18>. ST-Jammings RITH &4 EXb.

-20 -



<38 19> ST-jamming= P} handshaking THAOAMC ME =g = .-
75 -

<% 20> OFDM A= W data ME =0 [I}ZE EveO|A Bob ®& Az 9

<& 21> Alice-Eve-Bob HZ[2| H|O| [FE EveO| A Alice ©& A=2

= 384) eeeeeeeee e eee e ettt - 98-
<3 27>SICO| [E power spectral density2] D} .....oooooivviiiiiienne, -99 -
<32 28>SIC O|F BER AE (16QAM)...coooveereeeeeereeeeeeeeeeeeesrenei, -100 -
<T1E] 29> Frame StIUCKUIE. .........c.cueveeveeererieeesiseesessesaessseseessseseesesseseesesseneesas -101 -
< E 30> Windowed CP inSErtion............cceveevereereerreereiesesesseseesesseseesesseneenas -105 -
<8 31> SWmodem2| TEZ oo - 106 -
<A 32>HW SFA7| 20| &4l sample stream W2F................. -107 -
<& 33>ST-Jamming A|AE SW BHES EEE .., -108 -
<38 34> 7] KE B B - 125 -

<d8 35> FOts= Jock O|F(EhM O|2(R)2 & S7IX 278 ?IY #sf..-

126 -

-21 -



<22l 36> HD mode0f| A

<38 37> Jamming A=

<2 38> AR |

uE
N
Ed

-22 -

SN AE ZDb e, -126 -
HeY X HAH = MDY E (256QAM)- 127
to| =& et



A

A 17

14, 74 EgA e 284

AR B

=
R

IDX F31 el u}

)
PN

ke

B

R
vA

X

)

Ho

}. IDX

B fE e 77

ofp

1o

A=l

AR Aus] Wit ol dath

1

El= 7HQ

o]

ol

o]
it
me
=t

el
TR

+

840 " AZ Ao,

)
=

o webA v A AEd AR wekel

ojn

2 K-ICT AlFF

vl gz sty KICT UIEY A w4 A 22015.12.7.)

1)

(2015. 4)

o
%
%
Gl

1 7

oF
il

o

=29 ST(Security Technology) ¢]UME]H ; F31

ki3

-23 -



H
H

I

7

c‘)l_

3}(Crptography) 7]HF .

<

A

7}

s o

© 2, LTE, WiMAX, Wi-Fi

-
o

o] 7}

=
=

=A%

Ay

ARt Bl oEsty] ool

o))

AE

ki3

o)
=

5@l

DES(Data Encryption Standard)®] 74-%- <= A|ZF e af =] 7}

1

24 we P 3

2] S&=7}

%

RS AN

W

A7} 7]

Ly
a

=kt

=5
=

w A,

4)

)

o] 53l 7|wke] Huk ZHRIO g

=
L

7]

ARl W

H QF(Physical Layer Security, PLS)

=g AS

.

w

el

~
o

=
©

-4 -



7},

2)

TG EYAS AES grFdoz oA oz ud wA R4
gk =22 decoding error & o] =HAIF A& & = HE v

ARl B RS AR 7]

@ Perfect security : =27 F-AgHe] AXF T A|7HS S4A] A Q)

gAPE vY WA AE A5 Had

ol
52
rr
oz
=

@ Asymptotically perfect security : H]'2 WA A 9] codeword 4 o7} F-3gt

3)

4)

sl dojd wf, = A7 FAREY] At sHI AIRFE 7R v
At v WA S AE 5o 5 gl = (perfect security & 2
dsk) AH
olEFAoEE HAA HEES AS codeword(H]E HA A&} HMT|E
E3ete)7t kel A uf PLSE S8l AW A Sl (asymptotically) perfect
security & €79

A A B4 A A"l =) codeword & Ao]7} 332 E PLS WHo g+

asymptotically perfect security & G4 + §loit, il vld = A A9
et = AF2] decoding error & A U F AL

2. AT NEHA S T4

Secrecy Capacity

A~

THAR perfect security & EASHHA WAIAE Udt= FAANA A

g Pe 5 Qe olEAY Ay wely AFEZ okl <1y 1>

21 (1ol Al PLS overhead L & FAIAFS} EH A} Ato] o] AES 9 =A]A

-25-



Aol HekdS SREy] 98 a3 overhead Y.

Message . Message
Transmitter Receiver
=
Ey, [Iu-- pxy (@.y) ]
T px ey ()
D Eavesdropper
P f’ pxy (.y)
Csg=log |1+ | | —Eyy |log———7—"—"— 1)
px (x) py (y)
PLSoverhead (L)
X : message transmitter?| &4 M= px(x) : message transmitter®| 4 M7 X =xY =&
¥: eavesdropper2| =41 4= pr(v) : eavesdropper| =41 ST 7=y 2E
o] A )\\§9f
. o A Al pyy(xy) 1 message transmitterg] |:__, AL
P : message transmitter@| &4 power eavesdropperd| 2414157} 2f2¢

o : message receiver2| noise power X=x0|1r=y Y &

i : message transmitter@t message receiver
Afole] 24 i

7}

<% 1> Secrecy capacity & d%=

ofubal LA EAl FAoA 7]E PLS 7]%9]

PLS overhead L & ¥ ¢ HHAFS S7HAZA = o, 524 (D)ellA
B I A0 secrecy capacity = A ASHAl ¥ 4L, secrecy capacity & 5 7HA] 7]

7] €3] PLSoverheadL S & & A9 HobAo] FHefdo] stz Hot
2 dlolE dETte] el AR trade-off 7} A&

719 PLS 7] ©] T & (massage transmitter — message receiver)2] &3-S

i
fofs
_orlg
b
Ju
i
X,
it
rDi
f&
-
rx
of
r>
riet

sl 7o 7| HBA o7 <7 2>9 7ol
FHreE F41(dE 5™ base station < mobile station) Y.

A WA Q] half duplex 41 A~ (base station ¥} mobile station ©] A Z T}

-26 -



Al ol gell AZE FaelA 719 PLS 7Yl ARSE A% secrecy
capacity = Th 199 24 )9 #o] 1d4.
x IR
Base > time Mobile
Station < Station
152} -

BS — MS (DL) & HAIX]

e
Eavesdropper D [ |

MS — BS (UL) TS HA|X|

-
e
7

¥ Z

v Il

» time

» time

B rLS overhead

<y 2> FLFE EFAST B THANAY secrecy capacity

pxy (2.9)

Py |h|?
Cg=wp|log |1+ & —-Exsy [l:)g.i
o px (x)py (y)

v (1og 1+ r‘.ulsﬂ’ —Euy [lng pw.z (W, 2) ] @
Tp pw (w)pz (z)

DL PLS overhead( Lp)

X:BSe| &4l ¢l=

T : eavesdropper2| DL =41 A=

Pz :BSS| &4 power

oy MS2] noise power

hiBS — MS BM A=

wp: DLO|A RUESEI 585 Al

px(x) 1 BSQ| &4l =7 ¥=x &5

pr() : eavesdropper2| DL =41 $=7F F=yY &8

prr(cy) : BSC| &4 MBS0} eavesdropper?] Sl M ST}
A4 X=x0|1r=y2 ZE

LS

™

o4 A

)

1)

= o 71

35 MS 7 ARE &

UL PLS overhead ( L)

w7 MSe| &4 M

Z: eavesdropper| UL g=41 A=

Py MS8| &4 power

o5* : BSQ| noise power

g1 MS = BS 9 aju

wyt ULM REESE2 5835} K|+

pr(w) : MSQ| S4 ME7t W=wd &5

pz(2) : eavesdropper2| UL =41 471 Z=-Y &5

prziwz) 1 MS2| & 41 A5 9} eavesdropper?| =414 57}
22 W=wo|RZ=zY g&

o Al AF 7S dE 59, WA BS7F ARE FA

AFBE EYAE AR O A A BS
PUE BT 20T F QS (Fie 2T P

-27 -



2)

3)

129 PLS 71e] A, W BANE BEY & RS 25

of glemz e dHeol H Ass A Exd 4 glal, o=

O~
OI

olall z}zte] whako| thell *H:=¢] PLS overhead(DL ol A ¢ LD ¢} UL el
A e LUyt Fadh
Fwp<l B wy<l1o|RE, o]Ao] Z} wgkel| 4] PLSoverhead LD 2

LU o matst A 4 (201 & 4 30550 secrecy capacity 9] 4]

3. ATATHA Fq9 AkaQ

. &

A7 g S o SAstnA s PLS o Alkasl

7F BekdolE HAEZE trade-off =5

1)

2)

2)

Hetd} dloE HAE7H] trade-off & HF 4159 encoding ol A &

o2
oL
otk
oft
2
o
off
>
=2
T
folr
ol
rir
)
-
w2
)
%0,
i)
L
o
u
uE
t
s
k1
Lo,
-0
N
w2

-28 -



overhead & ¢ & A

o} dlolH % EE(secrecy capacity)e] T
1) 7]£9] PLS Al&=Hlo| = Hotyl AW AL Alo] Q] trade-off 9F ek

B2 AN overhead T7FE Q13 secrecy capacity A9} T &0,

O

F e AR AFo] AR vgE AdE A, F wp <1 ol wy<1
o] 7] wjZoll A 7] secrecy capacity #Aa7F WA S

2) Secrecy capacity S FAA]7]7] 91814 = overhead & =]+ FAlOl wp
o wg T7HAA T

5 dgelA Aze] BA F5AS B PLS o Alokae) 82

Simultaneous
Transmission

Base > time a8 Mobile

Station 2 g Station
Simultaneous’ N L » time

Reception “-- / ‘
> time
BSQF MSQ| &AIAIS T}
MZ HoM =2l E

BS — MS (DL) & HA|X| MS — BS (UL) & OA|X| . EavesdropperQ| £=41 Al

<ad 3> & AT7HA AL 71ed Ad=

7F BS ¢k MS 7t 5 tiellA Al A E ST B, =HAe] A

-29 -



[oi3
=158

o

w Aol A usE 5 e B oje 77t

oy

o owhebA, F ekl
#0419 PLSoverhead 7} & gl A7/ FastE= PLS o] B A<
trade-off & 5T 5 U=

g T3 BS 9F MS B Folx Ad S A5 &&ste] AERE AEFEE + 2
°oB1 7 wy & wy E7F A H I, o] A o] PLS overhead & 74 w¥e} &
%A secrecy capacity ©] 7] % Q1 F7t= o] ojd F S

Azel BAYYG FA FRAL /o Sh PLS A=W Al £

d

3 & A= A7 7 (self-interference, SI)7F A

2) ol#3 SI = dukrgo® Salgof &1 desired signal © W3] 4] dB
ol AR SI o AA 7t A5 FAHS FA Sl A4 ax

shupel.

of

3) A<z SI o AA et o]2A< feasibility 7} THHUS ¥ ofzl,

Y

A A FEA9] feasibility 7} proof-of-concept(PoC)E E3l 5% A

4) 1=l KUMU Networks 2 Intel & MWC 2015914 A %9 A &

Networks &= 22921 2] Telephonica 52| AH|x~ ¢ Ao} A FH N

5 £ application o ¥ FUA FA| 54 7149 fieldtest S 7

-30 -



4l

-
R

14

o

b PLS Al =Hle) AEs 9

H
L

7]

]

A
l

=
-

GLOBECOM 2014 ¢} 2015 oA 52
A
[e}

1
Al2=®ll & capability
Al

k)
pil

L&
=
o

i
[ez]
=

el

]

o

=
<]

A A o) 8} 3
EX

|

R

.
X

1)

- o B o " o N T
o Ca O F oM o
— C i KW T
@_ Mﬁ_ W_ T o= B
" = AR L o R =
A w© o o S
2 T 5 N~ 3 Poos T
M T B g < m wo_m of- .Hw‘_
w.. 9 3 n AT Ww o To 0
S o o I g O <o M
7 g T = & = ¥ °
.- @ g 0 5
4 RN ~ & g 0
> 0| g K
< o « 4 37 T ZOE -
o Eo ,Q o) o
Ak T P = = < Mmoo
4o ™ WMz S
— - ~ X CO
5 = 2 = = B
PR E R isoecwos
) —_ — IS
o o L BN R g
i 0 o= e o
= T R o N > BN W L
8 = o o om X
o T B o ¥R os oaox
o R v T W P o T
I R - BB A me ® N
10]
~ S &

3z
ar

Ao =

E1E
=

-31 -

olgt= £ AT

st 2.

S

A58 A



DL Traffic
UL Traffic I

Waste of resource
due to asymmetric
DL & UL traffic

<% 4> FLHS FA 5204 traffic asymmetry

-32-



A 2% &

=

T

4. 47 e %

2)

_%]

80

=

F2 Uste FAOE thew e FAZ A7k SAHIL e,
H

o] 2 ¥ol ] PLS 29 7|% : secrecy capacity = 3A]7]7] 9

3 A5 AT A D B 7RO R B33} secret key generation, artificial

oftt

noise scheme | 3}
ek B A9 PLS ¢ 57 duplex mode & 7HES & 1 5 3
gk tisA PLS & tFT AR, ¢ AEE PLS ZY7IW el

t}5-2HE| L} signal processing, A 4, cross-layer optimization 52| 17}

=)
=
P A BolAe) PLS : @ WFoR Aus Aual

rr

#7o] o

-

U5 eyl A2 AR B F3 w3449 PLS o gk e

¢

1Ee] WgE BAS 919 PLS J1HS PEG Bl v A s

T &8 AlaFel 2] PLS ¢ 0T Al&E =g FAl AlAE], A1 A

o A% A28 T 5 A application © 4 2] PLS 7|&& tHFe A

& W PLS 7)E F 957 71 o% matured H WA, IEEE

2.11ax, 3GPP LTE, IoT, 5G 5 tT}oksl 7| G-l A EF3} A|=7F dojvt
o] o
2 =N

-33 -



L Al s S5 Ve
1) 2000 Ao $HF ~ 2010 A o= ks SACE IFD $5417] % S

<ol g A7 FHE olF

ax

AA 7)1zl gk PoC %
@ PoC A5S F3) SI = background noise level 744 AJAE = oS H Y.
@ SISO/MIMO 3749l A realtime implementation | T3t feasibility 7} 753
@  Hol= mmwWave ol el SI #lA PoC AZel et A47F W3

[o) KX
I 9le.

P

2) 2010 {d] TFuk ool StuE TAHOE 3 the ARSAL IFD o ek 8

r

= A7 7I9S T AHeE 3 358 A= 9 54 application o ok

field test o] tH&k F29lo] EAA 0= Ao vpar Q4.

@O A A, A EH, v AFEAF beam A Fo] FAl gk s A
T AAEET )7 sl R S

@ EA7A Hredo] SAHE A FFL Qo) study item ©& AA =

U] 178 3 £ Ve 2 FA
7h EYAT Bet
1) Secret key generation 7]%Wt PLS & IEEE 802.11ac X% <=°l 7]|1¥ A oH,
3GPP Z=3lol A & studyitem O & A A H.

2) Artificial noise 2 beamforming = A}-&-3}% secrecy coding 7]4¥F PLS &

i
HN

IEEE 802.11ac ¥ <ol 7]a1¥ Qo LTE releases, 10T & cellular 10T, 5G

T FEFol wkede] A=,

-34 -



=y

5G &

=)
T3} 3] 2ol A

-
R

2017 1 3GPP TSG

-
T

3L, LG At
o= Aok

& A 3GPP, IEEE 802.11, loT
]
=S|

o} Bk,

-
.

i

A

2012~2013 Al A A IEEE 802.11ax

-

g Sl M 7=

RS

9l

ol A study item &2 A A E o] 9lom 2020 W7tA %

-
it

Key-free secure pairing 7]+ PLS
KUMU Networks

RAN ©] work item 17 A%
Aot =

g

study item #| %

3)
1)

.
al7

&

e

3)

22

o

X Aol

T

~

4)

L

1
L

3

)

fius

<

T

3H

°

He dy

g Tulle] #EAEY] A5 7Y WE

g Ko

1)

—

B/
)
—_
o
ol

W

<
4o

XA
o

oF

oH

el
N
i

4
4o

1o
o)
o]

oA el PLS & 1 W7}

-35 -



]

[e)

=1

A

)

e
=

=

=

°]

PN
=

2] redundancy

<

gol thFo A A
o A o]= = PLS 7]

Tk

]

=]

o, 53] LFAHAF

o]

2=
=

secrecy capacity 2]

shel dEfe] 7]

]

A
R

—

A

)
I~
o

m.
B

ol

], cross-layer optimization, H.¢F7] ¥} 7] So o

-

R

PLS 7]<o]g}

.

H 53}

3t

S

7H4.

=
=

%]

EA duplex =2 7}A

@

.

o

B

el

oy

=i
=

pilot 4l &

T

0]
p8A

g 9

=

Two-way relay A

@

of o

7], precoder A 5

al

A

0

A+

O~
T

1 oF

4 g5
149

A7} 3

Fo] g2 PLS 7|HS

Hotat gr M3t trade-off

)
=

32 & overhead

S

it
i

e
P
fite)

"

4
e

T
oy

-36 -



joll 4 2] PLS

1=

s B el £l
M Lo B s = e < ¥ B 4 1
Cla =l ! o ] gl = iy =
do = ~ o P T
° o T oS - v WX < i
oo B - Wo e T ol Gl = @
A _ o
KN - N MT 3 Q = B o
~ = B0 : — £ O 3T bfo
X o o N <o » = —_
N o= <o N o ORI 5 =
o KO % Jl ~ :.L - W 0 7]
g B ol N T o )
M N o AR L <8 ® ~ M Iy £
TN T wwr o & = E B X g 2
S TR - T R & = = 9 8
W o ° B M_Eu oﬁm o " ~ nH w o X =
o —_—
w2 e T do o oo T oo ok F CONNC I
= " o M pr A B o X0 @o ° = K Pdwﬂo <
I LIS R S o R OO IR
= ™ R c = 9 m o W 760 < X7 e
=5 o X O 0w s ° @ N B =
X Tor o) 3 N_.o 3 :&.ﬁ 8 EE = w ~ ) ‘:o &.o JI \Dr.m
L i oA 3 — =) £ i]= a 70 (Y P el
< " L B o <% & = TN B o
wn %# X [<5} X _ ZT ‘Aluﬂ ll ‘Iﬂ :_.L
e o ~ & = % z Mo q o
< o < D A o L ~ N X ) _— o i o
o : T o= v = 3 T 0w T om ®OX
.I,_yl O“# HL ) o N N _ R JI o k) <5} . o .
h o ~ do N m 5 B w5 o . e ® g
Ho  To oo - A S | (= = w2 B R o =
53 s < = E ® =T T wm P 3
% m o g N i 5 & o) T oo
- % 5 T O - 5! S L b T F X z
®od o o= 8T = @ 23 X S T v % og P )
v o e o o= D X o X w o om QY x T b K
| = e o o Ny w . 3 K k - ¥ &£ oo M 7o o|
o o T T g T QO ¥ = = © o
o = ‘m—ly 100 by i & e Mo QB.V ol W ~ iyl Mﬂ B
o m of B B g o X %m -
o XX ®
< s S e
N

-37-



on, ¥ AT FAlEe HE

A7k A 9]

ki3

o

%

&J%¥ DUPLO project 7}

2

TOoE

Ho

the] w7bolA

el 24 7]

S o

1)

E

Tor

@ KAIST, FF 37|, a8 o

AFe B Eo] 10T A 2B A9 PLS

=4

3}
&1

?ﬂ_

o] PLS of T

=0

Hlo

TH

W

<

1o

olo
jl

TR

<

4o

nd
T

=3

e

als

o
ﬁo
o)
il

29 A|~Eo A PLS | o)

To

= 714

2)

& A4

S Heb 7=l o

=27

NFC 37 ol A 2]

Aol A=

%

XK

@

@ 2 9el= FRE AT &

9] ojst

3)

1!, Georgia Tech., 2]

1, Stanford tf &t

1
S}

3

@O MIT, Princeton T

X

Eis

1 9

As

E=S o
= =

A} o]

ki3

121

X

)

ol el o

o
)

F2 Qe

@

ol

4o

-38 -



4)

©
=
_|
=2
X
r

>
3
3
S
@
o
ofo
o,
i1k
ofo
2
o
2
X
k1
[
.
ox
olr
o
o
EN
&

EgAZ Hol 7|&S /) 2o}, Hol 422 93 overhead 7}
A= dy ek 4 3o o2 3k overhead 7} WIE F7}
ks FAE 7.

@ Arizona thgtoll A= FLdd oA dHolE ¢} jamming AT E F Al

2
ofy

ofr
-

= EYAIS Bt VIS Ao, Hete] Weirh whddk

offt
>
o

= AgE o] voly AFEo] EHo] A= FAE 7HE.

=9 714

o
ofy
jubad

o
it
U
r
w
rH
i
>

D Cisco Technology, Qualcomm, Broadcom 5 ™ 7]
AR GRE 1 AT Dol USH T 9L,

@ Advanced Micro Devices, Digital Equipment Corporation, Ls Cable & 524>, ¥l

714 ol A= repeater, 802.11 LAN, wirelessPAN s 574 application < 54

o 3 PLS 7= MEE Y T

sLUY A F5A V=

1) =9l oY digtse] F5o] ¥l sI AAS v AREA T4 8
el As el g A5 FdstaL U

2) U9 79ES F4 WS 59 application o 3 field test (KUNU
Networks), mmWave 7ol A] SI A 712] feasibility o] tt <15 (Huawei, Intel),
= UG A= (LG A T & w2 ok e

3) Huh AU T F54 713 PLS & s@etHE 244 &4

-39 -



1) BS¢ MS7F < tidolA Al AzE S5 A5, =FA

ali

A 2 FoE BS oF MS o 41 2157 4o glom BS 9 MS 9 %

r>'

ANz 7 42 gigh He

(o

7|2 gt MZE HE3)
2 PUF BN FA RE DA,
b4 @94 wo=1 3 wy=19] $A BHE Ba % wFe) An Aol AR

02 9S4 faor olal W= secrecy capacity 2 A8} T4 2.

Simultaneous transmissions of
DL & (UL+jamming) signals

DL Tx signal N
ol >
|
A ~— R —
« v T
\ % \ " e
. A ” i
Base Station Simultaneous ,~=g========~ > UL Tx signal
. Sl L G P s + Jamming signal
reception of 4 %’
DL & (UL+jamming) Rx signal at cavesdropper
signals D corrupted by mixture of
DL, UL and jamming signals
Eavesdropper
<% 5> ST-jamming ©] 23 =% W= a3
2. Traffic asymmetry & ©]-8&%F jamming A& Y 7= 72

BN BA F5A Yl BAHe BARES o8 PLS =, waffi

asymmetry 2 <13} datarate A3} A 4.

- 40 -



. Al e A7) traffic 2holol] olal AFEEA] = AUS o] 83}e] jamming 4

7F independence & H.(4] (214 Lo =0 ¥ Ly =0 ¢ A EA)E 53} zero

PLS overhead &4 2 Hok-AHW H & 71 trade-off =5

Simultancous Tx of Simultancous Tx of

{ DL & UL 3 DL & UL A

DL Traffic DL Traffie

| I 1 1 [ | |
................. R L LT P P I P e

Waste nl’resoum Jamming Sequence
cue Lo asvmmelric .

| Improvement of Secrecy
DL & UL traffie H provement of Secree

<% 6> Traffic asymmetry & &8 EI AT H A5 U

2% HeE B3 PLS HeF A 4 Jamming 21 5.9] sequence ¢} pattern <

1) 1] PLS = el dole A% WAk M e A0S Hfehs A

[>
et}
o
N
r]:f.
o
it
ol
o,
U
HU
i

2) uwebd, P AR AES BT Bosh] fsiM s Zzke] "ol E

-41 -

Ao FhFe Holy dFs Al ned



3) Wk, Aljk" PLS 7| sduideld BS H MS HE Ao}

jamming sequence 7} Aol MFEHERE F 3o AW AF FAt F

Aol B,
@ BS< A% A% (MS < A% A1% +jamming sequence)oll 23] B35,
@ MSe Hg A% :(BS 9 A% AE +jamming sequence)ll o]l B E .

L. Traffic asymmetry ol 2|3} data 5% A3} — Secrecy 33
1) A, gk 3 3F traffic asymmetry & A1 2291 AFEA} traffic Q7o
s AAH+= Zolm = ol& % A | A data AFE Aot &
AL 7159 54Uy A $574 A" = 2+ gl

2) B Aot 7]&L traffic asymmetry o 23] WH|EHE AUS o]

®

jamming A& AFst= 71==, PLS & g F7HAS AedAR

52

o]

& B Bl o BHoMES AT Vs

o
ja
2

3) 53], AYE jamming A& i3t sequence % pattern £ F3F 2

7] 714S %3] (DL A% A3 + jamming A135)9 (UL A4 AE

+

jamming A1 %) A}o]9] independence & W g o =A Fhdk A

oy
b
-

o e RS FY AL & AL

d

ok Hel — tlolE] HdE1te] trade-off =5
1) 71&9 PLS 7'M ZF wako] AH dF HAolA 77 Folx A
UH-Z PLS E 913 encoding S H3] AFESIEE, 4] (2)°A4] Lp >0 ©]xL
Lu>0c°] ¥o] HeAH HF Tt trade-off oA A+2& 7+ §l&

2) 53], FEEe] AE AEs BT Bosty] AaiM e A4z HaelA ¥

-42 -



9] PLS overhead = A} gsljof st 2 A|2~®l xA]2] PLS overhead =7}5}H,

olZ & HekAR AF 7 trade-off 7} U1 o}5}4.

3) WHH, AotE PLS 7|HS Folxl 2 o]Qo] 7149l Y-S PLS &

Al ARESHA & W oldek (DL AE A5 + jamming 41 5)9F (UL

A% A Z + jamming A1 3) Aol 2] independence =

21 ()4 Lp=00]aL Ly=00°] o] trade-off & ==

2}, dlo]H L& (secrecy capacity)e] T4

1) AItE PLS A|=HolA = BS 9F MS E5F F0i3l

A2l

Zlgto g2 e 4

= s o
& 5 9ls.

tlo
)
e

¥ 283

of 4RE AFEE wp=1 I wy=10°] Al SHHEE, 7]E PLS Al

2~Hloj A WA secrecy capacity & A3} T4 & Z.

T Conventional Scheme =

Overhead : “ - i
signal |

SO N0 L
N : ”I.L“;:."' \ 0 ﬁ

e A

E.‘.-'-';,'{-:-:r-@

*

Original

o~ Proposed Scheme ——m

Hole BHY+EF
Fr5i0] SHE ¥
Glo|E1 & £LH7] 9I8h

L3 xpglo]
conventional scheme®|
HlE) 12(+anz g

0=a<l:=
UL traffic/DL traffic)

<9 7> A%E ST-jamming o 37 ©lo]g AEE

2) T, Lo=00°]3 Ly=02%= QI3 Bek-gw HAF 1

k2] ] secrecy capacity ¢ 2 7]%¢l F71E o] A,

3) P T AN A,

ol

-43 -

7 A=

7t trade-off =& g3}

}&Fe) 2 71 traffic 9 Y &S q2f & o, <19



7204 & g gh5ol 719 PLS 71 thE] 2x(1+a) HIOlE %

712 PLS 719 W] 389 ©]

o

A7171 f18 &<

=
=

1:111_

Aok 208

-
R

RN

=

=EYAT

=
il

4)

HA ¢1

I3
pa4

o] capacity =7}

Sl e

]

A

5

e

el

100

Hoh‘gt

%

Bkt A H AL Alo]9] trade-off <

-
T

HkbE | 7)E8] PLS A] 2Bl A

5)

&2 7oA 9] overhead 571 Y

pul

S} secrecy capacity

At 5 54 @914 wo<1 o] wy<1olE 9]

el

A4l

34 4T BE, e 2 6

25
Hr

3

o
o

2%

% ue

gomn HdF Ao A

3

A

,{[:/j' (2)0]]}\1 wp =1 TJ—WU:].% %/\]Oﬂ %

o
o)

oj

ol

%521 HW transceiver 37

<
Ho

A A28 A

=1
=

ar
=4

PLS A% 7% 7

=]

OFulaE PLS EAl A AE] 2 A

@

-44 -



(&)
o2
o
ot
-
=
w
of
2
(Kl
&
o
4
W
(&

ZE 2 control signal A7
3) HoH] A s N Fo A, e A traffic ¥ jamming
sequence/pattern o] ]3| ¥ 25 Hel7lol| tisl secrecy capacity &

sl &= jamming 2lE A4S V1E AT
R

(o]

FUE PLS TAlS 9% ®Bely] AA A

A A 2~®l 9] traffic asymmetry o 93] A}

ofo
i)
N,
§2
ol
By
o,
2
12
o
ek

],

ol
rir
pak

jamming 25 & A7 o7, 424 )94 =03 Ly=0= FAol Wt
3= jamming A2 AAE Ex g 3k

1) X-independence & 913+ %% <] jamming sequence % pattern A I

@ (DL dl°lE + jamming 21 &)9} UL dlo]ElZt independence 24 (=,
Lp=0)2 93} jamming sequence X pattern A 7|
@ (UL Hl°ol¥ + jamming 41%)¢} DL ©l°]E 3t independence 274 (=,

Lu=0)2 93} jamming sequence 2 pattern A 7|
@ Lp=03 Ly=0< FAo] 2A43t7] 13+ jamming sequence 2 pattern Al
A B A st
2) Jamming sequence <} pattern & &3 2 5 HQF7] AA AT
@ Jamming sequence °l| th3+ codebook A 1+

@ Jamming pattern © tH&F codebook A A+

b FEF PLS A 7 Aok P PLS SAle 9 @ B AA A

T AuE WO R FAWY BA F5A 7 PYF PLS A 2w A

- 45 -



o

e

jamming

traffic,

AACED

N

Jamming

1)

OkH

sequence/pattern,

optimization

i’

Al

, jamming

;0._

<A

1

</

s

=1 data

E

traffic feedback % 2 5 R.<H7] w3 9|3k control signal AFo]e] # 43}

B

Gl

W

T

oo

za]
M
ofp
™
1
fite)
xr
i

®

)

xr
R

Jjo

puze]

o
Ay

OEAREA & Al

2)

<
i

JJo

2]

o)
il

!

=

Jo

!

22
nn

IE1E
=

HW/SW Q1E #|o] 2~ 7]

§l_

AEL 9

HW transceiver 2 Sw &=l 7t

311.

A2 9

do
1o
Br

oW

Ho

2)

E

- 46 -



S o~
.m AL M.*lo =1
A = i
= ) % - N T pid Nl
% o 4 B Hp A _ n N A x
= o " - - & < L3 x ﬂm H el
= 10° ‘m.w_ — iy oS = = i
T R 2w Hp cﬂ > W — 5 X
El oy i Tr — ™ ‘_Iﬁyl H
= — T No 0 G o’ R
o A D oI T 4 mT B4 T Jo
— = o) NI X N T
olos, 2 S5== ToTm eI 53 ;
$Eiel some ¢ w3 E3% |23 :
rENlm ET3T z 3 Lzp 2R .
) e} )
B & o A4 s P % 5
o= |4 gy < XX N % xomw T 5
° T o pi - =z B <° oy A o = o L3
< _ il el Bl Rl x < A c g oF s =
s X < " <4 {F A= 5 £ < — -
2 o o o o o R Egg (X% N X
i i e w9 9o < ML < g 8% R o
=i | ~ 0 T 8 g - — X ~
oW |gpEEEE B oo v | § 8w A
< 9 =R o o ik s . 2 2% - n o — <
S 5 5 o0 T o0 To° g PP.aaquoim_vL N o
s RPWEREEER = ﬁoalf%mmx%pp e T -
o = 20 60 30 o0 ol __ PR T EED wo wo  MPour |3 o
. . EO X 90 ~o = OL ﬂhm ~n =0 T
: . T o |8 & o P X T A OE R
____J_ME%%@;%W s LT
o o ® ;.__u % Ho MO
' . R
=) xr
— =
¥ D i ol o
e o B by e i F o g Jo )
M- Mo B &) o N o B < 70 =
— o+ w o < - T o <
X i — Ho < <] o
~ < K o Eo o -~
Mo o n < 3 o) &
i q a = i) o
il an o X < B i
T o o o 70 o
= _Eo o ui " ‘_a o ~o
N 7o o .umo 0! mo T
AL
Ho o ) MM sl % o
e 70
o

47 -



A TR =K —
7 —
d AR B o g
— —_ o T g
s ~x m ui EAO HT_ =y < HT_ m
Ho o m. Mo Jlo iy 1o 2
6 > o~ T o o B Jo =
3 £ = = x = %o W
= K £ o o o = r =
o IS Eo ) oV o)
o . ks o A L o o i
Ho il - ~ S u MU
= o e W on T " = |k
. ™ 7] & ~ &o N e o
&O ol X 5 o i ) i_l il io 5
F % 2 | ™ g T o o > % o -
= - | - a9 | o I
oﬁ 4 N & o X a . ~ AW T 3 T_l JJo
X 0 T 0 r s ~
o o i it 3 o 10 Hin sr D TR
E X ~ Jl = L ~ ﬂ o M0 el =)

S o T 2@ ﬂﬁ T° w e ! BN ~o = <
Q% 9% T 5. 2 & | wE T s U
0T 9 gz EZe |l & s ol i
o o =1 s X 172 N v ~ Ny . j0 e o

— < o )] Ji H‘_ < X . g ﬂpll
B X e — 8L 2% mm ~ Ne o Mo odo 2|3 Moz
~o [ — MW % c m ~ ! = .62 ~ N L m;A
5 T o|EE ER| P w | E < =2
Gom Boow 2 % E Ew | i o B g kT TP o omp

- X <Y N 8 N ‘ﬂl .Cl lo 7K m_upo JI

g o <] -

= 2 — <

i LW = mﬁ = |- % 17u ML =< 7 =

— ~ < § ~ - o - i

~ < - - a

22| o o & po ! T o FR WI = w 2 o TR & <7 T ml,m il
o = " — - bt 2l oy A :1;% AR !
Hr G S S T & N | % v
» = o A plo B wm|d b o

U,Hl z &o n_mo o al ) ._._»o

- N = q_mo HL ,.._mo mwo N \_._mo " X0 1_m v

O ZL o =0 Ay bo ~o .Eo Ho

Bo < i i o = o 5o o

00 00 T0 el Lmo %o
H
> e ) K =
- ~ O T A
Ny ~ o
o x &
N

- 48 -




olo

K
e
Hr

B
M

el

)

=

§d %2018

3|

)

2

EM T __D 2 X o
o el = L
3 — > S No M o
TR ;oT [ TH o- AT.C
R AT e
o ~a o0 ) " 4o
Ho I o E Nfo ~
pooE e oo E
T
= X mw il mw EL 9
%0 K 2 o | = o o
= w 2y No w < = op (o
p— it al K — Eo 7O = ~o
Hr | S = @ < IR 5 s
< < Mo W8 | il
T T P F S
ik e = o _ X = T
X ol N o o | © & R = <J
_ TR T ) —~
— Ao Al o @ To 0
N 59 N 32 e o 2 w5
5 WO o s w g s e
¥ 4:Z3%8 3§ v | %
0
,_lr.yl ~ o = <& o n
L L _F o8 F 2P o3
< L= B N S o = ~ )
I Ay S ngL g W |5 W =
o A = o) 1L = I o =
4 oo o238 3 ST W I
m.
) L o Jlo = 2
(- ~ oF X g0
iy = < Hp
. o o @U_ T mﬂ mm S
—_— ) D atl ~ .
B I o T < g | Mo PP
- ~ 9= n = n 1| on N
B o — ~ — — fl
¥ = c o " b
B B o BB %o
fia » T
0 0 m.u.o m.u.o m_u.o
o 20 50 20 20

T W m
4+ = W
~
¢
o
<
4o
Br
=
o &S
Ho T
do | =
ERCE g
el W
<4 =
vA
o o
2 9
[a W “w o
we W 760
=0 =0
g fn
50 W 20
A ar ﬂ.o Sy
10° el 1 =
g ZadeEcll
5 koPEOmﬂo Ho AF
° Ho Lo X
b B o W
< 0
R =R
L I M
B) 10 o~

-49 -



hﬂ fg: PLS & ] A]/\Eﬂ :rLz /\474]
. sddd %’\] A9 Gz AA
RF =& o}d= 1 signal processing 2} SAA|% SI =4
7]‘6 BE Tz AA
L8284 S AAE B3 wo=1 I wu=19] TAE

O

ek
Aol AlEHold A=
PLS o‘«l 1& o] ki
RES P OFHFEE PLS B4 T o] Fx A
. . Sl training 2 dle]¥ 2159} jamming A& E X
e Fabe AA 4 meld) pxo] A
N A ZR]) xRl de wo=wu=1 °) frE
Al =¥l As
A7 oklek PLS Al T2 ES 2 control signal A A
.2, slaF A 9] traffic feedback (&8 WEhS 9
3 2 &S 9 control signal A 7]
.Jamming sequence X pattern 9] FH TREF 9
control signal A1 7]
Hol7) Multi-carrier A4 A| 28] X7+ L F3ul f Ao
2+ A HA e jamming A3 A 7]e A
71 Jamming 1% A ¥ wo=wu=1% Lp=Lu=09] &
7Nk Al DA g8l o]24 75 L simulation 715
RO A Lo=0F Lu=0E FAlol &3]
jamming 93] A2 3}E jamming sequence & pattern ©3
sequence 3% jamming sequence/patten ©] Lo =02} Lu=09] &
5 pattern Al DAl digk o84 HE
AA A+ theksl A @cle]  tlal  =&F jamming -
sequence/pattern &4 Al B0l Als AS
2% &% jamming sequence/pattern 71 2 F K.QFY] A7
K3t T
AA 2 5 HRM] Aol e =AY = AT AlE
A g o] A
T 5 Zollad = e
BLS DUAEA B AtE FEAHY FA 54 7
A 2 W ek PLS S]] As B4 ETRI,
S /N= -
°9] ETRI A4 99} 91e 975 Fa) 59 e
e e A7 g2 APgd Aden Ay Ans | AT
o SCl =% Fel2 wEsE A ZEw g
Rl
HW/SW 2 A% AU SA FFA7] 2 e PLS
Q1E]H o] AsAT EH4F T7EE ¢ HWISW IEHlo)~ | &9
E o] sk 71
ks £ ATE B 7Y oAA (&97]F 1A)

-50 -




Al
=
1o 1o
P
iy
j0 Ko
30 R0
80 o

E

i

Y Hotgdl MY J|S/IPR
YUY HoEH H5HE EANE

1% A7 AA 2 Wy

RELY

HE pL7a 7H

HW/SW QIE{H|o|~ 38

ETRI

By

IxtE e
2XtE

44, AFAE AA L Y

1)

!

!
]
g
K

2

<A
o

ol

s}
iy ]

_%]

iv.

B
No

e

JJo

e
K

HO
Ko

=51 -



fol oA

3|

JJo

3 (1 xAx)
&g 2AdE)

)

ojo
il

Ahg

57

S

ol

o]
=
ZF

o= 3

=

SW modem &9
P3|

[e)

R

HW transceiver =
1 %S point-to-point(t
Nitell = 5

4 (12hd =)
=

Z o
A
7]

o

2=

T

SW/HW <SQlE H|o]2 7ljdbel] Qlo] o] &
o] &

I
-5

0]
pal

I

°

Al EAl
3 o AREA UES S S0 B4

AL 9
3

E's
oJ
1
) 22 %)

o

7N

71 #3 A7)
[}

ol
=
e
4=

5
AT wha] el

g5 AT B

@

2)



&

B
oo

-

3)

%

@ 1 Adx= A FYo

Ea

-c:sl_

g 9

Al &=
[e) S )
| 421 HW transceiver

@ 2 AR A Sl

oE
o

-
ol
el

el
B

=T

I

7

s

=]
5

)

S o

< ~
0
Bo o _Aﬂuom 00
B 2 Gy
< =K ) o 5 I
R s . & WE E i
o n K = ° — wn T Q H+ =
o 9 W B w I g A o 1 g
g < ¥ S SCIE -
B do TR 2 PO - B i u T o= 5
o o = - N5 3 TG
7o o x = = Ho S A]ﬁ 3 H B oy
T R Eez2” Eoow BT T
T = ! M | = o z® 7 ™ B o= o
w|< w2 X o w Iqg ts P =
=0 0y el = < )AE sy o= = o = B =n
o © N -~ L A 5 5 P o E R =
r o G F - %%%@Zﬁ%gxw g Tz
B ﬂu T Jo E I = o Bo Bo OE = Z‘.w m;A - m " ol M
8 T 3 2 @%édg? - g Es
= R © Jo fudtie S 0 O.H..n1J
g P @ T 4 % = A — 8 o £ 5P
S =~ Y o T AN = U 8 S _, 25 oF
~— 2 DO o > ar < B B do @ 4 8 B w® =
~ 8 % - o £ B TR L — < m K © o
T 5 2 S oA JJAAA = 8 ¢ E <
CUES o 8 L o " lo o - < g 2 S <
=TI T <X = 8 o T | gy A 9 N o S 5 o
<5 8 1L1Lrueaﬁwp? g 2 o
AﬁﬁLEoMMmﬁ_ALPo@WmP&] 9 2 3 k|
%?Maﬁnﬂdgmr_%&o_._.,_._.,maowoolugupﬂmmieP
£ = o X g | © B ORTR S S o
X = —~ jss ad o o o o ~ = o
FEICGIEN = o0 H| B __1m0 = m g Moo
. 0 I B
C - Al e
! , ° 5
n = <
A o — '
Br g & S —
o o] oy Br <) = 4=
oz B X o do =
= = A 5 TR
Ao — fe) ﬁé ) e
0 Eo ol io lo i3 ,C LS
Ho o N ol
5 ™
50 o P
;
-
i g _ = do B T
ﬂ w%$wwﬁm%
N
AR O
a ~ o

-53-



ANEHNAS T AAE ZYd Fx, TEEZF,
control signal ol gk wo=wu=19] 84 HZ

oFu}sk pPLS B4l T FX, ZRZESE 9 control

m
2
X

N,

iy

=
oy M o
oN yg £o

o
fol
oX,

signal A7 — He7] Ak}l 7= AR A7l
Multi-carrier & A|Z=®le[A] 2 5 Hl7|ol tjs)] H<t
71 2§ 7= i

GE PLS 4l zZEd Fx, ZEEZFE 9 control
signal AAI9L 2 T HQY] AA AT AFE V|Wo =R
]

Al EF ol AS F3l Jamming AE A T wo=wy=13}
Lo=Lu=0 &4 @49 AF

Sk PLS B4l sSW Rl AAlet A5

Jamming

sequence

9 pattern
AA AT

[elie}

Lo=Lu=0 A @45 93l &, stFH a9 deoly AF
Asol FAA BEAS Vo R A, g9 dolH
AE 2Nz FA4 EAdo] Fd3 jamming A&
sequence =%

Jamming A1 3 ¢] sequence/pattern 2 A — 235 Heky] A

Aol AAE 7HA.
7] =%% jammingsequence & pattern < 7]WFo® A1
o] #olA FHH e 25 B codebook A7

Z XS] codebook A — HSHT] A9l 7)< A
ek PLS B8 913 ZREZ 2 control signal A
A — FEF PLS F4 A" sw o RE Ao A7
s 7M.

o2 ™

a7 WX

- Data traffic, jamming 213, control signal AFole] =<1

shdoll disk A3} A formulation

F71 HAsE FAol gk 8420 optimal solution
gtaL olg 7vtew d T HAHst ¢u
Z (9, optimal solution =%0°] E7}s3AY
3k complexity 7} "¢ S A$oE sub-

2]

o

oy ™
do 1

optimal solution =%

- WE PLS B4 ZEd xR, Z2EF 4 control

signal AAE 7|dto = g+

=54 -




"
~
o
o

o

!
Wy
H

o

system level A& o]A

§—l,

NJo
@

ozel

oF

_—
o

1o

Q

o]

=
=

A =2
£ channel coding/decoding)<]

MATLAT Simululink tool & A}

& oy AlEEHClE T-Ee

=
=

FENC R

T

pi
L
fu

St

[¢)
Sl

7

3l oF

)

i

link level
LabView

A
=1}

el
g A3 )

o
Rl

e o 89S Bl 7 (1
71 74 (HW transceiver ¢ SW

tAd FPGA

1

Eal
P
all

2~
T

=t}
=

g8 (1AdE)
ES
o

o

PLS B4l Al=Ele] A

6&:

)

A] HWISW S1E]F| o]

Communication System Design Suite tool ¥} & 7jgt
H,

National Instrument A}F2] FPGA module

simulation
Stochastic geometry &
%<l RF/analog

o

= 78 - HEES &M= 7

G
ey

Njo
et

HW/SW

(12 3hd %)

Hn
K
el

2

=0

F e @AE)
F A% @A

1.

T
=

s 48

SW R} Ffekel] glofA,

1

kel
i

%

-55 -

SW o] el glojAM o] AN EatAl S

AbE2 oYy FEo g
& o] MATLAB Simululink

9] sSw B9 FEo|
)

SRR EEE

(1-2 2pd )




)3 L=
Fl A= (2018 =) A7 A A

e
| — x o
% M._ Hﬂ Ju ,_n,m._l 1o
% N I iy -
= ol ] o« mﬂ i
._..IE\ 3 »ag -Dl_v\ BH
i z | BT : s
™~ Mﬂ 70 <| T < i
<Ju ; k- Y b .
= T © = "
A._n_ 3 Eo nbu
f . i - s 2 "
2 _ N I
& onE aﬂn =il ” i ﬂ_mo
o I Eidal I L i
L - FEAN B Bl = 5 >
o0 o 7o R i = | B ¥ Z )
2| oqo = =N N I = = T 5
mvl H : , o m m.w P = ﬁ T w _L_l \MV._O 1‘,-%‘_
ol ol wHEMH— 25 £ L o
= 0 ot = i I 1285 T h
M R, o i i| € £ T
- 10 Tod wr K o1 i| E 5 E B M 5 B
= B0GF wEl: ESE| R & :
> i < m ES 5 ..mmf.l___._ dv_._ o o »CI
P - ._0._.0 = AI .,M.om ToH io
s ] . ] w h S o
o ﬂ d T o -
5 3 a A Ho
| ¥
o o o
= . i, - " i oF M 3 = Br
il Yo 2= | | = |2 ngw| C = :
! o i H =i = 0 =) 0
i z =
aFlfe—] & S S o 2E o & L
To g | ar 4 i & | ho T = 2
- 10 & OL 3 z
ol =l 2 160 g0 3| A< £ ” "
o 3 & 20<| 5 =ha : )
qo* o0 = mﬁa ¢ foo I = =
o o £
=] ..“_wn_ Klo o =
o0 "0 =

- 56 -



3

NJo
T

Jo

fae)
BK

o
NJo

=
i

Njo
@

JJo

i

4o
Br

—

1o

ool A&zt 370

e Ariaate] dE AA:

@

ofp

atol A =8y

I} AA

Eal

SW/HW <lE]#] o]

ki3

I7ds

el

NJo
T
JJo

ze)

~

o

3 (1 A3dx)

bo Al 5

A7t AAs

&

AT 71

‘?4

2)

i)

@

73 (point-to-point E41 87)7} THEALEA WEQZ DA 2

w
B
olo

-
o

3)

SW/HW Q1 Efsio] 2~ 7)

ki3

g 9

il
Ko

o] =T o
cl i
R
w o
o =2
AP
Ao
ﬂw.ww
X 8
L
am%
W Do
= mﬂw .
ok
- oEﬂl
)
o jof RO
T
o = ®
T T
T 2T W
N R
Yo M= F W
S%W.]
mr m_m,u%mo
w0 ﬂoo#am%ﬁ
mw.o\N‘._,lEél
MVLOEOHMO&O
M| 5 —
B urmﬂﬂmc
Lo i
B |

-57-



= ob}3) PLS A4S 913k sw Eule] Ao glojA], %
COWE PLS TAE AF ZHUY T ZIREZ Y
control A& ¢ AA L BHoly] Al etaig]|Eo] x4

o= W

- Linklevel Al E#o]AS 3 wp=1 ¥} wu=129] BAEA
2 & A3 9 decodability A=

2 AEE BAYY BA $5A 34 FE QPG
PLS B4 A28 A% A% ZT9E el aAE

FLF PLS A= T2 AAE AU §A &
Tzl 7 AA R TP PLS S sw o RH
A AeH o] WAy

Al
A
G PLS B4l Al2El 2 A7 9lolM RF,
gJz g, gAg 9o elEdHo] A A )
o FA F4A1LS 913 HW transceiver S57417] A

5 74]9] PHY ¥ MAC Iayer A A
Furak PLS g 7Ivtom e, ek PLS BAAILE AT
74 At ZYE AL 93 HWISW QB Fo] 2 fak(e] i
9 A4 fNZ dAAH
Al 2=H G PLS Al=® 2 AAs S PLS $4l
AA 2z 9l F-%, protocol Z control signal X A9}
AA
FLF pPLs T =ZHYd Fx, TREF B control
signal 2 |
Sl training 2 ©lo]E] A& 9} jamming A& EE3}

= AA 7 Zag TEe A
2, sy =9 taffic feedback (2 w3y 2
Jamming sequence / pattern & ¥ & 91 A9}
control signal “g 2]

AA Az 29k JejH control signal ¥ A
A% SW EEA AoE Teedy Wit &
Wk PLS B4 ZREF A

-58 -




Link level simulation < E3l A T %, =
2 EZ, control signal o] th3t wo=wu=1¢ F&4 7

[

ok pPLS B4 T FF, TEESE 2 control
signal A A<} 2
multi-carrier A% A

b

secrecy capacity % 43} &4 formulation 2 solution
=23 solution & 7|¥to 2 A|7F A, Fu4 99,

[
< ARH FakE ggol A HA 9 jamming AlE 4F
[e)

Hety] A
Ae Awy | HIEE AR
rad #As Link level simulation & %3 Jamming A% A4 & wo=
13 Lo=Lu=0 A @49 A=
System level simulation & $3 =AY HAMNZ
decoding &7} H&
e PLS 41 Sw EE AAet s, Hety] A
Y 7l NEY A3rt FEE PLS $4 sSw o EFe
HE A W
AT BE Eig=2 a7 By
2, St ae] doly dE Az SAA A b
g ok B4
2, StgE ] doly dE Aset $AA SAol F
23k jamming Al 3 sequence =&
Jamming pattern H 2, S A9 HolE dF 4z
A 2 jamming A1&9] FAA 5ol o} 3 F3HA 24
0, 1 -
eEEPLS | Jamming 9 EAAow Ao patem ©E
BAE 919 | sequence o o
Hety) A 2 pattern (3 delH AL + jamming Al<)et Bhd
o 4 A A dlolg A% A3 5AZ independence o thik 4=

g4 S

theFet 34 Wao] wgte] W (AP A dvelE A
F415 + jamming A1&)9} FFLP A dHolE HE A%
7t B A4 independence 2] Al E#olA AT HE

Jamming 41 9] sequence/pattern A A —2F H7] A
Aol dAAE 7H.

-59 -




ARolE #HolA jamming sequence X pattern ol st
" codebook AAIE 938 FHH 3} FA formulation ¥ 4%
4 solution =2 (%, 2 5 ¥.9+7] codebook A Aol of 3k
optimal solution ¢ E3%7} 34 & 7% sub-optimal
2% Heb7] solution =)
AA A+ } 5
- System level simulation & &% =ZFH 2 F HY]
codebook & F&EA AF
- Jamming 41 & 9] sequence/pattern 24 —2 % Hely] A
Aol AAE 7HA.
S _ ETRI o fJE AT~ 7HelM FEoE Fhsi, ?—‘}%
cETe AT P APtown AT AiE scl =
rrwas | 00 2 wuss A8 Buw ¢
e %;o r LS ETRI ol 7Bad 3% PLS E41¢  jamming
A AT A7) 2 9] " sequence/pattern, jamming AlEAY 7]ES sWlow
M HA) point-to-point 2 ThFAFEA} FA4l 7oA 3k PLS
e EA A ~E S oZH o7 BA
ek PLS National Instrument A}2] FPGA module % LabView
EAA 28 (ﬂi;/\gf:]vi - Communication System Design Suite tool 22 &1z 7|t &
sz . ©]l RFfanalog % tX"d FPGA EES 7|HWloz dh=
ZYPE st HW/SW Q1E{#flo]2 7

54. A7 A AF W&
1. Simultaneously-Transmitted Jamming 7] 2] 7}t
7}F.  Simultaneously-Transmitted Jamming 7]% 7] &
<29 10> # A7 FAlA bR P Bl AlAES HojFt
o] A|~§lE IFD WA o7 F438ke= BS ¢ oA IFD WA o2 F2 35k MS &
A¥m, =3 BSoF MS7F TAIS & W o5 =AstaLAl sk Eve 7t AR ©
W BS ¢t MS & X OFDM 59| tg Wgat 255 o] &a] A=A dole A

t, o] uf BSe MS7F A&t Al & traffic e ¥ A= & F

ol

f
Ll
el

=
<

dlo
o
N
)
ox
o

.

- 60 -




Simultaneous transmissions of

DL & (UL+jamming) signals
DL Tx signal ( s PR

7
e ———

S =

1
YD
/‘

: i G 2 UL Tx signal
Base Station Simultaneous ’,>.\. -------- X (Sign
. e o o s - + Jamming signal
reception of 7Y
DL & (UL+jamming) Rx signal at cavesdropper
signals D corrupted by mixture of

DL, UL and jamming signals
Eavesdropper

<29 10>1FD 7% BYAS et T4 Ax9 2

-
>,
>,
fol
=2
rlr
N
>
H!
&
ey
o)
o
ofy
>,
>,
fol
N
=2
s
30,
o
at
fu
)
>
H!
&
avy
o3
o
ofy
2

<a¥ 11> A, 88 "3T9 traffic ©] Y2 A, traffic ©] 2 HAKIH
10>2] 7Z49-9l+= UL)9] AYS o] 83l jamming sequence & HUst= dHE HAE
thoo] WA St Y taffic o] YA traffic Bt} B F AREAQ A5l
A& 7hsatth o] adeA =& & 9lel, traffic HItHA ol &) UL oA &
resource | 23] pseudo random jamming sequence & A4S $, 9 A] pseudo random S}

A el Y= pattern o] Wl UL HolE &} AojF5o2M MS ¢ UL A% A5 E

AR, B upAle 518k 9] traffic ©] AEFH I 9] traffic HUF 2 o=

ofr

-61 -



IFD Communication ST Jamming for Secured

with Traffic Asymmetry Simultaneous Tx of DL & UL
DL Traffic DL Traffic

UL Traffic I 8 O
- 4 i

Jamming Sequence

o

<% 11> Traffic AT AP 0|83 EAZT HA (1)

<™ 11> 4, ke B39 traffic ©] ThE 49, traffic ©] 2F2 @HA(<1H
11>9] 4 $-ol = UL)2] AYS o] &3 jamming sequence & A3t ddlE R
o o] WA StFR A traffic o] FFY A traffic Bk ¥ 2 LA A5l
A8 Zhssttt o] adelA B Aol traffic BITI Aol o UL oA =
resource | 9¥3 pseudo random jamming sequence & A/J ¢+ ¥, 9 A] pseudo random 3}
A A A= pattern o] wel UL tlolE e} Aojm o2 MS o UL A% ASE

A, B oAl o sleks T 9] traffic ©] AR A traffic U 22 A E T

< jamming A% AEE A AHEETE Jamming o ddE Aol st A, &

W E5F pseudo random jamming sequence = A4S ¥, 9 A] pseudo random SFA| A

ol

1241 91 pattern o wheg} UL HolE e} AlojFoai MS ¢ UL d$ 4%

il

7

st o] ul A, sl&H oA AL & jamming sequence 2 jamming pattern = A

2 gAY vEd AHeE £ 9

-62 -



DL Traffic

UL Traffic CICTITT T T ]
| I 1 1 !

Jamming Sequence

<2 ¥ 12> Traffic ¥t AWS o] &3 AT B¢ ()

1}, Simultaneously-Transmitted Jamming 2 $]3F A% 21% Encoding

<a¥ 11> & <3y 12>¢F o] A, st3FE A9 traffic asymmetry & -85}

£

AE2 50 jamminj AT E AYsts WHOZ = 1) A FHo 2] jamming Al

x

\:

>
hincs

=
RS

,2) T FAolM el jamming A Z AL, 3) ARF} Fakg G RO A
jamming 21 & & A¢stE WHe 3 7FA] jamming A& A 7]Ee] vk 2 Al
A= 471 2 74 jamming 215 A4S 71 Zbzbe] s AHAME] 7] EstE s gt
1) AZF FHA A9 jamming Y 7=

<71¥ 13>2 OFDM modulation < 7F83S Wl traffic ©] AL =70 o3k
jamming A% A9 7S EAST B AR AME WA (X ~ Xivi S 22 IFFT
<} parallel-to-serial conversion 3o}, w3k, z-zko] IFFT output 2} =Y A3 7o) 9
jamming sequence 7l & DL traffic ¥} UL traffice ¢ 2Fo]vba 7 A& o). o] o

N-& OFDM symbol 9] subcarrier & 27|t} thS, Z+2F2] IFFT output ¥} jamming

sequence 5 3% pattern of] W} 4]o}F O =M DL oA et FAT o] A3t

o
12

il

874

o

A A% 5, Zh7ye]l A 49 AF Azl cyclic preficx (CP)E A9l g

7.

-63 -



Xy —] b x11 —
Xl'\ _.

> X12 —¥

IFFT

Xl__\' — —* X1 v —*

IFFT
P/S

—$ CP Insertion X
— _:_ CP Insertion X2
X3:1 —» —» X3:1 —»
— X372 —¥ n
. = _:- CP Insertion X3
XS_\- —> — x3y
' ' _:_ CP Insertion x4
:- CP Insertion X5

Xoy —of

/S

IFFT

l

Jamming
Sequence
Generation
T

—

Jamming

Sequence
Generation

<a¥ 13> A 99NAY jamming A 7E

%, <19 14>%} o] DL dE AF(wl ~ w5 5L tholo A FAd A

ofy
ot

o] A9, SFAANAL Fold BE AU ol§d HoHE AFIrE
dole A5ES Fa & & Avh Ed, £ARY Szl g o

oY) A& Azt FF G HolE HAE AT, g FFHA Azl 2

¥ jamming A Z7F B 4lo] e oolYeh, A4 ¥ HE AlSel jamming
A3 9 odloly AS7t Ao pattern & & o floB=E A SEHA AHE &
gk = U Edh

-64 -



pLow s e NN

w1 ! W I Wy I Wy W5
' '

2 3

UL Qpsfmine) __.
| = time

scaone .
EYY )\F time
<a¥E 14> A7 Ge) A2 jamming A Z 4 F eavesdropper | A& FA AT

o] Whal2 Qle]o] DL:UL traffic Hlol disll, AIZF g4 2] jamming sequence
o] Hl &S WA o2 DL:UL traffic Hloll #A] §lo] traffic ©] &2 HA9] &

A S o] gl ARE Aol jamming AT E AT = vk EF, V] el A

)
riy
o,
o
Ll
)
ol
ey

o
x
r]I
)
o
o
:{o
AN

= #Ho4 DL 9 traffic©] UL Y traffic X
UL 9 traffic ©| DL 9] traffic XU} & 74 L3 2 Aot WAS FU3HA A&

g 5 oglth elsh HEel, Y] delAt @ A oA uLelAw

‘“ L
o

jamming 21 & & st A9E d=2 E9oH, + 9 T(5,DL ¥ UL 25)

2
hincs
ol
ol
rlr
oM.
o
=2
k1
>,
L
ol

o| A jamming A& ol A 2] jamming sequence 2] H] &
= WA oM o] WS A8 = gl

2) T G99 jamming A 71E

<% 15>% OFDM modulation & 7FA S ul traffic ©] A2 HA(<LH 10>

H

]_

i

A, o]

e

ol

o] uL)el gt jamming A1 EE T3k F Gol| Al 4HS)
Ao M= 1A Fabae g HolH HF AT (X ~ Xy AL, olek §H

T GG A9 jamming 21T {J) ~ JixvtE AL o] W N & OFDM symbol

- 65 -



] subcarrier & O &t} o] %, (X ~ Xin}H {Jin ~ JintE FEMZ] pattern o ket
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9] jamming ¢ 7ol AIEEHAS wW FEAF 9 decoding HAHLY EEEE H]
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Dol Al dgetr] g HAE ZHEd Fxe dEolnh. SkolA Aed di=
JamLength UL.Int ¢} JamLength DL.Int, 12]3l JamPatt UL.Add = mandatory ©]™,
JamPatt DL.Add ¢} JamSeq UL.Add, ~12]3 JamSeq DL.Add & optional ©|t}. THEo]
7|25 0 2 H-E jamming o] 2 pattern 7} sequence © I HERE FAT &

ACK A5 5 Hual yd 7453 dde Al dAF s FA%T o] wf A

oy
it
b
i
ot
O

Az ¢ WAAES] W&ol ulel jamming sequence
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7 AE EEF] Ao A], Alice 9] required traffic ©] Bob 9] required traffic X
t} AuE 7HA Shell, Alice © jamming A 35 AF&35FA] 2E Bob ¥ jamming A1 %

= A% Az AdehS 7F4FTh 3 Bob 9 jamming AT 4HYE <1¥ 13>

o WAE wkth ol2 Qld Bob o HF AlsE Alice o dEol o7 ¥
jamming A& & Tholl &3] I ¥ = WHH, Alice ¢ A A%+ Bob & S A&

of 9%t o znk REW=r} o3 setup = E3l Alice ©F Bob =7 HoJE A
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N-1M-1

1
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A},
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T2 (59 MSMC = A= Ho|7k & & U= F random vector A}o]9]
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>

A%

5-°] data sample &] 4 (55517 jamming sample)2] =<} #A glo] Bob o HAF Al
%9 Eve 9 4212137} independent &}, o2 <13 Bob o] ol lojA <]
overhead © Ly=094<S & 5 3
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B} ARk Alice 9] % 2159 Eve ¢ 4212157} independent 3l H<S & 4 <)
o}, o] uff distance ratio ©

Alice-to-Eve distance / Bob-to-Eve distance @)

= AoHY. 5, <19 2129 AdzHE & A Ao 53 VA T-EA AL
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<% 22> Alice, Eve, Bob A H|d W& Eve o] 2] 8415 decoding error rate

WS distance ratio #t©] 22 7-%-, = Alice 7} Bob X.t} Eve ol Al 7}7lo] Q&
7ol = Eve 7} Alice 2] A& E HA decoding & 4= At} WA distance ratio #4©|
A-AGFE, = Alice Bt} Bob ©] Eve o 7[7Fo] $JX 8= Eve & Alice o] A3
decoding & = Al dvh. o] A & 5 Uxol, ZIAT-=AAL] A
(=Alice-to-Eve distance)”} ©H&-=3=}2] 7 2] (Bob-to-Eve distance)2] 3 wj o)A+ wuj
Alice ¢} Bob E79] &0 tfdt bit-error rate 0.5 EAdol2t= 2 Ao A}

=
g 24

i)
o

o 4 glek.

- 80 -



[

b =gz}l A 2] Legitimate Information 2
2

]

Aol A= ST-jamming system ©°| 4] 2] information leakage *d &S 4] gtth

Ll
rlo

#1354 Alice, Bob, Eve & X5 3tuA 9] QFHIUE 71X a1 91 2™, Alice 2F Bob

A REZRE

7}

rot
¥
DY
ot
o
ox
rot

—
e

D ¥Aow FAsk= ®RbH Bve © =35 9

L

3

Ao

%
°

%
olr
S

t}. o]9} shAl Alice ©F Bob oA & perfect SIC & 7} 3k}, o]

H
b

Iy ¢+ 0y = 27 NxN identity matrix ¢ Nx1 zero vector & <Jv| %t}

NxM matrix C2] i-throw ¢ K-th column 9] element & C(i,k) & 3%7]3}H, ©]

i3

A matrix 2 U8 C=[C(@i,K)], i=0,---,N-1, k=0,---,M —1% ¥

r (

th. o]} 37| diagonal entri 7} vector X = O] A= diagonal matrix & diag(x) & 3
71k FRT () @ IFFT () & 2% N -point FFT ¢} IFFT & <|v|gic}h. T4
(N (v,X) < mean vector ¢} covariance matrix 7} ZtZf v 9F £ 2 FO] A= circularly
symmetric complex Gaussian (CSCG) random vector & 528tk vpA|9t o2 E[] ¢ ¢+
Z} 7} statistical expectation ¥ ¥ S o] v]sht},

Alice 25-E] Bob 2% 9] wireless channel & Bob 9| A Alice =2] wireless channel

& 7}7} impulse response N, and h, = TAECE E3 Alice 9 Bob ©ZH-E] Eve
kAo o AE e 22 g, ok g, © impulse responses = @ g, <2k g,
impulse responses WM'H Eve &= ¢, ¢ ¢, ol theh perfect knowledge & 7F4+= ¥HH
=2 hyol digt e A3 7kAa YA o

= 25 N 719 samples & 714

fol

Alice ¢ Bob & AJZFdS d% 4l

X, =[%,0) - %, (N=-DI ¢ %, =[%(0), %(N-DI' & F7)8ch o d
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Alice ¢} Bob 9] 41 A5+ ofefje} o] E7) Lk

ya = r‘1[]3.*)(13 +Za’
Yo = hyy * X, +2,,

(3)
ol W z, ¢ z,+= ZtZt Alice ©F Bob ¢4 9] received noise vectors & °|W]3tH, z, 9
Z,°l 7 element <= independent and identically distributed (i.i.d) zero-mean CSCG random

variable 2 o] At} T3k 7z ¢ 7, 9] ZF element 52 24 o, ¢ 0. 9 variance =
a b a b

7hRIG AL 7FA gk - Eve

L
Bl
2

NsE oegt Pt

Yo =0 "X+ 0, % + 7, ©)
o] W Zz,= Eve °ll49] received noise vector & &7|stH, z, 9] Z} element = zero
mean 2} o, 9] variance & 7}A|+ ii.d CSCG random variable ]2} 7}FA st} 912 (9)

AA E = X0l Alice & Bob 9] signal transmission

flo
ofl
e
rot
=
12
9
R
offl
>,
=2,
4

= 7] wiZeoll Eve oA FAIE W AR A S Rt
1) Legitimate Node & A& A5 A4
Alice = AH1€] required traffic ol @} M (M, < N)7H¢] data symbols & time
domain transmit signal X, & &3 Bob ol HAFI o5 IS
W, =W, (0), - W,(M, DI & 715l #3p 9 dole 42e Ags,

ofwl Ztzte] jol el E[W,()[1= P, o A7 Aaeh oled W, zre A

- 3 dold signal w, = [w,(0),-, W, (M, ~L)]' & th&3} o] A4ach
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w, = IFFT,, (W,)

- A, W (10)
ol ol A, =[A,@,k)], i=0,-,M -1, k=0,---,M —1,2 M -point IFFT matrix

2 omaiu, A, 9l 7 element = o}z o] Fojzict,

) 1 .27
K)=—— k. 1
Ay (i k) MeXp(JM'j (11)

Alice °  AIZFES Tx signal X, = (10)°] W, ¢ jamming sequence
d. =[9,(0),--, g, (N =M, -1)]" & AdFo=zx AAFHAT} o5 98 otefet 2

2 2709 set= Holsitt.

D, = {d, (0).d, (M, 1)},
J a :{ja(o)""' ja(N _Ma _1)};

(12)

ol Wl D,nJ,=¢ D,ul,={0,N-1} o #27 gaact 912 w, 4
0, & (12)2ZFE , x, =[x,(0),---, %, (N =1)]" &= o}zl #Ze] AAFHT}

w, (i), ifkeD,andk =d,(i),

Xa(k):{qa(i), IkaJ aandk: Ja(l) (13)

glel (130l4 # & Azol, Dok T, = A7 wek g, 8 ol el A
index Set% ‘(AU]?:S_}:T:I— %1—2\1 q—%ul—q— %5.}0] qa. CN(ON—Ma’PaIN—Ma)7]- E]E% Ag

gt ol WAow X & AW FOEM Eve i data part (e, W, )9}

o

& 4 gl =™, wekM Eve

Mr

3

jamming part (ie., ()5 TA4A 545

7} A9 received signal =5 data samples = A &3] 12 AL WA o=
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A X 7F A8E F A¥EA 2l OFDM system ol A €} #o] CP & ¢ Bob ol Al &

gheh Bob oA = (10)-(13)9] FHe AAS Tl X, & AP, M, W,, D,, &

J,o o M, W, D, 2 J,9 @& olgdtth o714 M, ¢ M, = Alice <

Bob 9] required traffics o] ™+ asymmetry & W 3FU}. T Alice 9 Bob 2 Da =2

2) Legitimate Node o A1 ¢] 421 A5 5
Alice 7} (8)] Yy, Z5-El CP & #AlA3stL 7] N -point FFT & #8320 24
ol 9} & Rxsignal 9 frequency domain description = €2 4 At}

Ya=Hp X, +Z,, (14)

o] wj H,, =diag([H,,(0),--,H_,(N-1)]") & 7t diagonal entry 7} h_< N -

point FFT 1 [H_, (0),---,H, (N -1)]" = FFT, (h,) & T4 diagonal matrix ©]
ol mgh, X, = of#fel 2ol FoyA = X, 9l frequency domain expression ©] T},

X, = ByX,, (15)

ol wj B, =[B(i,k)], i=0,---,N-1, k=0,---,N-1< N -point FFT matrix ©]

W ztzke] By (i,k) = thes o] Folziy.

. 1 27 .
By (I,K)=—=exp| —j—ik |. 16
v (k) == p( I j (16)
mpAEto 7 Z = Z, ° frequency domain expression ©]T}. o] @], CSCG random

sequence 2] FFT A¥= od3s] Y3 FA4 5AS 7IAE CSCG random
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sequence |22 Z 1 (N (0,,0,l,) eItk

Alice = AAlo] 7HAAL l&= H, o BEE o]&3ato] ofefje} o] Fatg o
o] A] channel equalization & 3§ gHr},

Y, = H.Y,

ba 'a

17
=X, +Z,, (47

of W Z = H 'z ot} Y, ol N -point IFFT & #8324 o}t o] channel-

ba “a

equalized Rx signal 9] time domain expression = 95 I Atk

ya:ANYa
=X, +2,,

(18)
A71A z, = A/Z, It D, ol ARE o] &3] (18)9] Yy, ZH-E] jammingsample 55
AAge =z y =[y, (), ¥V,(M, -] & &5 & Jden, o u y (k),
k=0,--,M, -1+ o} o] Fojxith
V. (k) = y,(), ifi=d,(k)eD,,
=x,(1)+2z,(), ifi=d, (k) eD,, (19)
=w, (k) +Z, (k).
ol W z, =[z,(0),---,Z,(M, -1)]" o4, Z,(k)=Z,(i), ieD,, k=d(@i) = F

1t} (19)9] y, ol M, -point FFT & % &30 2% Bob ©] &3 frequency domain

data symbol 21 W, =[W, (0),---,W, (M, -1)]' & th&3} o] F3 & it}
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Ya = BMbya
=W, +Z,,

(20)

A7\ Z, = BMbZ,ﬂ1 o|t}. Bob ° A+, Alice 7} %3t frequency domain data symbol
W, = (14-20)° 4 B8 sdstA vats, y,, My 3 D7k 44y, M,
2 D, & Al

W, 9} W, = 77+ Bob 9} Alice] ztzt (M, D,) st (M,, D,)ol t& perfect

=

knowledge & 7FAlaL A& wjelnt Z}zbe] A SR RE HdE 5 vk whep
Alice 2} Bob 2] Tx signal ©] Eve o] 93 A1H} 3| %, Alice ¢} Bob 2] Tx signal I
jamming sequence & A YF=ZHA Eve 7} (M., D,) ¢ (M,, D,) =7l digt
perfect knowledge & 71 A &+ o4 Alice ¢ Bob 9] transmitted data & 5
sich

3) Eved &%

ST-jamming ©l ¢+ Eve ©ll 4] legitimate information ] F4 A% &Alo <A
Eve 2] &2t oo} o] MAwsit}, o] uwl o Eve 7} Alice 2] legitimate
information = =33}7] A%t T2 FAHTE 7]&E5H, Eve 7} Bob 9 legitimate
information = 93t 52 A= F L3t}

Alice ©] legitimate 2&E =H3}7] 9g Eve o F2kls Ag 34 F
channel-equalized time domain Rx signal & A 7]7k4] ¢ #4742, Eve 7} 7418k Bob ¢ %
% 2137} background noise & FFTFHTHE A 2ol (14)-(18)3 L3It walA,

)l A Fo]7 Eve o 41 A 5= ot o] =AY FdE = Ut
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Y, =0,*X, +2,, (21)

o] Wl z,'i= effective noise ©|™ oo} o] EAFTE
Ze': gb*x‘o +Ze' (22)

PN
T T4

Ao enEFH, cP AlA 2 N -point FFT ©]3 A% 9] frequency domain

description & T3} o] A& 5= gl

Y, =G, *X,+Z,,

o] o], [G,(0),---,G,(N -1)]" =FFT,(9,) 2}

G, =diag([G,(0),---,G,(N -1)I") °la, X, =Byx, oItk (73 (18)lA Y, &

(23)¢] Y, &= X230 24 Eve ©] channel-equalized Rx signal © T3t the time domain

expression = of#j e} o] F+& = Ur}

Ye = X3t Ze, (24)
o] W z, =[2,(0),--,Z,(N —1)]" o149, o}l o] 3zt
z, = AG;'Z,, (25)
A7 Z) = (159 z,' el tE frequency domain expression ©] T},
Eve © M, & D, @zA J ol oigk A&s Aug 7 ds T8,

Aa QA e+

PSS 59 T = %q qu—E}/\ﬂ

0<L,<N-1% A=z gejarh md Dok ], 9

o

& set D, % J,, & gest 2ol Alzo] 4oju.
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{d.,(0),.d,, (L, -1)},

(26)
={Joa(0);-, Joa (N - L, —D)},

De,a
J e,a
ol W D,,nJ,,=¢ % DUl ={0-N-1} o #7471 gast 4
@) 0. E, 25y, =[V,(0), V(L ~DI" & wh&at 2ol 2 5 3l

V. (k) = ¥.(),ifi=d, (k) e D, ,, 27
o] & &3l Alice ] legitimate Tx data o] T ¢t Eve 9] frequency domain recovery & Th+r
I ol A& F Uk

Y, = BLa Y. (28)

Eve 7} Bob 9] legitimate data & =7 3}7] 913 processe =, (14)°] Y, ¢t (18)¢]

2 7b 247 g groz gAldths 1S AYsas, 21)-28)% 2o

e

(29)

of w, @16 X, =ByX

a a

% G, =®d A% X, =By s
G, = diag([G, (0). +, Gy (N ~1)') ([G,(0),++ G, (N ~D)]I" = FFT, (g,))

Ak vt w AR set D, o J,, = Alzel 488 @ Lo dal (26)°]

>

dHet =S Aald 5 Stk
4) Leakage of Information at Eve
Eve 7} Alice = Bob 9] legitimate information = =% 3= Ad5& 43171 9
3] legitimate Tx Signal ¥} Eve 2] Rx Signal A}°]2] mutual information (MI)E 2] ghc},

of wf ol Eve o Al 2129} Alice o &4l A5 Abolo] MIRHE 48k Eve
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k1
offt
e,
o
ok
e
o
fru
M
>
i)
+
%0
)

o] 41 4S9k Bob o F4l AlS3 MI
legitimate information < 93¢t &2 A} %= Fdsirt

Eve 7} £-13} frequency domain legitimate Tx symbols = FA] (29)°] 7]%3 S E)
2 FdA = Eve o FA A3 9 Alice & 541 AT Alole] MI S #A3517] o] ¥
ool Y, 7 x o dek g, E e A5 AddE FEd digk FFT &

) FaA7) wRold W Selt X, F olelsh ol BE duz maD.

Xa = Xa,w =+ Xayq, (30)
o] HH, Xa,w :[)N(‘a’W(O)“..’XaVW(N _1)]T O]D‘:]’ 5

~aw(k):{wa(i), itk e D,,andk = d_(i), -

0, ifkel andk=j,(i),

oty 1831 X, o =[%, 4(0), -+ X o (N=D)] ©]m, o] w} chgst 22 A7} 49

o,
] 0, ifkeD, andk =d, (i)
al ):{qa(i), ifk el ,,andk = j,(i). o
oz Ad @ayel y, & e go) FA,
Ye = Xaw T Xaq + Zes 33)
o)% olgste] @7) olFl ¥, ¥ et 2ol FF 4 Stk
Vo = X2, H X2 22, (34)
o = IXG0) (L DT % =1X30), X (L -] =
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7} ol#s} gro] Fol At}

X' (k) = %,,,(i),if i = d, (K) € D,

%,2 (k)= %, (i), ifi =d, (k) € D, . o
wd 72 =[72(0),-, 72 (L, )" & Te3 2ol TalH
7% (k) = 2,(i),ifi =d, (k) €D, ,. (36)
mebA, (33)-36) 0 2 HE (28)9] Y, g go] T S Uk
Y, = BLa x;;, + BLa x;; + BLazLa. (37)

WA Alice 7} A3 legitimate information 9] Ad5& +4137] $13 dhbe] set
Low = {low©@,+ (L, ~D)} =D, "D, & Aeldth o @ L, = set L, °l

. - - L .
element & o &t =, L, = W, W element & F X8 ol Z3E element

5] indexset & olmletAl Ak webAd (37l B x3,E theh el maEh
B, X = BLL;"’XLW (38)

H
La a,w a,w

of wj x & Thew} qFo] FolRch

T

X:I\‘Ilv = I:Wa (Ia,w(o))1""wa (Ia,w(l-w _1)):|

(39)

Ee BW2 oglsh o] Fojxith,

Bba” = [bLa (Lw(@),-b (lau(L, —1))] (40)

of wl b_())+ B_ o i-th column vector & on @}, ©}7]4 X 7} index set

-90 -



=]
ol
it

L, ol <l Agg w, o 959 g7, xW = A ofes} ol
% 3l

X = A@ZW, (41)
of W AN obdlsh Ll

T
)

A = [(amaaa,w(O») (2, (L, ~1) } , @)
Aol @A ay, ()= Ay ol i-throwvector & ol @tk 7] (38)3 @)= E,

(79 B_xa, & TEaA obeel 2ol wawh
B X2, =C2W. (43)

of W Cy =BVAN oIt}

Alice ©] Tx signal o] X% jamming sequence © F &S ¥A517] 98 $-2le
E ahte) set Ly, ={l,g0) l,(L,—D} =D, "], & Ael@r} o] o | =
set L, ol element =5 o|7|3tc}. e, [, = x5l 2 g, ©] element =

o indexset & €U @Th wekAl, 37)¢l B Xy obelel ol ¥dW & ek

L L. L
" =B_x7% = Bx,] (44)

a,q?

of W x4 sk B 77} ohels} o] Foldt),

.
, (45)

X = [0 (14 (@), .8, (lg (L, ~1)) ]
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b —
BLa - bLa (Ia,q(o))’ ’bLa (Ia,q(Lq _1)) . (46)
ol w, x! ¥ q,: (ORIl % L, sample & AEgo=y dojxnz
L
X2 (0, Rl ) s d7shd, X:qq ©] linear transform ¢l Q,* 3t complex
, . . ,

Gaussian random vector ©] ™, ©] W mean ¥} covariance matrix = 217} U3 o] F

SEES
E[Q]=8" (E[x:?q}) =0, , )

cov(Qy* )= E{B: X, (Bf; X )H } 48)

=P,B" (BLL: )H . (49)

o3 7]4 X, 7} CSCG random variable 2] vector, = X, @ (N (O,RI), & 1+52 = 9

2% 7]

g #AE 258 5 3l

rlo

ba, vheat @

ol

200 AN (04 (Rl + 0?1y ), (50)
ol Wl z,= N sample & o]Folzl 7, =0, *X, +2, ¢ dFolm, 219 Y, oA

CP & AATFozZN A& F Utk Z, =Bz, & FoAA= 23)9 Z, =, (50)°14]

FEE T kel Eve oM AWGN o2 #g3tth Bl (32)9] Z,+= U #o]
w384 5 gk

z, = AG,'B,z,. (51)

MZE set L, & th&3k o] Aot
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La,z = La,w ULa,q = {Iaxz (0)’.“’Iayz (La _l)} (52)
Eve ©] Rx signal Y, Z5E (20)o] wa} L, sample & AEg 5, 34)3% (36)ll o

2] zLa

RS

rr

a5 o

dlo
=

N

N,
)
=
r_%
i}
5
%0,

2?2 = A?G,'B,z,, (53)

ol wl ARE thew} go] Folzith

AG = [(aN (1w (@) 2y (Lol ~D)) T , (54)

o714 ay (i) A, 2 i-throwvector & <W]3tc}. Wl the effective receiver noise
o} Bob 9 HFol <ol AAHE interference ¢ Foll Widt frequency domain
representation < Th&3} 2T}

Z,=C.zz,, (55)

e e-e

of oW C,= B, A,\L,aGngN oty (55¢]  random  vector Z

rr

e

ea-ea_ea

Z,: (N(0_,D,,S,.,D') el #x2 7kxH, o] 9 covariance matrix = -] gk

De,a = BLa All\l_a’ (56)
B 5T
S:diag(ﬂa[|Ga(o)| 2,.-.,|Ga(N -1)| 2} j (57)

B, =R |0,[:+07. (58)

(43), (44), 1831 (55EFE, (3N Y, = otdlist o] xdd 4 Atk
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AL L
Y, = CME;Wa +Q2 +Z,. (59)
o] W (59)% &3l AT Al2~¥l2> Gaussian multiple-input multiple-output channel 2}

S7kold, o] W W, Y,, C,\I;IaWa, oAl (Q:a +Z,) = Zt7} input, output, channel,
a

and noise | tl-g-# k. wekA, Foixl D, Low> Lags g Gyoll s, Alice 9

legitimate Tx Signal 2} Eve 2] Rx Signal AFo]le] MI &= oo} o] Fojxlit
)71

C.(D,. Loy Lg G, )= logz( I, +RC (U2 (60)
of W Cyp 7 U= 72t obejst o] Folaith
La _— La La H
Cut =Cw (CMa) 1 61)
L L L \H "
Uaa = F)E\BLq (BLq) + De,ase,aDe,a' (62)

<7y 23> X, o w, ¢ ¥/ HAFEHE  jamming sequence (, 7t

Co(Dy Lo Lo ) ol w1715 @2k Lok L, kol wef mejzeh. of 23
5 47 s N, M, z2gla G, o #> N=256, M, =128, 182
G, =12 AA3A}. Eg Alice o14 jamming sequence 0, ¢ Aol gk &7

o FF3st7] ¢18 g, =0, = Bob o W& ©|3 interference 7} EAISHA] &= A
& s w3 Poet ol P /o?=30dB 7} H=5 AA3A)

e

of 2gelA B % sl%el, C, (D, L,,.L,,.G,) e Adake L =L, =128

a,w?"a,q’
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A S 5 e, o= Eve 7t X, WA w, o 91AE @HEA o= A9l

AFEE. o] AL, Alice ¢ RE HHE Eve ° 93 Z=A®EU ubAH,

Co(Dalylag:G,) & L, o #2a@ss gase A6 L 7h $71a52
Hed 53 Lo 5701 C, (D, Ly Lag G, ) ol Tl ur $e8 d92

o

S & 7 ATk B3 Bob o W&ol ©|F interference 7} §lUletE L, 2 L, ¢l

gl &8 e o C, (D, L,,.L

20rGy) O B 0 o FRE Aoy & 5

3.

[=<] w0

-~

Ca (Da‘ Ea.u" ca.q‘ Ga)

0 250 200 150

<% 23> Jamming sequence 7} information leakage o 7| X|= &

ol <19 23>0 2] MIE OFDM 2| orthogonality S L& 3}4] kS w] Eve
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7} 95 U= legitimate information ©] T FS 9w ghr). whebx OFDM system
o 4] ST-jamming ©ll 23l legitimate Tx signal Z} Eve 2] Rx signal ©] FAI% o=
independent ¢t 7-¢-2t 9o MI @2 0 Xl 2 #hs 7HE Ak

5) AlEdold A

Ko

A A BEXo o]o], o]Ho+= Alice ¢ Bob 9 transmission & E 5B Eve &

9] information leakage & UF3SH Eve o $1A|o tial] A& ol dS &3l &4

ro

o,
o] &3k Alice ¢ Bob 9] Tx signal & Eve 2] Rx signal of Eve A}°]2] mutual information
< @ ASH

<T1® 24> - <19 26> Alice 2] Tx signal ¥} Eve 2] Rx signal A}o]2] mutual
information(Z})2} Bob ©] Txsignal ¥} Eve ¢] Rxsignal A}°]2] mutual information (-)<
bps/Hz 9] T2 B FTh Alice 9F Bob ¢ A= 100m 2 1= o] 9lon, <1y
24> - <® 26> A (-50,0)0] XS red square © Alice &, (50,01 g blue
circle < Bob = 21| T},

Alice ¢} Bob °l A Pa = Pb =20dBm ¥ N =512 & 7[A s} =3 M

L
T

a

M,=N = 3173 9Hd, Alice ¢ Bob Ato]9] traffic asymmetry & Wr33}7] <13l
M, = 128 (<719 24>), 256 (<“L¥ 25>), and 384 (<19 26>) = thFalA 7313l
t}h. Eve ol A]:= Eve 7} Alice ¥ Bob ©] %3 data sample 55 3stUE A ==
L, =L =NZ= 73t} =3 channel bandwidth @ Eve ©l| 4] 9] noise spectral density =
Z}Z} 20MHz €} -174dBm/Hz 12 7}g dlth. o] 9} ] &9] legitimate data sequence 2} &
Alell %% = jamming sequence & G FF37] A3 Alice £ Bob, 18] 3L Eve

Abo] o] RE wireless channel £ frequency-flat channel £ ©] %], channel 2] 3 power
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gain 7o) distance-dependent signal power attenuation 2] &S WSS 7}A4sdT)h
AL G, ok Gy A7 G =gl o G =yl = 7HaRen. ol | oy, =g, |
%}y, =19, BE 27 Alice 9+ Bob ©. 2 5-E] Eve 29| signal power attenuation & 2] 7|
Sk}, Rreference distance 1 1m A 2] ol A1 2] power attenuation ©] 30dB 2}i= 7} 3s}el,
7.9 7= A7 oy, =107°d 9k y, =107°%d, 0 = oA, o] W d ¢ d, =
Zy7b Alice 9 Bob S ZH-E Eve 7hA|2] AglE oJv|stt}. wix]9t O 2 path-loss
exponent o = a =42} 7143 Hh

<9 24> - <1¥ 26594 B < 1509], Alice 9 transmission 225 E 2HAYE}
i leakage of information = M, #te] 93-S WA =t} o] Alice 9 transmission
of th3l secrecy 7} >7%13] Bob 2] transmission &2 <13 Eve oA #A3}= co-
channel interference (CCD°ll <]3l & 5% 7] wlFo|t}. walA Alice 2] transmission
gk Betd 2 Eve 7 Bob ¥ 7H7ko] $1213ko] Eve ol 4 2] CCI AI717F Fi3] &
o = = A AR5 A2, Eve 7} Alice & 7F7bo] 91X wfol = Alice & transmission
S ®RE B2 FE7F Eve oAl FAHA dr

HHA Bob 9] Tx signal ¥} Eve 9] Rx signal AF©]2] mutual information & Z5-F &
I A %0], ST-jamming 7] &S #8354 jamming sequence & Txsignal o] 4F¢lsl= A
< Eve oMo AR FAHS vl maddow A 53] Eve 7} Bob ¥ 7H7t
o] X w2l secrecy &40l Eve 7} Alice Aol X3k 4o 3] Ex F
=AY 23 Eve ol A2l AKX T4 jamming sequence & Zo|7} ARGFEF A

e o 5
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3. Simultaneously-Transmitted Jamming & 9|3+ 54=217]
7t T4y A 5419 gt Simulation s A5
<Z1¥ 27> ASIC, HSIC, 123l DSIC ol A (A gy} o] F(F3A 1
g 3Z)9] power spectral density ° w3t simulation A5 HoFrh o] IR &
T o], HAl SsIC Aol € & ZkE SI & background noise ©F U g level 7k

A AastH, o]Z ¢l BU AdA AFe] BA 52l W interference

20 F

% '_.“ﬁ,.mu >

60 |- rl\'“'*‘l""“r“"‘.f"“*ﬂ.r“fﬂ*'ﬁwﬂ‘?ﬂ'r’v-\ |
* | lﬁ
oy

80 F
by

O AR A A oy Bt Al i Aoy T g

-2 0 2
Freuquency (MHz)

Power Spectral Density (dBm)

<9 27>SIC o] 4& power spectral density & 3}

<Y 28> EE SIC Aol F83H & F3 FA Az th3t bit-error rate
9] simulation 232 Ho]FErh <19 28>0 A B F 9)%o] SICE 3] =& A7)

el AAHNeRRE, Fars o] BERS 27|30l A3 gl 7oA 9] BER

o
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o

-99 -



10° - -
& Simulation Results
BER of AWGN [Theary)

o ]

o 4531\'\

H-H"\-\.
o107 E 3
= =
z .
=
= \o\
LIJ -1 []'3 = \\ -
\\
\‘l
10 F \ 3
X
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BER

<713 28>SIC °©]¥ BER A5 (16QAM)

<% 2750 <Y 284 @ AR, FU BN AEE A F5

A sE s Aoty SIC 7|ES HEgo

=

1l

ST-jamming 712 Als #HZE ZHE 7dS 9

a2
=
ofy
>
fols
o
=
8

4
N
rlr

LTE 9| frame 725 2-83}% beacon & SIC = 913 training 77H AA|H o=

AAS. ofgl < 1> & frame 759 T8 parameter ©] T},
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<X 1> Parameter Values

Parameter Value
Channel bandwidth (MHz) 5
# of resource blocks 25
# of occupied subcarriers 300
Occupied bandwidth (MHz) 4.5
Subcarrier spacing (kHz) 15
Sampling frequency (MHz) 7.68
FFT size 512
Oversampling frequency (MHz) 7.68 x4=30.72
Samples per slot (at over sampling rate) 15360

PE THES 93 dE 21359 frame FRE HAFTh 1

olN
il

<a¥ 29>% A
7He] frame & F 3ms o] F71E 7FA| ™, training field ¢} data field, ~22] 3L guard time
o2 %k o] F training field ¢ data field ©] F7]= ZF2} 928.6458us €+ 2ms ©]
M, data field o149 Aol ¥ Feli= 1 Jje] OFDM A& F7l0 #Fahe

71.3542us 2] guard time = 7}ZIt},

1 Frame (3ms)
Data Field (1ms) Data Field (1ms)

Training Field (1ms)

15lot

160 2048 144 2048 144 2048 144 2048 144 2048 144 2048 144 2048
40 s 3  s12 36 512 36 512 36 s12 3% S 36 512

16272(4068)
Master Slave e Master Slave 16 Master Master
Beacon SYNC_ref(u=3) SYNC_ref(u=1) AGC D-SIC Training NotUsed SYNC_ref(u=2) AGC D-SIC Training
2192 | 320 |14 380 384 320 4384 144 4384 384 320 4384 976
| sas | 80 |36 109 109 E) 109 36 109 109 80 109 204
| Guard le— —> | —>| —
Timi
© Guard Time Guard Time Guard Time
Fsm
sate [15[0] 2 [3] 4 s [« ] 7 [=] o 10 [u]

<% 29> Frame structure
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Training field 77F&Qtol&=, WA master 7} beacon signal = A&3}3l 1 tha

% UYA] master 7} training sequence & Z %53t

rot

o

slave 7} training sequence & # %

o] wl beacon signal 2] 7] 10.417us ©]™, slave 2} master 2] training sequence 2| 5=

N

1= 247} 438.542us ©|t}. HSH, master 2] beacon W%} slave training sequence %
Alol, 18]l slave 2] training sequence 7153} master & training sequence 715 A}o] ol

= 2t} 4.8675us 9] guard time ©] =43}, master 9] training sequence % ¢ data

)
flo
N
N
N
N,

field 7} A ZFE 7] A 7bA] 31.7708us 2] guard time ©] <A 3t} Data field
0.5ms & F7]1E 7IRE= 4 M9 slot 02 FAEY, 21749 slot < 7 719 OFDM
symbol & A HT} o] W], Z} slot ¢ 1A OFDM symbol < 71.875us ] F71E 7}

Al

s
T

b U A 6 719 OFDM symbol & 71.3542us & F7]5 712tk

oAl Al =, data field = LTE frame = *}-83Fo] A 7€ 9 training field
= SIC o FFS Y8 AAHer HAAFHJUCERZ training field o419 beacon
sequence 2} training sequence & A Al WA AAE] V&S S}
1) Beacon sequence

<3 2>% beacon sequence 9] A #4-S H ot} Beacon sequence = 10.417us

H
o

o] F718 7HAY, A 7FE AelA s (CP T3 £ HEE T = sequence E A H
T}, Beacon sequence + 7.68MHz =2 30.72MHz sampling =35 53] #A$=E &

At WA 7.68MHz sampling T35 F3 HAFE A5, A dFoA F 80

30.72MHz sampling T35 S AEE A5, AlZF el A F 320 sample = -

JEm, <3 3>9 sequence 7} 5 W WHEEE= FxE 7T olg} o] AAH

beacon signal & T3} GG A= 3.84 MHz 2 o] ®x3}A Hr)
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<¥ 2> 7.68MHzsampling T3E Al-8-3% | beacon sequence 8] ¥HE AT

Index Sample Value Index Sample Value

0 0.0000 + 0.0000: 8 0.0000 + 0.0000;
1 -0.0780 - 0.0104i 9 -0.0104 - 0.780i

2 -0.0625 - 0.0625i 10 -0.0625 - 0.0625i
3 0.1259 - 0.0375i 11 -0.0375 +0.1259i
4 0.2500 + 0.0000: 12 0.0000 + 0.2500i
5 0.1259 - 0.0375i 13 -0.0375 +0.1259i
6 -0.0625 - 0.0625i 14 -0.0625 - 0.0625i
7 -0.0780 - 0.0104: 15 -0.0104 - 0.0780:

<X 3> 30.72MHz sampling =355 A}-8& u] beacon sequence ] HHE A&

Index S{zrllgée Index S{a/:;ﬁ ée Index 832113 ie Index SS:;E fl:e
0 | oo | 16 | oo | 32 | Gowor | 48 | s
U oo | 17| Gems | 33| oo | 49| onws
2 | ooms | 8 Goesn | 3 | Gowa | 50 | Gl
300 Gooo | 19 | Sous | 3 | oown | St | oose
4 | oo | 20 | Gown | 36 | ooso | 52 | ooesr
S| oosw | 20 | Sosn | 37 | oo | | oo
6 | oono | 2 | oowo | 38 | oo | | ooosn
7| oows | B | ooma | ¥ | oomn | 55| Tonw
8 | owm | 24| Gony | 40 | oo | %6 | Toowa
O | ooy | 2 | o | 4| ooms | 5T | Cooan
10 | oo | 26 | Toows | 42| Toown | 8 | oo
| Ges | 27 | eone | B ] Toxe | P | oossn
12| o | 28 | Tooosn | % | Tooms | %0 | oosor
B Sous | 2 | Yoo | 45 | Toosm | 61 | o
4 Goosn | 30 | Toows | % | Toioe | 92 | Goise
15 | Goms | 30| oo | 47| Towws | 6| oo

- 103 -




2) Training sequence

Training field & QF master £} slave 7} %43} training sequence = A2 & A3},
Z}Z} HSIC training sequence, DSIC training sequence, 12|31 AGC training sequence & -
¥}, o] wl, HSIC training sequence, DSIC training sequence, ~L2]3 AGC training
sequence — 217} 285.416us, 142.708us, “LZ]al 10.417us o] F7]15 7}Xth AGC
training sequence = beacon ¥} & A3 sequence 7} A& H T}

DSIC training sequence = 2 7} 2] OFDM symbol 2 T/ =™, Z}7}2] OFDM symbol
2 71.3542us 2] §7]& 71Xt} DSIC training sequence & A3t Z-2e] OFDM
symbol < U9 3}AS 53] AA A} DSIC training sequence © 512-point IFFT &
ol&3 AT LTE ¢ 71243 A-83t+ data filed ¢ 73] 93 D-SIC training

sequence H=3F 45MHz 9 Z 2] 300 7H2] subcarrier H2 ARE-3t} T3k DSIC

O

training 9] -2 o] U] A3 Ao tpFst SI o tfst A coefficient o] FHo|E =,
DSIC training sequence ©] amplitude + & % O.2 W3}st= 54& AYe 3lo] Fr}.
webA], DSIC training sequence & A/d3t7] g i WA <teElLe] j WAl OFDM

symbol o gt F3}5 FJ o] AE(F, IFFT 48)= ths3 o] Fofxit}.

(63)

D, (k)=

d; (k), —150<k <1, 1<k <150
0 , otherwise '

T2 (63)°l Al k € {256,255} subcarrierindex ©]™, 3 =13} j € {1,2}+= 717t

Tx antenna 2} symbol index ©|t}. H=3F d; (k) ~ CV(0,1) 255 & -] X T}, Normalization
factor £ IFFT output ¢ power = 1 2 normalize 3}7] $3l Al&¥w, t}S3} 7ol

Fo) 2t
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p= 3 Ja k- &

k=256

Aot 7ol AAHE IFFT output < parallel-to-serial conversion & CP insertion 2}
ADC & 71A analog & RF 9o HaHrt. o wf, 7z} <teve] 1 ¥4 OFDM
symbol ¥ 2 ¥ A OFDM symbol ©] A&2Q1 dFHFo = Qs WA Sk+= high frequency

term & &5 FHstr] e <19 30> o] windowed CP & 4 ghrt.

W, (1)

()

<713 30> Windowed CP insertion

A 1A transmitantenna 2] j¥H A symbol o g IFFT output & nH A sample

S dijn), 0<n<511 0|2 3k, o] symbol o] CP AZTE ¢;;(m), 0<m< 144, o]} 3
ok 7b <teldel diall e (m)h co(m)E Zh7E bk 2ol Fojxit

c.(m)=d;(368+m)w (m), 0<m<143, (65)

c,(m)=d,,(368+m)w (m)+d,, (m)w, (m), 0<m=<143. (66)

o] f, windowing ¥ wi(m)@ w.(m)& ZH2t Thdp o] Folzith
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2
7(144-m) . 0<m<143, (67)
288

2
— 7 j , 0<m<143. (68)

oh U 2

)

ofj

|

Heb A= 9l

o

SW R g A

<9 31> 2 Aol A 7St STjamming = 913 SW Efo] Fx2& H
o Fth. ¥ SW modem - host PC o4 MATLAB & S %4 2359 A3 Tx
FIFO & &3 HW 52712 A8 $2 A5 E dFsta, ofgk 5419 Rx &

=
°©

ol

1 HW $5217| 256 dEduke =21 MES host PC oA MATLAB < S3f A
2]gtt}h (Tx/Rx FIFO & &3 HW £541719F SW modem 7+ QIE #o]2~o] AA A

T2 o dollA] thErh. B8k AGC ¢ synchronization 715 7 G gttt

SW Modem

RF TX Data
transmitter ¥ I gEEC }4 I File
Y

RE | [
transmitter ]" | 3

v

uSB sic H= ,
I/F - contral TX signa
generation/
Censtellation

RX
demaodulation

T y
s ]— _p{ DFE H DsIC
receiver

—-h{ RX FIFO P— -.{ X Pat!
File

<J¥ 31>SW modem & +=

1) HW &5217]19k¢] 55441 sample stream 1l 3+
<71¥ 32> TxFIFO 9 Rx FIFO & &% HW 5541719 SW modem 1+ sample

stream o] W3S HFT WA Tx FIFO & &3 541 sample stream Aol &= <
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M
i

29>2] 3ms frame & ©9 = sample stream & A E gk o] wf host PC ol Al F7}
291 sample stream ©] THEO]A] &S Af-o = AN A 22 sample stream S WHE
gto] AE@th Rx FIFO & 538 HW &5F217]0lA4 =41 sample stream & Wro}2 uf
o= 3F}9] frame 5712] 2891 6ms 2] sample stream 2 REOF2T} ©] = SW modem

AM F715 BtF= HAANA frame T BES] QS WAE] A olth

1 Frame (3ms)

A

Training Field (1ms) > Data Field (1ms) < Data Field (1ms)

Data dump : 2 frames(éms)

<a¥ 32>HW $FA171299 $41 sample stream g

2) AGC % Synchronization

2 7|52 HW $547]2F SW modem AO|Q| QIE{I{|O|A HASE[O] 7|5THC)
SE Ln2EF2 Pl LTE 2| AGC X synchronization 12|52 [MEH, <%

2>t <3 3>0|A FO{X|= beacon sequence = O|&3I0 FHEICH AGC =
synchronization 2| FX&Ql X[0j= HW &417|2F SW modem AFO|2| QIE{HH O] A
Ol Al =% |04, synchronization 2| B 0= Rx FIFO & 22 =4l sample stream 2|
beacon sequence 22 850 time synchronization — coarse frequency synchronization

— fine frequency synchronization 2| =A{E [HELC},
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3) SW modem %A%
<1¥ 33>2 2 A A JEEE SW modem & FAIFE HoFTE 2 SW
modem = 5MHz channel bandwidth Al 512 7§¢] subcarrier & 300 7H<] occupied
subcarrier & A}83lE LTE frame format &2 A% OFDM AES <13 29>9]
frame T30 2 AAST. = 212 7H9] subcarrier == null subcarrier & AFEEH T, <
% 33> SW Eil2 o] 3 null subcarrier 7} S W <IH 11> <21¥ 16>2]
jamming Y 710l AR = A gttt (o], N> A subcarrier o] & 512 &,

Noce ©= occupied subcarrier 2] 5= 300 &, S & 7| A Y B5l SR A A= +

o

a

4= 19 datasymbol o] NFE oW, N> Noee = S BA 7 A YTTH)

Conventional Bassband Tx Modem

Jamm. Pattern

Tamm, S2q.
.

TxDatz Channsl QAM
Bitz Encoding Modulation

N, . Point I_,I Insartion in Occupisd N-Doint cr

FFT Subcamisrs IEFT e Inzartion Tx BF Chain
Rafrance Siznal
Generstor for SIC

<29 33>ST-Jamming A]2® SW Egl3e] EE%

<% 33>0 A ‘conventional banseband Tx modem’ 2.2 ¥ 7]H E%5E2 OFDM
&S 7IWre® k= bzl (IFD) 7AW Ee FA5ek fAkst, S 7]
QAM Al &=l gk S-point IFFT & “33}o] S-sample IFFT output & 34 gt} o] &
A AW HE S-sample IFFT output o] 501X jamming sample pattern ol W&} N - S 712
jamming sample & N3 F N 719 sample & AA/d St} o] Al A E Noe 7M

o] sample ] ™3 Noce-point FFT =3¢k %, 0] & N 7l 2] occupied subcarrier ol 4+
N o]

o

star, o] 7]oll N-Noe 702l null subcarrier & F7}38to] N o ZolE 7[A & Fup4

o AF Ao Es YT Aol No| Fak g dF Azl thell N-point IFFT =
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Fasto] A 4 AFE A E AL T 7] cyclic prefix (CP)E Eo] 7] A O

<% 29>9] frame 39| data field o1 A Z} subframe & ThS2} #o] 8%}
- 1% subframe ¢ 1 A OFDM symbol : channel estimation = 9|3+ pilot .=
285" zero-mean unit variance & 7FA|i= circularly symmetric complex
Gaussian sequence = V| 2] A4
- 1 ¥ subframe 2] 2 WA OFDM symbol : jamming sequence A% = data
encoding/decoding = 9|3t header = A}-8-%™ QPSK modulation ¥} repetition
coding & ©]-&3l XA %¥.. Header symbol ol = o}&fe} 2 HH7} x g4,
TxHeaderModQAM : data symbol 2] modulation 3 X. QPSK, 16QAM,
64QAM, 256QAM ] modulation order & A& = Jom 2 719 bit =

[ei3
or.

]
=

o

TxHeaderDataQAM : ST-jamming 7]%&©¢] 482 w T35 9 dolH
A= T (S
TxJammPatternIndex : ST-jamming 2] codebook ©A] jamming sequence <]
index

- 1 subframe ¢] 3 WA OFDM symbol—4 ™ subframe 2] 7 1% OFDM symbol :

ST-jamming 7]%©] %84 datasymbol 2] H5S 913l AF84.

e <19 3359 SW modem $A%S BAL s AgHE FLES 1
A ES
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iy
o

HeaderEncoding.m

o™

NumDataSamples, NumRepHeader, Mod

|

TxHeaderSymbols, JammIndex

N
off | I [ 1

b}

Y5 &5 52 AIA STjamming = 9]¢ header sequence & A§7d &

iy
o

HeaderEncodingTxJamming.m

o™

NumRepHeader, NumOccSubcarrier

|

TxHeaderJammIndexQAM, TxJammPatternIndex

AN
ofr |48 | 1

[}

Jamming sequence ©] index | T §+ header sequence 4§73

N

[}

=™ | HeaderEncodingModulation.m
A4A Mod
=49 TxHeaderModQAM
5

Data symbol 2] modulation © 3l & *|+= header sequence %3

N

[}

st4=m | HeaderEncodingDataLength.m
4= | NumSubcarrierData
%9 | TxHeaderDataQAM
s

Data symbol ©] data sample length ©l| 3l & *]+= header sequence J*J

ol
o

IndexCreator.m

o|o

JammPatternIndex, NumJamSamples

N
JH | R

Datalndex, JammlIndex

r

l

>
o

Jamming sequence <] index © U|$+ header sequence ZHF-E Tx u]ofA]
jamming sequence 2} data sequence 7} Z}Zt 2}X]|3}i= sample index A4

et
ol
o

TxEncoder.m

o

Datalndex, JammIndex, NumDataSamples, NumJamSamples, TxHeaderSymbols,
Mod

i
B R

TxBits, TxQAMSym, TxDataSymbols

r

l

N
o

Jamming sequence A A T34 94 OFDM symbol stream A}
Jamming sequence 7} A E Al dENE A

Tx header ¢ A17+3 S AEA &7} E3E data field 9] Tx sequence A3 43
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g+ | JammlInsertedModulation.m
o1 InputBits, Datalndex, JammlIndex, Mod NumDataSamples, NumJamSamples,
" | NumSymDaata,
=49 TxData, TxQAMSymbols
TxEncoder ©] W+ g5
71 | Jamming sequence ©¢) A T34 999 OFDM symbol stream AJ-J
Jamming sequence 7} A E A1 dEAS A4
=™ | TxSignalGeneration.m
A=A TxPilotOFDM, TxDataSymbols, ScalingFactor,
=% | TxSequence DataField
715 | 1709 frame %S ¢33k data field 43

4) SW modem A1+

E

A A JHEEE SW modem o] FAIN R <IF 15> FAY X

¢} &3tk SWmodem ¢ F41%-1= RxFIFO & %38 HW 527288 g

1 7] frame A1 A ZEZ5H channel estimation, header decoding, jamming sequence A
7], OFDM demodulation 59 #A & 43§32t}

o< <% 15>°] SW modem FAIN-9] 25 98 AMEHE FEH 1

58 Aol g,

s}<=" | RxSignalRecovery.m

I RxSequence, ScalingFactor

=% | RxPilotSymbols, RxDataSymbols

71% | 4 sample & % pilot ¥} ©]o]E] F-(header EFH)S
&+~ | ChannelEstimation.m

4= | RxPilotSymbols, RxPilotFreq

=9 EstChannel

715 | FAIE pilot symbol & ©]-&3te] Fu G A AES T4
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3

RxDecoder.m

o

RxDataSymbols, EstChannel, NumRepHeader

N |
R | R

RxBits, RxQAMSym, EstMod, RxJammPatterIndex

N

b}

olf

W 45 $FAA 4 Az e Ald  equalization, jamming
sequence A| 7], data sample ¥ % 52 7]15S 43

jud

i}

=

SW modem 4159 44l A% * ¥ top function

e
5
o

HeaderDecoding.m

RxHeader, NumRepHeader, LengJammIndex, EstChannel

e 0,
ECA )

EstMod, EstNumDataSamples, RxJammPatternIndex

olr

Header o] X3t X decoding ©| U3 top function &2, HFZH o2
modulation order, data sample length, codebook W] jamming sequence index <]
e =439

iy
o

HeaderDecodingModulation.m

o™

RxHeader, NumRepHeader, LengJammIndex, EstChannel

N |
T[T

EstMod, EstNumDataSamples, RxJammPatternIndex

HeaderDecoding.m ] U532, data field ©] OFDM symbol &l tjst
modulation order ] FH#ES FH T

ol
o

HeaderDecodingRxJamming.m

o|o

RxHeader, NumRepHeader, LengJammIndex, EstChannel

N
JH | R

olr

EstMod, EstNumDataSamples, RxJammPatternIndex
)

HeaderDecoding.m ¢] W42, codebook W jamming sequence index <]
FAME =98

ol
o

HeaderDecodingDataLength.m

o™

RxHeader, NumRepHeader, LengJammIndex, EstChannel

|

N

Y

ofr | | 1

EstMod, EstNumDataSamples, RxJammPatternIndex
HeaderDecoding.m 2] W58}~ data sample length ] FH k= =93

=" | RxJammRemover.m
el RxData, EstJammIndex, EstNumDataSamples, EstChannel
= RxJammOut

N

A Zrd S =41 A EZEE jamming sequence A A

fl fofr| Jm | 1

—_—

jud
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8l4=m | DataDecoding.m
JqA RxJammOut, EstMod, EstNumDataSamples, NumSymData
=% | RxBitsSF, RxQAMSymSF
71 | Subframe ©¢ 9] Rx H5X 235 &9
H] 2L

®

HW $521719F sw 287t Sl s|o] 2~ A
1) Aoy

obg] 1HE widl A st S YEhd Ao ®, FE HW $572417]9] RF %
FPGA oA F8 == 7159 Alog sttt 24 Aol 25H 7|s&

obelel 4=

o' 7)<t}

[ClaGe
.

-1 . — |
REGRW RF Atten [dB] RFFIR INIT
[ hex || hex DSIC
E] T et () Master
- degChl
g ) Slave set
-W TXCTRL © Lt
main aux et Rx Atten [dB]
sic
DUMP = -
- set
[] enWin RSIC
size TxSig RxPlat Hsic
chan ©orDm = ©apcou (O tmeiia) DSIC | Stati
40000 JREF (C)RxDIF out ()freq e
capt time -
(7)DSIC out
AFC
DSIC Para pun "
se Time Sync Rx Buffer
["InoP i Constellation

TCP Server opened(0.0.0.0, 8010)

Connected to Graphic Server(IP=127.0.0.1, port=8000)
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A ’I's
hex | olEI7F AX50A] 16 X1 &
[Thex [ |hex [ |DSIC nas
addr data
E DSIC &5 #HA~HE ¢S A
DSIC | #] =1 ¢JF E= gAZHAAE
R A2 s d5
W dx =8 #%s =
DUMP 15 FPGA Y% 7t BE259] Ze3ks wAah: o A83
ks 7] %
54 deolgey ~H9EHS 1
DUMP enWin g oo A= A8 455 A
=] &)
enWin dum o
O . S4 delHe A AE )
size size 22 A}
chan chan Dump ¥t AldS AA3H
capt. DSIC =¥zt WS ] Rx
40000 capt time .p ) . .
time Timer 9] timing #tS A4 3%
dum tlolElE A3t PCE 7}HA]
P o= 7% 9
DSIC Para L&: DSIC &59| 7|5& Ao
A 7]
DSIC Para NOP | DSIC 559] 7|52 OFF %
[InoP  [T]AGe AGC AGC % ol¥z HA3%
[]EN EN DSIC E2+] OFF &
SET U 24 zks 283
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Tx RF Atten “L35: RF $A15-2] 7H 73S Alofst

A s
RF Atten [dB] Main Main A4 Adzre] o]=o A
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@ TCP/IP 3§
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data
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H4 pktType0
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Data
e e
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H2 msgld=0
P H3 cmdld = 110
° e H4 pktType = 0
H5 datalen =1
data=1
H1 sync = 574B574B
H2 msgld=0
H3 cmdld = 110
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Q(0)
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IFD In-band Full Duplex
RF Radio Frequency
SI Self-Interference
SIC Self-Interference Cancellation
RSIC RF SIC
HSIC Hybrid SIC
DSIC Digital SIC
OFDM Orthogonal Frequency-Division Multiplexing
FFT Fast Fourier Transform
IFFT Inverse Fast Fourier Transform
Cp Cyclic Prefix
QAM Quadrature Amplitude Modulation
DL Downlink
UL Uplink
FGPA Field Programmable Gate Array
HW Hardware
SW Software
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