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- OFFer CIOIE 2l B0 Z= HFer HolH fad 45 Y A3
(o 257 1y *Es\ G we o Mg
/8% HlojE] 2 . /ME dlojg 43 JEUE HEZK)
-2 d7 *‘Mﬁ 23| - B2 A4 MH2 H3 - HzHY Za Mu|A
Data Validator Data Validator Data Validator
100%

< 10% .gpassﬁaﬁ.o%
\Data Provider / \Data Provider / \Data Provider /

<HO|H EEfO|HAl SRE T S0 It HF HE A=

=

(|

SEY BHOIM AL FY CIOIE WRUT MBa 22| 7 A7
o A

— =
destd g2 Ao 7|18 =4

- ABE (Attribute-Based Encryption) 7|%: & AIi Mol A & AFRZ7F &4t
22fQl HJEfO[OOF Stit= SHAIY 713, TIOJEf &4 AES ffh MEAANL Ao =7F

- ACE (Access Control Encryption) 7|8 @ AZ|7t53t sanitizer Z R, AZH A

A O, &) 7|8 A L= Al
- ME (Matchmaking Encryption) 7|% : C|O|E| 7|4, UM A ZB}O|HA|, A4 Al
59 &84S A Ysts MER YEsHH ZE|0|EE, AFEAF S Ho[E HEfjoM HZ
ek o Mget ek De|njElE

SHEP7 | HI—I—.'_—Z A& Sd gade #8 Jle A7
E 7% 7|8 E5YetE HOIEH A/SF 718 24

' ME 710 7|Hf°f01 HIOIE ~JAfeF CIOJE 232t ek M et 4&
- 7|& CL-ME 7|8 & #7483 mCL-ME 7|85 H&5tH, LZEH SR =E(TTP)7t gl=

=52 7|8t FFYeE HoIH A ZF A
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Storage Layer

t ted dat AT
outsource encrypte ata .’4 ﬂ j ,

Blockchain Layer k
data trading data trading

D @ /9 r - D
A transactions AV e :@ transactions A
l‘-ﬂ P CRIT @] b

Data Owner blockchain smart contracts Data Requester
(Seller) (Buler)

download & decrypt data

...l

PP

*

®
VN

............................... > S € e
encryption key . decryption key
; Blockchain Nodes :
eneration for CL-ME . eneration for CL-ME
g 3 (Arbitrator / Key Generator) s

— : on-chain channel (blockchain API) ----» : off-chain channel (out-of-band)

<YEY WIS B2 A2y 2>

[ —
- U YT ASH TR, 2O Y B WA, BHY, ALY 2T A BHE
- B2 HY UM M5 2AE 348517] sH 232 (on-chain)f
© =79l (off-chain)g Z R 50| 22| E(hybrid) ¥4 O 2 Ty

fini
o
i
|H
B
o
£
Rl
hr
for
i
do
rot
o=
ol
9'I_l
i3

249 34 a4 47
- THHQ ZBO|MA| B3 J|& 24

- OF 7|8t AHEE Js ¢ k-AFaL, -HYd, 28 d, m-EHY §
BRI T BY Y 4 UB, QS CRIZE 4E A
- RS TfO[HA| 7| &
- HOF Enclave : Intel SGX, RYoan Sandbox
- ME shg 7|8 TO|HA| B3 & 24
- MEsE AR 1Y WY
= MBYCNN), A LHEYF(GNN), SVM
- k-clustering, &2t A4 3(RNN)
- 7 DEO|HAl BB HAY YTY AL 53 JHQICI0IE 95 oY RTAR &

Distributed Machine Weakness:
Maodel Parameter
ecideleics Learning and Communication overhead
& = 5 Federated Learning- Backdoor attack
roac
o based PPDL GAN attack

Privacy-preserving
Deep Leamning
Approach

Weakness:
Anonymization

attack
: v
r based PPDL Background knowledge attack
- Homaomorphic Weakness:
Transmiss
a‘“a ramm"ls ion Encryption-based Huge ¢ L
oaroa PPOL Slow training process
Weakness:
’ fferential P
Differential Privacy T i

based PPOL

Single point failure problem

CEEfO[HA] HE WAl BA>

- JHQUGIO[Ef @Z AH|A BFOIM Zajo|HA| YBHE U3t AF Y J|RH ZRES A7
- HHQUGIOIE &8 AH|A BH7o| GlO[E| Z2olHA|l B3 7|& AA S B4
S ToT 7|4 B4 9|2 MM YET BHOIN HAGOIE HOrS Tt AFgA AF U
71 @

UE| MH BHE AT 7| B WA SW U PUF V|3t AF )Y @
ADIES BHOINO| HUHELESE AT ALBAL US 7Y AP

- 24 92 YEYIE Y3t PUF 7|5t 5t 7 =
- PUF(Physical Unclonable Function)2 &&510 2|4 HEQF S ¥R
- Fuzzy extractor® 23t M ZE 7|Ht T
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User U, Gateway GW, Senser Node 5N,
Selects SI1Dy. R, T
Computes
R; = ER, & h(ID;||PW;)

Ag = A& Ry &0y
Generates random nonce R,
By = R, @ Ry

By = Ay@ R, & R, & HID,

M, = {SID;, CID;, By, Bo. Th }

Verify |Ty — T.| < AT

Checks whether

LiD = CID{" or CID; = CID}"
1 = H_J”)

{nh‘u\u—. (HIU ER;} a,,aimn CIDpe=}
Computes R, = ER, &

R.=Bi &R

Au =B = R,®&R, —:—.'i'ln,

A] = h(HID;| |A. =Gy

(.h..ck AL A

n:Hiu IR,)

B = i) i8] SL-;\IL.HR )
Mz = {B,, By, Bs, Tz}
Verify [T — T;| < AT

Gets RSGy, CH,y
RE. — PLH (CHy)

Verify B z Bs

Selects R., Ts

Computes SK. = h{C:||R¢||R:)
B, = h(5G:||R;) @ R.

By = h(R|IR.||SGu|| T5!ICy)

M; = {Bs B:, T}

Verify |Ts — Ti| < AT
Computes R, = h(SG:||Rg) & Bs
B; = k(R |R [ISGylIT5]ICs)
(_hl_ck.l:l = By

T

< = W(CalIRIR.)
Ba = R & (RglIR.)
Bo = h{ Acl|SK,|IR.)

o Ma={Bs B Ta}
Ty — Te| = AT
Cﬁ)mputclﬂ‘:“'l ) = Bs @ Ra
€1 = Ry & HID;:

5K, —Ir(C.IR \\R J
B3 = (Aol |SKul|R.)
Checks B = Be
Updates CID7

<RM 0|2 UEYI BEE YT PUF 7|4t o5 Z2ES>
- Provably Secure PUF-based Lightweight Mutual Authentication Scheme for
Wireless Body Area Networks, (Electronics, SCIE =& A& o|4)

- HHQUGIOIEl B2 B BHOUM ALBAF B7H HOE{Y| T3 ZafojHA 25 J|E AT
- 37 B4 CIolEfof tn%_r ZajolHAl B5 7|5 B4
CHIYES 7|£2 MOl HET 4 YES RE FAOINAE NI D, ABAYS
Sh&0F 7SS EE 2{E

- BOJE{O) M I HEYEE AHSHE A0 ABAS L0 WA YHE WIS
BAEY A4 § CIUT 88 201N B MOl 5UY S202 HOHE Ug
SYYS YTRZLS M4 ALE AHSHO] 7|&2 Sl B HO|E} 480
2Bl AlAR0| HBE|Of CO|EfQ) ﬂarowuwr 2%y
- E2AE GlO[E HYES $3t HAULOE S5 YO TlO[E Tafo|uiA| BB S st

48 7t 7l =4

GlOIE]
Z2FO[EHAl

<QIB2|S0A TIOJE| m2tolbiA| B2 I3t DYY *s k>
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%* 3*% 7|8k Moy &==23t 7|le HAM F 7Y §& S/W
HolEl A& gt FAA S8
o A8 S Hadet #E 7l 2AM

TTP-free EBAE
CIolE HEE 7=

e

A 7| &E 7)HF O-F Y 0 GOl HIAHO L MY 2 Tz Y

- 702l Hojg S 7| E GOl ¥ ] YuF TN

- Ho|H M&3r & Y3+ Key aggregate 7[¥F 7|/H|O|F
DYE 7| AO|RE O+F CojE ¢s3st Y 253t Jths
ofS ok HENQl G|O|E & @St CO|E{of T3 SH Al

/
@@ ':’*"”‘“ [©]azs colel wayzs =5

7=

2 B2 2E Ay

HL

7| €HIOIE 7ts

(] clolet et 22l =5 |

HiolE| 7O 27 @

52 ugx pTees

Glo|Ef o

BEE -

@Eﬂolﬂ THY HS Ez]

G 7| 2B TN OHE Y 4Rl HlojE WA YmEE>

@lo1E] 2°8xh

EIOIE 27X
B 2SIk

- Ho|E &L FE A AM
- Searchable Encryption 7|8t 2t33} GO|E| ZAM 7|&
- USSF HEHQ HIO|H AM Jhs J|=Z2 OO #&E
L oojE] 7h84 BAS gt ol A93F EA HoE ¥ M3t Y

harry250@ubuntu:

this is main

The message is valid.

The keyword you entered is in the 2th document.
Enter file: keyword list.txt

Loading list keyword list.txt

size of wordlist: 27

message is keyword list.txt
Bloom filter verification is
message is hello.a

Bloom filter verification is succeeded

M Fpsst A 7| YEs

failed

-

HoIE 4T Zle ME
Bloom Filter 7|&t9] HIO|H 7|YE HF 7|=/1T
Holy iE2d 23 7ts

- HjojE| MY BHS 3t
- e GlojE] AlzlA
- Hlo[E0] B3k F|YE

re olsh
= O
=
=

7|dto =2

harry250@ubuntu: yS ./a.out

this is main

The message is valid.

The keyword you entered is in the 1th document.
Enter file: keyword list.txt

Loading list keyword_list.txt

size of wordlist: 22

message is CK_i.crs

Bloom filter verification is succeeded
message is keyword list.txt
Bloom filter verification is
End

failed

<Bloom Filter 7|8t C|O|E| 7|)E AZ>

- SCIE =4 ==2| 2% Al
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- A Secure Data Sharing Based on Key Aggregate Searchable Encryption in Fog-
enabled IoT Environment, IEEE TNSE (4®20% SCIE *{'d) A~

- A Secure Personal Health Record Sharing System with Key Aggregate Dynamic
Searchable Encryption, Electronics, 2|2}

- E2{AE GO A EHF T

I
ADO =
- NFT 7|8t GiojE 7z MUY =4 7|5 24 T A0E HEME I
- NFT Z|8F el HAY 24 7hseh oY LEHe) & 152 ZR2EZ 71T

TDC connector

S$EY PKI 7]t doTLs S

a P
TDC connector | SIoIE 72 1YY 2) .

-

Access control

NFT 7|8t
) Mold =X

e MY FH ol FEY 2F HI HO
Ha oiE A A IR B2 A8 AT
~ Smart contract (%) NFT contract ' Ethereum
DID contract Payment contract

<EBAE OO A2 SAF &Y 7| 12>

U
UM 2A 7t CoE] YT Y LEP Sequential Flow>

r

- E5AE QO|E Azl 4F =4 A2

- EAE OOJE MA A igS IO 7FASStE B

- EUE/HY 7 FONREHONAE T 7E A2 Yol I/ LI/ A 7RAISt
CAE I A RYRY/ER/ 22 G S BY JEHE 29

C71I7HEE B2E App. F EHEHTY & G4

P =Y

-

N

/¢ AR qole|
bl d A 28

<M U WA
SN Y A

<EFAE GO HE A= &3 HEE>
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- AF22} ZEfo|HMA| E5E 95t doTLS 7|Ht C|O|E| e 7|2 E2F EAl 7|5 Jjat
- doTLS 2}0|H2{2|& G|o|E| 2| ZaHZE0| A-85t0] ZEI0O|HA| B35 7 7191 A4
23 84 7|5 1

« 2230 YEYD MEMY A LU ZA HEA 7S i
- 2230 Y EYI0|M Eclipsing0| WRYE TEINY ZH Jtsy 27
ABH[O|E 7|4t 22300 EYO| IE M2 7 WY ol

Step-(D) make some Step-(2) disrupt 1+ block receptions  Step-(3) delay bulk block download Step—@ fork with attack ch cham
i f dver i block
peer connections 4 iia i adversary generated blotks
P e S A (Lo F S S S }
BB A load for 71 S i
=~ - » ¥ g mild disruption g i g i)
Frmild disruption =sdelaying bulk 'S
=>missing 1 or few = block download immediate insertion
o 4%  block receptions * o o @ of adversary-
= s dy =g 'a' generated blocks

v
Legend for block states: «1 received and inserted <[ received but not yet inserted 47! not received

<Eclipsing0| RO = EZ2XQ IEIMY ZZHo Hxzp>

EE23Q =9 Per-peer isolation —-—7~1|Z

g 0|83t 27 HE HO
A benign peer's l l i

message arrivals

time
Goroutine scheduling | | | J
wf no Gethlighting peers
t-me
i camarimens I IIIIII_
w/ 5 Gethlighting peers
per CPU
5 slots
710 Geighing pos -I-I--I-l
w/ 10 Gethlighting peers | |
per CPU Al
prryony | delay — e

<Per-peer isolation 24|Ho 2 QI5t XA =A™ 7HEE>

224 YA FF ¥ 37 WO 40| 12 37 I £

= =

1 == i 1
g 08 < —ep——— E 0.8
g z
E 0.6 Z 06
2 Without attack 10 TX-flooding peers
£ 04/, NewBlock - — .gs 0.4 15 Txlooding peers ——
= / BlockHeaders i) 20 TX-fiooding peers
E 02 BlockBodies E 0.2 25 TX-flooding peers
=] Receipts S 30 TX-flooding peers
o 0 | Transactions (5] 0 = 35 TX-flooding peers

0 50 100 150 200 250 300 1 10 100 1000 10000
Block insertion delay (seconds) Block insertion delay (seconds)

<HAIZ| 239 Mo 40| T2 A 22 X2l A 2Y ZAIb

_ = = 251 =z [ [u] s =
A olHElg 5 HWEHIE HE22t 34 7Isd % S 45
(=) A Al S A = C O] %|O k=3
Oz & HAEU ddS sl 24 283U =59 FHAY 2
i # of Max block
(u(r:]rl:ni::e[::;n:a";:e) L2 tigaes ctn(:fs nsqrtton
BS (tested) delay
Geth-omnibus RPC 39(3) 28-34 | 9,092-9,560 sec
Geth-d*****x RPC 1 32 2,529 sec
Infura signer Miner 1 14 280 sec
Infura bootnode Bootnode 1 40 4,153 sec
Akasha bootnode Bootnode 1 40 2,891 sec
Geth-pPredtstss Unknown 1 40 4,292 sec
Geth-[**#% Unknown 1 28 3,686 sec
Geth-§*+* Unknown 1 40 1,269 sec

ojcialg MY AHS S B0l ALSE WEIZH A O|H2 S YoM K& el

Gelhlighljng payload (10MB)  vaiid transaction Client-codename ‘ Kina | 2oL W;”m i

Jnl trapaackans Ethereum Mainnet Geth-EthereuwmPPLNS Miner 18 | Dxe6d630

wak GethEthereunSOLO Miner 3 | ox336fae

itori Geth-E*vieetssseraraies Mincr 2| cavabsco

Probing Node TB’QB‘ NNE/O—O HModiofng Getheg x4+ 4ssssnbsnass Miner 1| tx43eats
'\"Vn';'e Gelh-crestsssasaser Miner 1 0x£bSDas

| Q" o Geth-amnibus RPC 61 | oxdzibrl

Tesu}'mamnﬂ Ethereum nodes -~ Geth-Arrerveess RPC 18 OxddBded
ﬁm'r Gethilghting paylood? ant—and O—O Geth-p=ssasass RPC 6 | oxefoo17
network filter Geth-g***+=++ RPC 3 Oxedecdd

Geth-j#+#+4 Mise 1| Dx36eced

EW'*-""CP of fiiter: |4 or not Giethk**7+ Mise 1 Oxd0ffed
Geth-mtreosasssesces Misc 1 Oxe32dd9

Geth-WHsesrsssas Misc 1 0x15b684

EIP‘%NMB"‘E’ Geth.p*+s+an Unknown | 4 | 0xObBE4d

IR AF HEE Y MY FT>
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- MorE WEINY B Y i W Al ¥ oE2g 2E 2

Countermeasures Corresponding Related Attack Disadvantages

Ethereum's Steps or Side Effect

Characteristics

Taming TX-flooding [ECI] Step-@ & Step-@ Significant changes to P2P
Bounded transaction handling [ECI] Step-@ & Step-®@ A few worst-case delays, slow TX handling
Making clients block synchronized first [EC1] Step-@ & Step-@ Weak transaction propagation
Gethlighting-resistant block propagation  [EC2], [EC5] Step-@ Msg complexity, risk of DoS
Banning Gethlighting peers [EC3] Step-@ & Step-@ False positives, risk of new attacks
Overprovisioning clients [EC5] Step-@ & Step-@ Expensive

<6713 WEINY BH MUY SHE Yo

- olE2lg AT HUY HD Y =R HE
CO|Ef2lg AT B Bt2E| Z2I1Me Baf MUY U HEY ME (2022/7)
S oM Y SiEwer M (2022/9)
- O|Efalg Hory W2 1110 HH HE (2022/11)

ethffetcher: throttle peers which deliver many invalid transactions #2557.

I mergsd

<Geth 1.11.0 HHO| H-&F HAY IZ|>
- NDSS 2023 “Partitioning Ethereum without Eclipsing It” 1ZZ} Major Revision ZI34
= (2022/11)
o HEfl oAt ZO|HA] 255 3t EFY Web PKI (doTLS) Z2EEF 7HY
- 3Y 71 (CA) SEAHLE Argat 215 FE #8 7ts8 TLS HIO|E 27 A
- AFEZF Q1Z7| 2U/H|7| 7t53t Domain-Defined Credential (DDC) Gi|O|Ef L& A7
- DDC 7|8t AFEAL 215 2 DDC fad 43 Z2EZ 4 Yu3E Y
- 7|2 Web PKI & TLS Z2&EZ3} 53 7I55 doTLS H|O|E & MA

-

doTLS H|O|E{ 2
(B3Y Pkl 7|8 AZxE E4Y)

ol TLS handshake messages
TLS 1.3 GIO|Ef =2 -
TLS handshake messages. row  (byte 2 NPTy
Corificate " Cartficatesshil | signature liyte
1513 i yMsg
T Certificate | signature (byte
o] cotteammcnin |}
T r "1 Sign/Verity
Sign/Verity Certificate 2 | Sign/Verify
" [ Certicate " Ti{lbyte "
. Cfﬂiﬂul! E‘ ilvv‘o' 4 # ot
[cortcate  llbyte e X500 Prvaiekiny | cvpio Py
Privatekey crypto FrivateKey Contificatechain |- N\ Verity
- — . 4

<doTLS H[O|E{ E™>

- 71& E ekt S8 JhEsh doTLS Goof 2t0|E2{2] & Firefox HEtRA 7H%
- Go 0] TLS packageO|| doTLS MH % ZEZO0|HE 7|5 i
- Firefox Nightly2] NSS 2f0|E2{2|0] doTLS Z0|AE 7|5 7N
- & oM doTLS 715 ¥ MHe A2 S5l ol A2 ZREE 48 Jtsd &9l
S AA QE{U TOM ABE|= # X2t (Let’s Encrypt CA ¢154{, Google Cloud,
Firefox browser, Cloudflare DNS) A& &7 1=
- ME Soll doTLS 7|8F ARBAF Q1S 7|s B ¥E AE 4

510|
—

[

or
o
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370149 doTLS A3 Zap>

- 2 55 14 29 (1)

- SYSTEM AND METHOD FOR INDEPENDENTLY MANAGING AUTHENTICATION
INFORMATION USING DID

- 2 55 174 29

CQIF B SYHOB ASM U UF YEE V2SI A3 Y

- 2L stahE] 17

AgRE Z2HEE BAsts 254Q 7I¢ JHQIGO|E Hel EHE LR AL, FAFAEE
20223 A SEsaYHS|
% FoANE
- YA 7] Y 7|8 BAHoIY ¥ Ao ¥uEE S/W
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