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s MEHA AFF 2 AW A 4
o tlolE 9z T4 9 dloJE Al 34 WA
Client-side 9% H°olH T& A 7| /M
o JU/EF T E tF AR AP Vs dE
o] o] ¥ golg F& Ag Z2EZ A7
&4 34 e QT H T B 7 A nE 975 WA 2
A obdAd AT
(dlel 17k dodoly F&5 Ag SW A
FEE * Server-side @ Client-side 5% 2] &g
gsdely | ¥e A5 % 105 +4
2 Ag © 460ms o FTo]dE 7] AW, MY, Swift 2E2 A A8 | 100%
7| ] &}/1MB, 2 345 F5 A "H<E 2203 )
tl o] B 7} oy &4 A4S BHstE gEdely F&
! g 45(MB Hi 3¢ dib] 45 49 4=
B9 = Al 7 Az
100m * 61ms/IMB (dlolE7} FE5 A &2 49)
°]3}/1MB) * 50ms/1MB (dlo]8j7} S5% Z-)
gd JRE A7F By 25 AYE Y HUt
Alztol Exl o #om= =Y AV|7 E5F
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¢ 1IMB tjH] 33MB ¢E3d 2= A7 300
(TEAT g w)/3ul(EEAeE & o) F7F
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A 7% 714 A7 100%
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A o)

O 147(SCIE) =% 104 AA, SCIE) =% 47
AA <)

155%

O 274 AA(Information Sciences, IEEE

Transactions on Computers)

200%

Al A A A
=) =%
Bt 0.8

o] AF
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Al 2 A d3dHolH F5 AY e A

1512
=2

1. WA)R] 719t Client-side ¢ZHolE] 8 A7 7|&

k-ls

ARG A RS Ze|wEE A7

o XN GE8AHS A F A B9 I AR
- A 71EHE frEd goaet 1 HAARRE fEE o B
A3t Agolwt T AA 2A
Client([l) Ferver(3)

(1-1) K=H{M) i=H{E)
(1-2) Compute C=EM K)
(1-3) Send ftoserver
[Case ]

(3-1) Bend
(3-2) Btore K f

(2-1) Bearch £
(2-2) Confirm that there is no tag that matches ¢
(2-3) Request

(4-1) Compute T'=H(C)
(4.3) Store O, f T

(1-1) K=H(M) i=H{E)
(1-2) Compute C=EM K)
(1-3) Bend f togerver

[Case 1]

(3-1) Compute T=HfC)
(3-2) Send T to server

(5-1) Store K ¢

(2-1) Bearch f
(2-2) Confinn that there is a tag that matches £
(2-3) Request T

(4-1) Bearch T
(4-2) Confinm that there s a tag that matches T
(4-3) Update 17

(1-1) Bet K=H{M} t=H{K}
(1-2) Compute C=EML L)
(1-3) Send ¢ to server

Case IO | pnyyctompute T=BEE

f
—)
¢ o

f
——.}
I 5

f
———
(3-2) Send T to server %
—C%

(5-1) Bend &
(5-2) Btore K f

(2-1) Bearch f
(2-2) Confirm thet there 45 a tag that matches £,
(2-3) Request T

(4-1) Bearch T
(4-2) Confirm that there is no tagthat matches T
(4-3) Request

(6-1) Compute T'=H(C)
(6.2) Store O£ T

<HAA] 7|9k gsdoly FEAe TREF>

e Poison &Z0] ¢F%

4 &
- 719 MLE €a8]5(CE, HCE1,

Poison &ZAel #oF
- A /A& /dF vl
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| | Ttems to be compared [ CE ] HCEl ] HCE ] RCE [ Our primitive |

Against dLlpl{cale—[ak]ng attack Yes No Yes Yes Yig
Seaur (TC secure)
il Agamst erasure attack
gainst erasure o ) .
(STC secure) Yes No No No Yes
\ L server-side N+n-il | N+n-Jif | N4n-(i]+]K]) .
NIV | 3 (ﬁgiliin'to“::ﬂ;;nd client-side Fruo | A=l S BERESEE \Nt\ + gf\T\
i pod ‘ -t e | Hn-m) k| | MMM
atsever | nx H - - - (n—m)x H
upload nxG nx({ nx@ WEGy
\ i i 0 ) X L X U, I X Uy ;
pert (ryplogmpl?lc aclient | nxE m—m\xE | (h—m)x B (n—m)x B mx H,
operations nxE
3 nx D, nx D,
download | at client nxD nxD wx B nx 0 nxD

n AR ALY AE, mo FEE RY AE, NonAe 39 AA 27
M mAel 229 52 84 27, ¢ 2 A g, T % iA 8o
[t] - 3 wa e 2, |71 - 5 an 8y 27, [K o saa e gs99 27
H G &4 9+ E D guss o=

<A, vENZ EY, 45 A4

et

a Hla>

N,
olf
2
ot

42
- ZeolEL FE HAL AN AFHA GS

- A FEEA g gded disiA B A 2 AT T hdA

- dlolH e Fej= sdoiAy 59 Aol $5 At bed 4%
2 ZYu BB S o] §slo] ZREZ A
ARl 9%k HlolH T A T

==
=
- W AL B ooheh ol gAY BU GE UL TR

rir
ol

= dely T5 AA Ve 239

o doJg &4 FZA(Poison attack)ol W3k etdAA A&
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- dolE flx g4 td A 7S AE

Aol el e HUE gAE 9z FAe o

tio

« FEOIIEE &

i)

- dojg 2kAl FA] digk WA v AF
x AR o3 ARl A mpdo] MWl Al E ] ok

- 7]1¥9] Client-side MLE ¢a1g]F2 dloly 9% T4} dolg 24
TR0 HoeAwt, A Anpe T UMX FF Rl b

}

0>4

- &4 &9 Collision-Resistance A &eo| 93] ¢rxA B

- THEE AA delHMN) FollM FHE = HolHO) wE nl#ste] A
F5: 249 g
- HEE G M= SEHA & dielHRE B ALt
i, Mk s ke A s Rk ke sk T
--+--CE
08 o

—&— Our primitive

04

Traffic (GR)
=]
=]
1

0 10 20 30 40 50 B0 JO BO0 90 100
Duplicate-rate of files (%)

<YRE A HolE7F IGB 9 w, A5 5= EfE o>

_41_



5000 . _cE ‘,"
a00 | —=Ouw primitive when M=02 N 3
—+— Our primitive when M=0.5 N

g 300 4 —®— Our primitive when M =08 N
200 1
100 A
oo =@
01 2 5 10 50 100 200 500

Total file size (GB)

<A dole7t S7bd W, S5 AAL wel dsH = EdE 4>

140 ~
--+--CE i
120 ~ & ek _ i
—&— Ouwr primitive when M =02 N
100 ~
—+— Ouwr primitive when M =03 N :

—=— Our primitive when M=08 N ‘

Time n milliseconds
1

1 22 16 64 256 1,024 4098 16,384

File size (KB)

<Hredd of MuelAel a4 Ak A7
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600

--#--CE

= il —&— Qur primitive when M =02 N

=

§ 400 A —— Our primitive when M =035 N

=; 300 - —a— Our primitive when M =08 N

‘5 200 -

100 -

o0 —n —8 i
1 4 16 G4 256 1024 409 16,384
File size (KB)
JRed o ZepolAEdAe s + BRE A A

71 A ARE-, PolW(Proofs of Ownership) &9 & A& 7|HHe] A
2y 29s T3 a&Ad Ask glo]l g TH AL Ve FEss

glolAEe}t 7] w7t gHste] AbA ¥4 (Dictionary attack)el] <k

- Challenge-Response 29| ZElo]dE 1 AFH HFoz2 EH AL

- Hob o9 Algte we} i EES Y X
* Req. #1) Dictionary attack %]

* Req. #2) Poison attack W#|
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* Req. #3) Poison attack¥} 2 ©®j1

AR A A

* Req. #4) Req. #3 ©o]/de] 733t otdAAd o+

Reg. #x

Reg. #4 : MPoW
for stronger security
(replacement of Req. #3)

/_w S
Reqg. #2 :|against poison attack

short tag problem

Reg. #3 : against poison attack and

Req.
and online-guessing attack

#1 : against dictio

nary attack

o

dE/MLE

<87 Hel e upg ¢k

- 2QF & Aol

* Sol. #1)

# Sol. #2)

A HolE e A 718 AgetE 244 g5 wAE
aAst7] 98] RSA-OPRF Z2EZ 223k Dupless® 7] A
B ALg

Cloudedup 2] H-7bA<Ql k= s}, IBMO] <Ie2 Anf,
Privilege key & €A 7|ut &3 A& 7}5A A+

T 7HA B "Ba(#e 7125 fxd s, 1 HA

- 44 -



Cliert(IT) S e

K &= Hl)
P HEE)
C &= R Q) £
Compare §
Request & If Mo’ f
fiod i T e HiC)
Store K F Stare O f T°
8]:8 End:
Recquest T If “¥es f
T Hi) )
Stare K, f T
Compare T
. Request C If ‘Mo’ T
fisd T e H{T)
" Store O £ T
oK End:
OK If ‘Yes T
Update T
= =0 = = = = =
CF7HA B HSS ol 8% om g TE Ay dads>

* Sol. #3) Challenge-Response HEH| 2] ETto]dE Hd 4~ FF

<Fgo]AdEo| Ao A AF HF v 93 U4s

i)
e,
ofy
e
k)
e
m
k)
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A alixlot =alsh AT

DB1H EAMEt=7H

Mo ote 0
ot&53F T.i ;(_‘}-

IE7

<Aoo B A T o] 93 s 9l FTH A dags>
# Sol. #4) Commitment HEj] el & A5 W2
K& GUHIAMY
TG K
CEEKM T,
Ke < Ersk, K T exist
7€ {0, 1}" v € {0, 1}
=& Her|hv
Ps & Hiz, C)
. contnit € Him. Ps)
v, comimit
€& H v
Pc < Hiz, C) Pe. Kc
Pe?2=Ps
s If p'ass
conunit *=Hym, Pc) Send i
If pass Else
Store T sk Request ', Ke
Elze
Send C, K¢
Store T. sk .
}S.(.J
Addid Ke
s 9FS o18¥ Y F2 AL duen>
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O ¢zdloly FHAe SV 7

dzdloly FHAL daes 108 TE

- Server—side CE, HCE1l, HCE2, RCEE X33l 4=

ofN

- Client-side HCEl, HCE2, RCEE 33t 3

- AT =EE 23E TR AY dudF 3

o\

= "ol & Ay dads A Ht

3

ic)
29,
i
ko
9{—'4
o2
fol
&
2
e
[
>
)
||\

=
- S/ neEE dRE/FRA dole 15F % 2EUA AL
3

Client : ¢tZdlolH 5 A 7|55 HEEsts Feo|dE S

- Key Server : Client®} 7 mtde] 7] Ao Folst= 7] AW SW
- Server : Client F&& Aot T5 oF A 7o d==d 93¢
sk AW oS

Swift Storage Server : Openstack Swift Swfit ABH]AE A}g3d}e]

2ry $dS AFAsE SHAE ~EgXA AH|x
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P kean2@ubuntu: ~/bin - O b4

<Swift 2EZ A A8]x FFdE>
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- B FE S o] GE %Y RS RAAHER] 9 W)

C Server Side.  |CE v

Analyzer
Performance Analysis | Storage Analysis
Deduplication Type Fie [ 7 18 A At e est. | . | Plainsize[ 107005 | Ciphersize[ 1078048 |

[E] Step. | Hash || Encpt | Upload | Status ]
wcieuss [EH 2] | | it R oo |
aoomosrosns | | w | T e |
[¥] Use Key Server
Aumomcpnn [ = | o | w G e
127.001
ot [ vommscomen w ] v T T
Core Algorithm

e =t
o 4RAI2! (ms)

180

160
140
120

100

106.951 104,682

I = [}

[ Up-Plain ® E-Hash @ Encypt » Up-Total  D-Hash ® Decrypt - Down-Total - Down-Plain

T &2 (bytes)
0 100000 200000 300000 400000 500000 600000 700000  BOO000 900000 1000000 1,100,000

—_—
T ——

|® Plain = Cipher

A
o
i
N
AL
o,
off
N
o
tlo
do
z
iy

ZoldE 3>
== 119ms

2= 177ms(3 4] 55ms, &3 6ms, £F YEEZ= 117ms)

> HE 9 (2= g 43 3d fREE 9% F7F AIRE - 6lns
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5 = o
- 1B Hi&E 3 giv] 43 9d JdR= I AN (EEC] s W)
W USOOIE SR[A YN2E HAS T2 (user0000 =0 Cloud Server 0f 2191 3HA&LICH — X
EICIMRES
Setup Analyzer
“Performancs Analysis | Storage Anaiyss |
Dedupiication Type Fiie 5 J - Plain size[ 107505 | Cihersize[ _to7ecas |
|
C Server Side.  |CE Tl || [ Step. Wash  Encrypt | Upload Download  Decrypl  Hash Total Status
e o T T
oo e B B CH e —)
[ @ooi B || 5 oounontcpneren o | (O comectosomomisie |
Core Algorithm
Hash Type Result
ConorType  [AESZS6 | ¥] | A QA2 (ms)
120
110
100
90
80
70
= 109.78 109.489
50
10
30 ,
= ‘s0248
10
o | [ faem )
W Up-Flain ® E-Hash ® Enciypt  Up-Total  D-Hash  Decypt - Down-Total ann—F\a\'n‘
E &S (bytes)
0 100,000 200,000 300,000 400 000 500,000 600,000 700000 800 000 800,000 1,000,000 1,100,000
== p— = [e) o] = -
<FHEAD He 545 93 SHolJE >
Hir Y d=Z= 117ms
- s = a N
ofs v FEX e FI7F A7 50ms (314 45ms, &S Sms, YEE= 0)
= o = .
-=> 1B ¢35 FdEs FH A 4T o I weo] fr= AR

17mms (T8 A st A%, 50ms(T&H g g A9)
- A7 2 e dRE/FE AR AR
. 33B E HYS FTH AY 4T o == AgF 0 3,195ms
S 3B ¢E Hde T AY @ o] dEm= ARE ¢ 155ms
> o A7PF S5 S5 ARE AR B AR SUkEgE dR
= ARl wig- FUhstE R, dolE T Ao dado] F-id




Aol 3

¢35 o] ¥ Ag 7e

7h 3 A9 FZo) kA3 Time-Locked Ao 7Fs 58 A8 =
ZEEZ A4
O ¥ a7 Az Awd A9 9 TF g 7S AHEAL Bale) xelo]
WA s 24T F e TR FHol Qo] AREAE ALY o] A
el weh oy BEE 24T 5 A
Locked de-duplication (Locked-Dedup)
For the first upload For i-th upload (i>1)
Client Server Client Server
1. Generate key k 1. Generate key k
2. Encrypt C=E(k,F) 2. Encrypt C=E(k,F)
3. Generatetag o tag 3. Generatetag —____tag |
no Check tag 1. Check tag

-

. Choose time t
. Generate LC

¢ yes, done 2. Add owner
. Update metadata

-

3. Send LC info,, LC 2. Delete file
Store {tag,LC}
— done with {t,info;}
1. Update metadata
2. Delete file
<AloJ7bs FTEH AP ZRES>
o ARRAZE EQlo] AAsks dHolHel ta T A A Ahs A
T AEF FAE V2N 4T AFEd(time-lock) 7]5S &85+
A
o THEE 71 s VmollME AWt Belste JheHE Bl 54 9
dol TH A &&H= AHS Flst= FHolr] wiol T5 A
Aghel] gk Aol AN, B AT N Y=o Ag Gl Az

Ao 54 AnE

AAE= A7 A8 (time server)ol A w) AJ7F &



Nate BERE 7IRIo R S5 Ay &80 7leotes 7[ed o= ZAlst
= 7]%01
o AIZF A7 FlEkE R ZE AIRbel giSE e Y4 B 7t
o A Fhell aldsh= AR AR AW e] vjEy]E &x| Xetd AT
T e @Y. A AHoZ ) A HSHE HE ARE A AH
o] =& glo] Ak AS AW e wdgt Fre] A AT
O 99 Client-Side =5 Az 7|Ho A AL = A= V<=2, A 4l
A FA FHeksk 7 Al 7] JEE AHE AQstar 7ke] H=
5 A 7o A5S FASe 22 A AT "HAAAE dabEd
S5 A 71HA A FAE s Al
o AR 27| JREEF = AREALY g, NS Vo E S8 AY Al
shS AAst7] gk §oF nlgo] Ak
o TH A Agte] AW U Ag T AP sheg HolHe| F%
A WS Ads] 9§ Holgrt FrtEY, ol A" g2 A
Aolo] HlolH & A A & FFs vAA o
Cost for the first upload
Computational Cost Size of Message # of
Server | Client Server | Client Round
No-Dedup - Ce+Crg - br+lp 2
SS-Dedup Cry Cx+Cp+Cry - Cr+lp 2
CS-Dedup Cs+Cry Cg+Cp+Cry - Ur+lr 4
CS-DCdle+ Cs+Cry Cks+Ce+Cry - Cp+lr+ly 6
LOCde-DCdup CS Cx+C E+CTg+C L - £T+£ F+E; 4
LOCdeODCdup+ Cs Cgs+Cpt+Cret+Cy, - Ly +lr+E g+t 6

<Time-Locked

5 Ao Hx AREA A Hle>
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o] 5ol Hlgol dRtHl T&H A HGI} TdeA ~84

ol

Cost for the ¢-th upload (z > 1)
Computational Cost Size of Message # of
Server | Client Server | Client Round
No—Dedup “ CE+CTg = ET+EF 2
SS—DedLlp CTv CK+CE+CTg - ET*’EF 2
CS-Dedup CS CK+CE+CTg - ET 2
CS-Dedup™ Cs+Crw.s | Crs+Ce+Cre+Crowc B Lp+br+ly 6
Locked-Dedup Cs Cx+Cg+Cryg - b 2
LOCdeODedl.lp+ Cs+Cpyw.s Cgs+C E+C;rg+c PoW-C EC 4 k +£T+ET 6

<Time-Locked X A gloA g AL&x 28y &>
O Y Al &2l 34 9|9 ffol d-g3st7] &l 7ol ¢ ds 7=
S Aol A48E 5 o] V& Hokd A3l VEEY A AREEte] theFst

s dgshe G T Y AHl= AE THs

Locked de-duplication with countermeasures (Locked-Dedup*)

For the first upload For i-th upload (i>1)
Client Server Client Server
Generate key Kk ———p Key Generate key k — 3 Key
with Key Server ¢——— Server with Key Server +——— Server
1. Encrypt C=E(k,F) 1. Encrypt C=E(k,F)
2. Generate tag tag 2. Generate tag tag N
¢ no Check tag 1. Check tag
1. Choose time t 2. Generate ch
2. Generate LC ‘_@,Ch—(challenge for PoW)
3. Send LC Generate re
info,, LC (responseforPoW) _____ T
—_—te .
Store {tag,LC} 1. Verify re
—done  with {tinfo} ——done 2. Addowner
. Update metadets * info,: additional information for 1 Update metadata
2. Delete file recovering C from LC at time ¢ 2. Delete file

<efR FH) b Ao} Hbe FH A LzED
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Service Provider

Tag,, Enc(Data,) Add,

Enc(Data.)

r a

| Add, iEnc(Datas)
| »

_.“Add3 [Enc(Datag) .

User; \Search all Adds

for Users

[Tag, [2,3,4

o
f
il
o,
ofo
&
[
HT
ich
N
X
e
[
of
)

'Add4| Enc(Dataa) e

! Adds i Enc(Data;, )

| Add i'Enc(Dataa)

| Add, | Enc(Data,’)

e TOa AE 7S VIR AA AMEAE B AR =E FH A4S

st 2E A Mujs ALg2LE BEd S Q' YHE AN

o 7]1EAQ ARRA He] V)] Y AE V|gke] ARgAl-tlolE AR v W
Holl = 54 AR A 7bsd dolE AR 2 5 dolE H{e
02 AR B AREC] A =EEHo] A7) BAlE T4 AuE e Al
o] o]t

o o9 Ze FAHE WA fal 2F AW VIS Ve s A U
S A=Y, V2R AAs 54 A GouAME Ayt MYy
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o 2EYA MujzolA 54 dtdel] It & AjEol = ARSAIAl @

T ool d3E 25 AT gebvEel did A A A3 Alede

24 g gl gig dAgk A5 AT
Service Provider
Tags, Enc{Data.) "
sky=MP-KGen,{w)
= W=warranty
User; \Search Tag,

| Tag, | MP-KGen, | Add,
| Tag, | MP-KGen, | Add,

| Tag, | MP-KGen;, [Addﬁ

<AFsh= AREA-HOlE AR #e] Vs Hd s,

Service Provider

-
Tag,, req= MD(skz,Tagi) > . Adds
Enc(Dataz) Enc(Data,)
P =t

User;

- Metadata

<Absh= AREA-HolE AR #e] V= i,
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a, idx

choose a

Tgen(F)

compute Jdx:

3
sy
==X
&85 E
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Sg5d8
Bayw

=T
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& E

Z 0O
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b, c
Pc

compute

Client

r=

prng(al|b)

Server

p.=Proof{(r,F)

=Ds

testif p.
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b
f ™

User (U)
S

h:H(F), TG_RZN
x=(r®-h)modN

)

o e————

e =
/7 Authorization ™

el
Public key: (e, N)

Private key: d

4

IDU: x, pf
Verify 1Dy, and
then load privilege secret key k¢
i ((xd) . kpf) mod N
i =r-h% ky mod N

z=y-r"! modN
(r-h® kyp)-r~ modN
= h® - k,; mod N

K =G(z)
<Gzl T AE A% APE 7] A ZRES>
O 7F ddde] A== A Mre Ml 25 7ok gdste] dA S5 A

gz A A T3b B g AN maks sy, B 259 T 9y

Aggro s Qle] WSk HdA wAVE sl A

o AEZE 7 Aquls aFEE MR deold #eE sk A<l dd
M= EAsy, g AAe] s S vl ST s} Ve e
2 AAE = e o] w4 e

o AIRE ZlEel A= 7] AR Mol 2EeX AWzt AelstAl el 9l
of, 2EHA AMurt bt Agow dustd R Fd Ao s
B Ao r gEshe el v AR A ol A ~Ee
A e leH e Al
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Secure deduplication

Auditing delegation Public auditing

<R AF 2 N A BN Adsh: A B TeED Ay 2>

Client wants to upload a file F to CSS.

First, generate a convergent key K and a file ID Ty

Upload (Uyp, Tx)

551 S S

Check if a duplicated file exists.
If not exists, perform the First

First upload Req upload procedure.

Encrypt the file i‘
CT = Encg(F) i
Compute the audit tag
Select a generator u (€ G)
Forl<i<n
t; = (BLSHash(i) - u¢Ti)®
; First upload Reply (CT, u, {t;})

N
>
Store the file record

Receipt (T, Upp, Sigess(Tr. Upp)) (Tp, €T, u, {t:}, {Up})

Audit Info :
»( TPA :
(TF, u, n, Up, O

Sigess(Tr, Upp))

ey GREEEEEE

<AEA AFEA e v

A

Z dEC HAxe>



Retrieve (Tg, u, 1, Upp)

Select a random subset I of the set [1, n].
R
For each i € I, select a random element v; < Z,,.

Challenge @ = {£.(vd)- Audit Chall (Ty., @) Retrieve the file record

(Tr, CT,u, {t;}, {Up})
Compute the proof {g, 7}.

He H(ivvi)gg ;" (E G)

T & Z(i,v,')EQ v; « CT; (€ Zy)

Audit_Res (u, 7)

'S

Verify the proof:
e, g) == e([l;;(BLSHash(i)*i - u™) ,v)

smsumesTeE s EEE s e W -

<IPAE &% /W AAb dabe>
Client wants to upload a file F to CSS.

First, generate a convergent key K and a file ID T

W i i

Upload (U, 7, %)

Check if a duplicated file exists.
If so, run the Subsequent upload procedure.

E (Tg, CT, u, {t;}. {Upp})
Select a random subset [ of the set [1, n].

i R
For each i € I, select a random element v; < Z,

PoW Chall (u ., Q) Challenge Q = {I, (Vi)}_-

—

Compule the proofl {u, T
Foreachi €1,
CT; = Enc(K,F;)
t! = (BLSIHash(i) - ufT)'

1= Tgupee ti (€ 6)
T Z(i,vf)EQ Vi« CT; (€ Zyp)
PoW Res (u. T)

D PSS —

Verity the proot:
e(u, 9) == e(Il;g(BLSHash(i)"t - u),v")
If pass, then store the file record
(Tp. CT. u. {t;}. {Usp, U;p'})

Receipt (T, Upr, Sigess(Tr.Urpr))

£

Audit Info
(Tp.u,n, Uppr,
Stgcss(Te, Uppr))

»( TPA

<gd SEhE 2ELA AFH = 3 drE dApe>
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= Alef ARl A

Private
Secure . ..
. . public Efficiency
deduplication o
auditing
)% W AF 7]%e] AHgH ol
[YY] X 0 °e= = o = ©
ALk 284 N 297 gl
AHE-2L7E TPAC] A dlolE &
[LL] 0 X N ]
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o
ol

4wl ehige

Y E I (Data distribution network)® &3+ T A7 EA5t= &
A Ras 7HgE e
o A7le} 2 AES FAXE #Aostal AMH|a AlFEor st Aol T

Client wants to upload a file F to CSS.

First, generate a convergent key K and a file ID Ty
i Upload (Upp, Tr) '

)y
4

Check if a duplicated file exists.

If so, run the Subsequent upload procedure.
(Tp, CT,u, {t;}, {Uip})

Select a random subset [ of the set [1, n]

R
Foreach i € I, select a random element v; « Z,

Q=1{1, ()}

Select a random generator t’ (€ G) for PoW

PoW Chall (v, Q)

i
Compute the proof {1, T}:‘
Foreachi €1,
CT; = Enc(K, F;)
t; = (BLSHash(i) - u'“T)@

1 Mgvpeo t" (€6)
T Yiveq Vit CTi (E Zy) PoW Res (1, 7)

. RS  N—

Verity the proof:
e(w g) == e([l;e;(BLSHash(D)t - u'"),v")

If pass, then store the file record

(Tp, CT, u, {t;}, (Upp, Uppr})
Receipt (Ty, Uppr, Sigess(Tr.Uppr))

:
:
L ;
b (T ou,n, Uy, !
: :

Sigcss(Te. Uppr)

<HRAY FAE AT QM AW 2FD B9 TRED AE>

pul
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Client wants to upload a file F to CSS.

First, generate a convergent key K and a file ID T

Upload (Urp, Tr)

A
P

Check if a duplicated file exists.

If so, run the Subsequent upload procedure.
(Tp, CT, u, {t;}. {Up})

Select a random subset I of the set [1, n]

R
Foreach i € I, select a random element v; « Z,

Q={L )}

'y

PoW Chall (Q )

Foreachi €1,
CT; = Enc(K, F;)
Compute the proof t

T e Niivpeo Vit CTi (E Zy) PW Res ()

N

Compute p < [];,neq ¥ (€ G)
Verify the proof:
e, 9) == e([lig/(BLSHash(i)*t - u),v)
If pass, then store the file record
(Tp, CT, w, {t;}. {Upp, U pr})

Receipt (T, U;p’, Sigess (Te,Uppr))

Audit Info »( TrA
(T, u,n, Uppr,

Stgess(Tr, Uppr))

&
¢

v
1
1
1
1
1
1
1
1
1
1
[
1
1
Il
1
[
'
1
1
1
1
1
i
]
]
]
1
]
1
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Initial plaintext @

Encryption Function

Secret k¢

Initial plaintext ’ .
range L _| OPE Decryption Function

Secret ki min,", max,’'
& s Decrypted Plaintext

min," < m < max,’ \
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. F3 HolE #E #FS AT MM 3 dZEolg

O 94 Ax 71%5S AFst=s FA7] a3t 7% (PKEET - Public Key

Encryption with Equality Test)ol] thdt ¢kdAd wdl A Y

e Equality test 7152 AFst= /7] 4353t 71L& (PKEET - Public Key
Encryption with Equality Test)< A= tE I/7|=2 J53td doly
Atele] oy &8-S 7hsetA s 7lER 20109 o] F ATt &S
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T

e Post-quantum ¢+ E 1183t Lattice 7|¥F A4 5L 83 PKEET 7)<
AA AT 3

e 7] PKEET 7]of tigh ot B8 T FHFdS AL oo o

Qhele] COH 7HA el 7]ukeh PREET 7)< A1 913 Awbsl 4 0 AlA
o ele] CDi A1l AN FA)7) FsEleE AA sl%el g, v 3
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A2k digk IND-ID-CCA2 +HAdES Hx=E E/d3sh= PKEET A A
19] (18] [12]1 Ours
Comp of Enc 3Exp SExp GExp GExp + 25E
Dec 3Exp 2Exp 5Exp 3Exp+ 2SE
Test 2Pairing 4Exp 2Pairing + 2Exp 2Exp + 2SE
Size of  PK |G| 2G| 3G 3|G|
CT  3(G|+Z,| 4G|+[Z,/+2% 5G+]Z,  2/G|+10)
TD = |Z,| |Z,| |Z,|
Security  Type-I OW-CCA2 OW-CCA2 OW-CCA2 OW-CCA2
Type-ll - IND-CCA2 IND-CCA2 IND-CCA2
Assumptions CDH CDH CDH CDH
<PKEET 7] 4% % <tdAd wvlau>
94 AA 71%5S ATe= ID 716k ¢4E3st 7)< (IBEET : ID-Based

Encryption with Equality Test)® &3 A W2 A A

IBEKS IBEET Ours
([1]+[14]) (111]) (with BE-IBE [4])
Comp of Enc T7Exp 6Exp GExp
Dec 2Pairing+2Exp  3Pairing+2Exp
Test  4Pairing 4Pairing 2Pairing+2Exp
Sizeof PK 15G 2G 4G
CT  4G+Gr 4G+Z, 2G+5[H|
TD 12G G G
Fun KS  Yes Yes Yes
ET No Yes Yes
Security IND-ID-CPA OW-ID-CCA2 | IND-ID-CCA2
ROM No Yes Yes
Assumption (-DBDHE & aug (-DL  BDH BDH

<IBEET 7% A& % <kdAl Wl
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5. Bloom Filter 718t &2 d3doly A 7|& AA

O &4 dsdolel AME 9 bloom filter tree 73 HA s AT

&7 A i AES TE o HHAE = A HelH qf
Fol W& bloom filter A <ldl~o] 3t parameter A3} A
Treed &2 bloom filter AgtollA A= filter saturating &A=
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filter S S8 a2 Wt AlA

Bloom filter 7]¥F <t ujo]le] A 7)< tist AA AN otAA HA
T3

Bloom filter treeE TFAlSh= 2+ filter Alol9] AAMS F3 3 A
71% a7 2 counting filter 59 Y =4S 3 54 374 HZA 3t

A 52

O Bloom Filter Tree 7]HFe] AA Qld A5 383 524 dadoely A 7|+

A7
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zhzbe] AA7F shuhe] bit AHEE FPEE 71241 bloom filtergs 7t

7)
7+ Y47 dAH HYY HAS4=E EAHHE counting bloom filter® 23
shal, ZF Y4 Tele] gAl/MAlS &85l do]Ee dlgh F71/AAl 7]

IDIO 0|1 0|0I110IOI0 ﬂ[1|0 1{ofo Ullll O[OlU 00
+

EhekEREikh ok bk kkkke ~Addition
+

[lo[elTielolio[olo o[t ool o[o[o[o[e[iTolo]

<Counting Bloom filterE &-83F dlo]g F7}/21A>

-

A AQd o st A a&AdS 9138 LW bloom filter®} counting

bloom filterE § %3 bloom filter tree T4

Root
m=1
n -bits
—_— Bloom Filter

Level d

4n - bits

| [ Conming Tk

—[Learo] [Lear1] [Leat2] [Lear3] [Leara] [Learts] [Leats] [Leart]

Leaf ID
=101

2% documents |

<Bloom filter tree —7-3%&>
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e Bloom filter treeE g3 A <ld
=& AFstdEA AFEE deoly F
71 AA

2~ FASZ 0(m log n)e AM A

THAAZE 7hs sk ghsdlely A

I S O T [N

Index Size Qln) Oln+k)
Search Time  Q(n) Oim)

Basic Bloom Filter  Linked Chain
Structure

Dynamic Static Static
Update

<Bloom filter treeE

g8

Oin+k)
Ofm)
Linked Chain

0(1)

- Ofn) size deletion table @9
- linked chain2| update® T+ 0
M Y security #&

=

=4 dhzdely #AA Ve

Q(n)
O(m log n)
Bloom Filter Tree

o)

- Counting bloom

filter AtE& £51
deletion

H] ul>

6. Ttz FI= A FX 7|Hke] HY AA 7|& AA
O HAE AN Fxd 7|dkgt &2 AA 7] AT

o HAE AJE F3l sublinear HA oS ATt a52A A QA9
22 Aol s EhA| Nk, dlolE Alole] Ao 7Hkst A whAo g &
& HA Agol =38] AlghA <l

o 71E BAE A T YL sty AN 71 EE xgeke dolE A
e sty Has= ARl Faow FAsh, Zzte] Ha= ARl Alo] g
AHG S d835HA &= HAd

o WS HA AL AM Y= £M4E AT S de FXIE 7Y
soly uglr 7 F|YPEE Xl HA= Al Aol =4 AV}
¥

o o YPAE Al uigk AAS st Ja= Al st HA X
ggo] 7tk 95 ®A(external link) 7| AlA]
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A4 W9 RS AUl log R B A4 MIZ TS Peje] gL

A7) 913 s gAa= A x A

t=0 | I R |
no chain
Ry, Ry
=1 | 1 Enp |Eo;o+1 R‘
Q10
mcreasing chain decreasing chain
Ry Ry Rss R»;
=2 [1 Eyy ‘El,o"'] Eyp |Ea;n+1 Epy |E1,1+1 R ‘
ncreasing chain decreasing chain ncreasing chain decreasing chain

Ry10 Ry Ry Ry3 Ryv,me0 Ry mo
=1 [1 2[3 45 6]7 8 R3 R2[R1_ R]

increasing decregsing  increasing decreasing increasing decreasing

chain chatn chati chain chain chain

~[NIENEYN:ElN - @ @ = [R1] R |

Every interval conrains only one keyword

gl AL AF OFE YA A Fx>

Gas A TEE ol§W dEdolEd Wi BEH W 7N )

o] eraulolE Wl AALe FAY WA

o
N
i
o

o, AA AE deolgel ek linear A AZFoE A4 doly &

AA A4 Azke] WA erEdleld Fol FEHE sublinear A4 AT

AFsHe WA AN A AT
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B RE RQal::?g"; Index Size T:::f:::ize Search Time
CU;:ﬂ;lfla. Symmetric M O(N) (add:e:is?lsi key) n;escir;qpntﬂlif)i;c
a;',:‘z'r‘; Public Y O(NR) 3 points over EC | (2R+1)N Pairings
Shi, etal. | Public Y O(N log R) 208 & Bolts 5p':i'r?n%§
Ours Symmetric Y O((N+R) log R) (ad dzrel;:kss.‘key) mg:c:;f;:"gigric

N : number of

all documents

m : number of searched documents

R : total range

EC : elliptic curves

<ghzdlole WS AA Ay W

7. d=dlH W HA VAN ddx AFAS

& &4 ol A= Zle A7

o} %

REANE Y

)

O /A=

il

FIHAAT e dE

o )= kEdHlolE HA Y]zl HolE el
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gk 7]

il

Qe AL HLTlo] S|A AEHE, Au So] e FAo
o5 4ol golahA %

- gEdlolEol e A4 AN A BER AL 2o G AR
A Aue] A7 el FAE B dse] ga ddy mw
FAL o AEAOR AAANLT BT F U AW 4A

o AAel HEE HE AUsE s)Ee] AelEadA Relste] Au7t A
TFAFE e AT A AN

o AREATE AFE AAAE G AusE TR ATHAN LT FA B
gok A4 V8 AAE el B9 19E Ao g8l AEATt Al
@ AAeE s we Agd 24w we 24 s
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23023 Z2) &
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s ,&a @ g0 [TOoE 797 Lo L
[Search £H2]
o A N
,-\ B /J \—t E 4
[Trapdoor 4424 £E21] > < ploy AOIA Ji 2
w2 | £>E-
| Epard j_ A2
= LBl
499 Trapdoor {Index Rearranging 1]
[Addition EH1] ( ~
o LT (BE=
u|r:\r_| }‘ EEEEES AMOI AN N ers Ao
,, | A AA N A MR FI|
r [Deletion i) < o
= o E=
HjolE] g A s IO E] K] REES B
= : = 4

A Qe ATHE BE FEdoE PA A& A
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3} Ao g}g: xgz\g
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QJelel gradole Wl A4 71Hel 4§t

24 A7 1

Trapdoor: T

Document ID :
Document ID :
Document ID :

Document ID :

<Linked List&

S

Starting
Point

-
Server Key : Kg

e A7

Nl el A

||_

Starting poinl o With RKU = AT, Ko)

Eneryption ||Il:\

Encryption with RK1

= |

«  Encryption \\)rh RK2

AREl s A 71>

DS

220 ®S] AAo] 7hedt A= g

Decrypti
- Link

AH

Decryption Fails
- End Search

4 =) == =8

<Linked ListZ o] &3}

@EM EEESTER

(CooHOJOoHCIooHCIoo (D00 HCI00]
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o Qe A A A 2zt dolEel il 7wk 7o) Qle ol F7)A
og WMo A Aol g EFAAE Fstr] 9% ‘starting
condition” ¥} ‘end condition’ 2] F ZZol thdk 3 e~ XA

o &4 VIR 4E Vs LS T Ao S YU A AN
A 719 =e digt AW §&F F55 Hagsta, 7N He A4 s

=}

A tHAY AT

W Aol falE vlolEe] ma ]

g5 e A= Aoz A4

[ ]
rok

_I

. AL lE e AA AN ER A4
. 3 dEaE Ed AAE Hu) 0molH,

0(2log No) = HAA 7}

7]1\E 71 o

Curtmola, et al. | Boneh, Waters | Shi, et al. | Ours
[CGKO6] [BWO7] [SBCO7] | Linked Chain

Basic Index QO(N NR
Index Size PRI N SN
Ext Index - -
h Basic (Range Query) O(m) (2R+1)N
Sgarc g it (not range query)
Time
Ext Search (Range Query) - -
Dynamic Update None 0(1)
Deletion None 0l
<<lez ATHe B 54 &
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_ Same to
O(Nlog R) O((N+R)log R) Basic Scheme
{with Ny docu.)
O(N,)

Same to

Basic Scheme
{with N, docu.)

O(m)

Init. Step of
Basic Scheme
(1)

5NlogR  m+R

o) None

Q1) None

N : number of all documents ( = Ny + Ny)
N, : number of documents which are not searched sver

N; : number of documents which are searched at least once
m ; number of queried documents

R : total range
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A5 Hd AT A

1 A7 A3 44 $54

« 7] CE daels div] MEZ dA5%F 2 AW ALE ida
« dolE 91% 54 2 deoly A 34 WA 7ls AF
- Lego B8] tzdlely S5 A 7= AA
« 7] AW, Pol & B3k S5 Ay 7IHy 2% 7he
x Abgxo] ®Wol =5 A®lo ulg}l Contents guessing attack, Poison
attack wol W& 75 WA
« AA & 24

(Openstack Swift =EZX])oA LdaglEF +d L A

gl

61ms/1MB (78 A 7] < 460ms/1MB)

« 1Y fJRE AZE B FEAZE Y b Azte] €4 ¢ Fen
=2, 3 2717 F5 23449

« IMB ofH] 33MB a9t HJ2E= AZE o 30vi(FE A o o) /3

(5 e & o) 7
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o M AIZreo]l A pEHlolE Fro F#E sublinear HM Ads Al o
sHlolE e HAM Vs A
- 71 R’ A Ve N7 fFe Ao A Aol A Hol
B o] Frof H]¥|
- Sublinear AM Ae& ATt dadeoldy AA 71&S 719= Aol

Aol 7wk FEH Sl oF Aefew aaAHd F7F 7S Al

/AT Fsd QAes AT A A
- A1 Eel UE £ A 4E V1% A8 Ba AN w2 Aen
& A wgse Al s AT 1Y 4

G A9 el Wl A s Agstel $1 gaveled

off
ilis
o

ofN

g ome] e AN A A, 0(1) A 75 AF

- v
o)

O Information Sciences, IEEE Transactions on Computer(IF ¢ 20% SCI) Al

A 5 SCI(E) = 104 AA 2 43 AA 2
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2. 3%H A+ A
O SCI(E) =& A4
=ETEssYy ds,  |SCIE)
S | T8 =T IF
T AAA HAs | o9
Efficient construction of ,
) ) ) [EICE Transactions | 2015,
1 |AA | order-preserving encryption using - SCIB)| 0.827
, on Communications | E98-B(7)
pseudo random function
[EICE Transactions
Low complexity multiplier based on | on Fundamentals o015
2 | AIA | Dickson basis using efficient Toeplitz|  of Electronics, E98 A(’ll) SCIE)| 0.274
matrix-vector product Communications and
Computer Sciences
[EICE Transactions
Semi-generic transformation of on Fundamentals 2016
3 | AlA | revocable hierarchical identity-based | of Electronics, £99 A&D SCIB)| 0.274
encryption and its DBDH instantiation | Communications and
Computer Sciences
Explicit formulae for Mastrovito
matrix and its corresponding Toeplitz
_ p dmg P Integration - the 2016,
4 | AA matrix for all irreducible , SCI(E)| 1.000
. . . ) VLS journal 53
pentanomials using shifted polynomial
basis
Symmetric searchable encryption
m . cryp' Journal of 2016,
5 |AA| with efficient range query using , SCIE)| 1.326
, , , Supercomputing 7211
multi-layered linked chains
[EICE Transactions
. o on Fundamentals
Efficient multiplication based on , 2016,
6 |AA| L of Electronics, SCIE)| 0.274
Dickson bases over any finite fields o E99-A(11)
Communications and
Computer Sciences
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CCA2 attack and modification of

2016,
7 | AIA Huang et al” s public key encryption| Computer Journal 501 SCIB)| 0.711
with authorized equality test
Semi-generic construction of public 2016
8 |AIA | key encryption and identity-based |Information Sciences 372’ SCI(B)| 4.832
encryption with equality test
Client-Side deduplication to enhance o017
9 | AA | security and reduce communication ETRI Journal 39(1)’ SCIB)| 1.116
Costs
New block recombination for
subquadratic space complexity [EEE Transactions | 2017,
10 | AA . L SCIB)| 2.916
polynomial multiplication based on on Computers 66(8)
overlap-free approach
Design of additive homomorphic
AIA | encryption with multiple message Journal of
p |7 enenp pie messag  |o08 a1 |sc®)| 132
<<1|  spaces for secure and practical Supercomputing
storage services over encrypted data
A Bi-directional and concurrent proof Science
12 o of ownership for stronger storage | China-Information [2018 <% |SCI(E)| 1.628
° services with de-duplication Sciences
Authorized client-side deduplication
AR . Journal of Internet
13 using access policy-based convergent 2018 oA [SCIE)| 1.930
il , Technology
encryption
Efficient multiplier based on hybrid )
AR . . Information
14 approach for Toeplitz matrix-vector ) 2018 <174 |SCIE)| 0.748
=< Processing Letters

product
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O 53 4
HE | 75 E39 ZdHs =99
1 | = 10-2016-0000615 2016.1.4
2 | =4 10-2016-0000623 2016.1.4
3 | = 10-2016-0025951 2016.3.3
4 | =4 10-2016-0051127 2016.4.26
5 | =u 10-2016-0143636 2016.10.31
6 | =ul 10-2016-0149839 2016.11.10
7| = 10-2017-0026599 2017.2.28
A PR20170827 2017.10.30.
(4 &Y
o | = PR20170966 2017.11.17.
(&Y 3 A=Y
PR20170977 2017.11.20.
10 | = _ _
(Y 3 A=Y
11 | =9 15/051574 2016.2.23
12 | =29 15/179375 2016.6.10




13 | =4 15/586180 nl= | 2017.5.3
W | = PR20170827 e 2017.10.30.
Ed D A=Y
55 | =9 PR20170966 o 2017.11.17.
(&4 D =D
16 | = PR20170977 e 2017.11.20.
= D A=D)
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