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ABSTRACT

[. TITLE

Development of core technology in privacy enhanced personal

information distribution security for providing security curation

II. THE OBJECTIVE AND IMPORTANCE

A. Objective

Development of core technology in privacy enhanced personal
information distribution security for providing security curation based on
risk and negotiation to receive secure and convenient smart service

from various entities of smart environment

B. Importance

O It is necessary to develop a technology to convert a simple mobile
service Into a personal information based converged and high
value—added service and prevent danger of personal information
ecasily exposed at smart environment where there are security
incidents such as online and offline phising, illegal collection of

personal information, etc.

_11_



O It is also necessary to develop core technologies such as privacy
framework that protects user from security risk existing in online
and offline, prevention of online and offline phising and analysis of
the risk of personal information. These technologies enables to
deploy secure payment and personal information based the service
platform to provide intelligent and personalized service in online and

offline in Smart Wallet 2.0

. THE CONTENTS AND SCOPE OF THE STUDY

This project is carried out for three years from 2013 to 2015. The

main technologies are as follows.

O Personal information (ID, Authentication information, Payment
information) distribution security interaction technology
O Online and offline phising prevention technology

O Personal information risk analysis technology

Contents and scope of the project in each year are listed as follows.

A. 1st Year (2013) : Development of privacy protection
model and personal information

distribution security core technology

_12_



O Development of personal information (ID, Authentication

information, Payment information) distribution security core

technology

O Development of privacy protection technology in smart

environment

O Development of personal information open risk analysis technology

B. 2nd Year (2014)

Development of connection and
security policy based personal
information distribution security

system

O Development of personal information (ID, Authentication

information, Payment information) distribution security system

technology

O Development of memory hacking phishing attack prevention

technology

O Development of personal information combination risk analysis

technology

C. 3rd Year (2015) :

Development of inference and security
negotiation based personal information
distribution security application

technology

_18_



O Development of personal information (ID, Authentication
information, Payment information) distribution security application
testbed

O Development of personal information curation technology

O Development of personal information inference risk analysis

technology

IV. RESULTS

In 2014, the main outcome produced by performing the project are as

follows.

O Development of Hands-Free payment system
¢ Developed secure check-in and payment system without
exposing personal information using a user smart phone that
recognizes the check-in zone created by beacons
O Development of defense technology against memory hacking
phishing attacks
¢ Developed secure digital signature enabled NFC based
certificate management and usage technology using mobile
phone or credit card in online environment against memory
hacking phishing attacks
O Development of personal information open risk analysis
technology

e Developed the technology that estimates the degree of risk

_14_



regarding connected and combined personal information and
identifies an owner of personal information by extracting
unstructured personal information disclosed in SNS as a form
of short text
O Papers
e International — 1 published
e Domestic — 10 published
O Patents
e International — 5 patented
e Domestic — 6 patented and 1 proceeding
O Standard
e International contribution — 2 accepted

¢ Domestic standard — 1 accepted

V. EXPECTED RESULT & PROPOSITION

A. Technical Aspect

O The technology estimating a risk by analyzing disclosed personal
information in SNS and smart environment is expected to use it
as a core security technology of Smart Wallet

O Obtaining intellectual patents and core technologies for privacy
protection and personal information distribution in smart environment

O It is possible to have world best technological competitive

advantage in mobile service area by developing security curation

_15_



and personal information distribution security technology, which is

an unexplored field.

B. Economical and Industrial Aspect

O It is possible to open a new market in personal information field,
which its market is forecasted to be 63.5 trillion worldwide and
1.2 trillion won in Korea. This would be 630 billion won if a
market share of this technology reached to 1%.

O It can promote an employment and high growth in service industry
which experienced economic downturn because of privacy fear

O Reinforcing domestic industry competitiveness by providing
developed technologies and securing core patents regarding core
technologies

O It is possible to be used in two areas. The one is public sector
where manages sensitive personal information such as smart
medical care and health, finance and government. The other is
private sector where there is strong requirement to provide more

advanced intelligent and personalized services

C. Social aspect

O It is expected to decrease criminal damage that includes online

and offline phising and fraud and disclosure of personal

information

O It can be expected that developed technologies can be utilized in

_16_



every online and offline service and industry that needs to use
personal information since the procedure to obtain a consent for
the usage of personal information is much simplified

The technologies can also be used for basic technology to control
and share personal information when a user wish to do with his

own control in online and offline environment
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