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ABSTRACT
[. TITLE

Development of Privacy Enhancing Cryptography on Ubiquitous Computing

Environment

II. THE OBJECTIVE AND IMPORTANCE

A. Objective

Development of privacy enhancing cryptography including core technologies
of light-weight cryptography and privacy preserving data processing
technologies for providing information security services on various
ubiquitous devices such as vehicles, smart-phone, and other embedded

devices
B. Importance

O Information revolution, which had started at late 20th century,
leaded rapid development of information-technology(IT) environment.
As a result, we are faced with a new IT-paradigm and changes of
lifestyle

O Arising of new paradigm and new service environments, concerns for an
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adverse effect such as privacy violation are growing. In order to
prevent the problem the necessity of new cryptographic technologies
is also getting stronger

O Therefore, development of privacy enhancing cryptography such as core
technologies of light-weight cryptography and privacy preserving data
processing technologies for providing secure services on evolving

next—generation IT service environment is important

[I. THE CONTENTS AND SCOPE OF THE STUDY

This project has been under development since 2010 and will be carried

out by 2012 for 3 years. The goals are expressed as follows.
O Development of privacy enhancing cryptography for preventing privacy
violation in ubiquitous computing environment
¢ Development of core technologies of light-weight cryptography
e Development of privacy preserving data processing technologies
¢ Development of quantum signature protocols

Contents and extent by the year are listed as follows.

A. 1st Year (2010) : Development of design logic for privacy enhancing

cryptography

O Development of design logic for light-weight hash algorithm

_12_



e Design of 3~4 candidates for light-weight hash algorithm

O Design of light-weight group signature protocol

O Development of design logic for order-preserving encryption algorithm
e Design of primitive modules for order-preserving encryption

algorithm

B. 2nd Year (2011) : Design of primitive modules for privacy enhancing

cryptography

O Design of light-weight hash algorithm

e Design of final plan for light-weight hash algorithm
O Development of light-weight group signature protocol
O Development of order—-preserving encryption algorithm

O Design of quantum signature protocol

C. 3rd Year (2012) : Development of privacy enhancing cryptography

O Development of light-weight hash algorithm
e In-depth evaluation and improvement for security of the final
algorithm
e SW/HW implementation and efficiency evaluation for the final
algorithm
O Development of light-weight authentication protocols
O Development of protocols for secure computation of encrypted data

O Development of quantum signature protocols

_13_



IV. RESULTS

The main results procured by performing the project in this year(2010)

are as follows.

O Development of design logics for light—-weight hash algorithm
e Design of 4 candidates for light-weight hash algorithm (LH1, LH2,
LH3, and LH4)
O Design of light-weight group signature protocol
e Design of lattice-based light-weight group signature protocols
(ring signature and group signature)
O Development of design logics for order—-preserving encryption
algorithm
e Design of draft algorithms using bucket-based technique and
pivoting method
O Papers
e 4 SCI(E) papers published
O Patents

e 6 domestic patents pending

V. EXPECTED RESULT & PROPOSITION

A. Technical Aspect

O Preoccupancy of core technologies for next  generation

_14_



IT-environment by developing light-weight cryptography and privacy
preserving cryptography whose importance 1s increasing In
ubiquitous computing environment

O Acquisition of advantageous position for competing in future market,
by preoccupying core technologies and patents for light-weight
cryptography whose need is increasing according to growing use of
mobile devices

O Combining IT services which could not be introduced by the reason
of privacy violation, improving credibility of domestic IT technologies
becomes possible

O Through development of quantum signature technologies, enlargement
of applicable area of quantum cryptographic protocols and realization
of wvarious network communication systems which guarantee

unconditional security

B. Economical and Industrial Aspect

O By preventing privacy violations, developed technologies will
contribute to activation of various ubiquitous network service
businesses

O Fundamental cryptographic technologies for next generation IT
environment will improve credibilities of newly developed application
services such as Cloud Computing, RFID/USN, vehicular network,
location based service, and M2M(machine-to-machine) network, and
consequently contribute to activation of related businesses and
augmentation of exportation

O By enabling commercialization of information communication services

_15_



dealing with sensitive data which could not be realized from worries
about privacy violation, activation of related businesses is expected
Through researches of quantum signature technologies, applicable
area of quantum cryptographic protocols will enlarge and new
market and product will be created by converging to existing digital
industry, mobile communication business, smart card business, and
local area network communication business

Acquisition of national competitive power by preoccupying
intellectual properties such as patents and fundamental technologies,
buildup of domestic company's competitive power by transferring
developed technologies, and expectation of indirect profits from
intellectual property rights

Domestic market size of IT security business is expected to grow
average 10.5% every year from W223 billion in 2009 to W348
billion in 2013 (IDC Korea 2009.7, KISA 2008.12)

Global market size of IT security business is expected to grow
average 9.3% every year to be over than $19 billion in 2013

(Gartner 2009.7)
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ALt =4S = FAS usth. 19961 Dobberting AEl Z7|gkol] A

Al shtel AN AFEE olgste] o 1047 Wl

e Ao, kAR v A &4 k4= MD5, RIPEMD, RIPEMD-128, 160+= 7]

Nl
g
ox
o

&
tilo

}4

S
rir

o

O

wo] Qhy BAom BAol Hx g}, dWT Aow AAA 9. 59
o3}

HAS-1609] 4% 71Ee) B4 o|Eomi 1 deExAE 2AS @ & 9

gk 1997, 19981 Wang, Chabaud, Jouxi= SHA-O°l thdh #Ale] A&s3ict
[Jou04,Wan97,Wan98]. SHA-O= th& sl gtrote 2] wAlAl &5 3de] 4

H wAA] oA E ARESHA] %Al LFSR¥ o] wAXE AeiA AbE-githe 54
S zka Qltk. BFAUF SHA-Oo] AFE¥ FA] o]Embo wi= SHA-1S KAl AL
w7bs stk wEbA] SHA-12 P Ao m ofAX gtow, Wseh SHA-12 A Al
Ao m 7Hd Bol 2ol s = Ay ol sivt.

2004 Crypto Rump sessionol Al F=2] A& t)ste] Xiaoyun Wang 1L+ MD4,
MD5, RIPEMD, HAVAL-128, SHA-O° ti3l ¥4 A= W sch. MD4, MD5,
RIPEMD®] 74 9-+= 20054 Eurocryptoll Al AA|3] t}F o] % 2w SHA-09} SHA-19] ©of

sk 4 Ay 20059 Cryptooll Al wF3E 8 THWLF05, WY05, WYY05a, WYY05b, WYY05c,

WY05d]. Wang®] A el FE& Wi olf% A thet 2k,
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O WD A AAFFE FAehE AuA FAIES Ao A,
O W AY AT FAAE FrtE shtel Bk w=Fe BL v
o

Wangel ¥4 ¥ Vange] £ At @S PYHIL S Aow, APOP,
HIAC, NMAC, AZASH 2ol & SAFF AAl] Bt B2o] ohd tgd $§

o] o3 B4 Anm ANHAG, olE HAsA B AN} FE A2

4
&
Lo,
Y
12
o
=2,
Lo,
P‘L
s
o2
fofs
>,
>
utity
o,
oft
o
it
-
%0,
rlr
‘

2. &4 87 A%

A7b42] RFID Bj1o] 4= Ejzo] WRHE d= el 7 d4E 7H4

(cost), WA, ACE =, Azt A, A5 ¥ FdolA 434 [Dobsa,

>

JBCO5,BR00,DCI8] .

7h e Vs e

RFID & A Fst= wted] 34 7€ A% 35 . H 71eS A9
3= U E= feature size =2 minimum geometryo]t}. o]# 3t diu|E = 7}

A Ae AF, A E3re] Ak 17 52 Aeld,

- 1
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o}

[¥ 2-2] WF=A] feature size A
Hx 1995 | 1998 | 2000 | 2002 | 2003 | 2004 | 2006 | 2007 | 2009
F
cature | a5 | 95 | 18 | 13 | .10 | .09 | .07 | .065 | .05
Size
[F 2-1]C QAHALY FA 7]EE 713202 3 feature sized AEH 4= 3t
olt}. feature size’} Zrolglol] wg} Sd3t H WA ¢ B AOJE FE Y
F o1A RFID Bl W] &% EEd &9y = AoE ol d3dS F1 [F 2-2]
o} o,

2-3] WEA feature sizeol WE mm’@ ACE 4 2 Az 77

[
Feature Size .8 .5 .35 .25 18
Gates/mm? 1,500 4,000 10,000 38,000 60,000
Cost /mm?® 2.5 3 4 6 8
1}, 744

o
rl

ro

=

WA} Ao E %

=

RFID Bj17} &7t = Aol Wgsolof stnz vloe] A7) 7Hd 22
olojof gtk Heol @v)el et Heet uE

I~

= ougd

oFoE e A =271 1mm

A A

1mm? <ol

ol Jrhskal Ak, 5 cent EIILE

RFID

o

Ris
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Aok, @A B A

89 IC 7HEE 2 centE WA

]

FEol A AL
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&

A7)+

A 5% (passive) H17t AAHE A4 1814 5 cent o]dl7} Hojof
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=¥l
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0.16mm?* ~ 0.25mm* 2 F7FE L Qeh, v 14 7ol wel gaizl W ol
G4 7 A= ACE = 7HHA o] "ok AR 0.35um 38 TlE

o W 73k AlolE = 9F 10,000~20,000 Alo]E AE® ey
A g5 BEd g9 7bed A7)E 9F 2,000~5,000 Alo]ER H7bE ),

2h. AFE = dolEe Avle 4 At A

RFID Bl U] & Alagle] e thad 22 7ol o& 24w,
O RFID && Al=®lolA 73t &5 AlRE
- 1zl 50 ~ 10070¢] BlL A 2] (50 ~ 100/sec)
O request-response EZEZo| Ao response A7+
- 13.56 MHz RFIDS] 79 : 320us ©]4j
O UHFH} RFIDO] A5 Fob o] mE &9 Az A<k
- 900MHz™ RFID®] SFAIZF @ 400ms o]

13.56 MHz %} 900MHz W= RFID Bl 1A o] & 7153 AEES o3 7o),
13.56 MHz% 7% 50709 ®l21E AHest=d das dEE°] °F 26KbpsolH,
900MHz°l 75 30070¢] el1E Aefst=H Had dEE2 °F 128Kbps = 7}
Atk Blzo Frizhke] A Agbo] AlgkE =, o] gto]l 1z} /HHE A5
F 500 HIEE d¥Ed 4 vk [JBC05,DCI8].

& Al=Eol a7 Abglel] wel 1z 100719 B1E Agsts F9, &

*s BEAA AEsoF st Aes A v #Zv. o] 49 7
ol dgEE AAF AIZEE 1/100=10ms7} ATt & B2 dakFdle T2 R
APt o5 dAxom yHua sIzER A Algto] oF 1/3& A sittal 71A

5]

i
R

FIF

l

f
TR Y

St A4S 7F gl W ds Bgel AA| dEEE= oF 6.7ms(6,700us) 7t © Tl o]
745 RFID Bl WellX 100KHz T35 AFES 45 39 clock F71(T)7}
10uso]22 ¢k 670719 clocke] % 7}sstct. ®bH RFID ®lZzolA 1MHzY



clock 3945 AFEE H$ clock F7/(T)+ 1uolE2ZE 6,700709 clocke] &
7Vttt

QAEgo} Graz there] A Ao uwhel 13.56M/Hz RFIDNA response A3t
2 oF 320us® AFHAT. o] A 13.56MHz S Aol FHFolA EEE
H B2 clock F37F 100KHzR) 7% 318 7Fed clock AbelE 7} 32
clock ofst=z Aty = Ao= Hrhefa k. ofH e TAS 2387 sl Graz
t8te] 2-way request-response EEEZ2 79 interleaved challenge-response

protocol S A3l 100KAHz clock F354E AMgst= 4% vjzolA 1,000

clock®] 9 A7hg Zws b3 mES Adlss o] Ahsens st
[FDWO4] .

vpxuto 2 900MHztH UHF RFID Ej1o] 7 Fu= oo w2 g9} g
ko]l & AJzko] 400ms 2 AIZFECHRECO4]. oWl TR2EZ o] uE Q13|

& FAStal 1MHz clocks AFESE A9, 45 EEd @99 4 &= clock
5 400,000707F #k. o]g st clock 7= 1719 Bl 7]Eolmg2 og 79 H
IE 400ms el AZshe 7o = v A5 Hf1ed 9 E= clock AtolE

© Aad Y SelA Ve M 22 MR dusER TP A2 wE

A Mol F3 f7F 915 MHz Z-& 13.56MHz2) RFID A =ElolA gl U
T Hd gAZE JolEo] vk, SH~ 0¢F FH~ 19 Af 7 vHE
=9 clocks Aosta Ak, f.=13.56 MH:Z 28t Zd2~ 1 Hl19 4%,

AHE 7HEd clock T3 f, /32 =1423.75 KHz°l8Fo|t}. mWEkA clock =344,
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r]I.
olo
>
B
ol
tlo
=
il
%
atcs
fol
3!
i
e
L
N
)
i,
ko
o
ul

ah, g )

RFID el2e] Z$ A9g evely fustez, 48 29 Arskshe Ao

Aoty AA RFID Bjz1ollA] 48] 7hedh Aol AH#FS oF 150u W ©]ske]

[FDWO4]. ol2f3t Ade &l =S w5A717] e AdE =2 A A7)
g a8ttt
[ 2-4] RFID & ®l719] koshs 7& 27
P T 374
7+4 5 cent ©]3}
Bl A WA < 1mm?
45 BE A WA < 0.25mm?
B AA AlolE 10,000 ~ 20,000 AlolE
A5 BE I AE F 2,000 ~ 5,000 Al°]E
Tyt 13.56 MHz, 900MHz
- 13.56 MHz : 26Kbps/50Tugs
900MHz : 128 Kbps/200 Tags
low end : 50 ~ 100 7ags/sec
A" SHel 3 A (10ms ~ 20ms/ Tag)
(response performance) high end : 100 ~ 300 Zags/sec
(3.3ms ~ 10ms/ Tag)
13.56 MHz RFID -&%A|%t 320us
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(¥E 25 &9 clock ) (32 clocks@100KHz)
900MHz RFID -&9A| ¢ 400ms(F3 53 +4)

(s 25 &9 clock ) (400,000 clocks@1MHz)
Bl A A= A ¢ < 150uW

Us HEe HE AN < 3duW

*s e dF AHF < 10uA4

[ 2-3]2 ¢A] 7]k RFID Blzzo] tish ¢ 25 7d 348 42st 2ol
o}, webA RFID 3740 AEgstes A% dAdTs dAsd (% 2-3]9 234=

wsobt @k, oleld Avks 3 /1% BHol wel wEo] AsRAAY, %

RFID 9% RES AAS: 33 A5 389 5 92 Aoz wew,

A 3 A ABF AT NTA

1. 3% A% A =2

F53 RFID vj1gh o] 2axvt Ak $4d 45 7eS #Hgsy] 8
A 2ol A AEE uis} o] BlodlA dgeks Td WE, 1Y sug 5L
s sop @t o2 SsIME 9T &S SsdolE FdstEd R 74
wEel a5 FE WA, Ay 2ug S i@ oslrt "o, NEHow

st=dlols dolHE AAstA Zal A=A Ql A RS st 2F =3
(Combinational Logic)®} HlolEHE A #Asta o]o]A & clockoll A oA Ax} k&
o] g3slo] YA A3E A= 715 S 3% v 28 =3 (Non-combinational

Logic)] + 7HA F#F=2 T-4°] "t
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7}. %23 +=¢](Combinational Logic)

23 wew OAY Hze) ApY sRe] HE T 244, Re Fo

Aol dE geoemFER IS U 2E e 78 Alo]lE(Gate)dl T

i

SHE NAND, NOR 5o] Z@slo] EAETH tiiel £aHel Aug s pre
B o] £F ¢ Heelolz . elZlelA ezt AAE sedels) T

&z guslel Aoz g gojg Al
gapd Hied, oW AlolE 4 & g4l wa) kel Aol7h JAAT A
Homi oo s e F2e 2= NAD AEe] FE omath. %,
NAOD Aol B 378 1 = JE a9e W UnA de 7 AdEe ars
Wle) gatelel EAS AL ojn @),

OH

[ 2-4] =T 2257 NANDE 7|50 2 8 7+ =g 4zt vjd Ao E 4
=g AND NAND OR NOR XOR
Aol E = 1.67 1 1.67 1 3
2-to-1 4-to-1
=g NXOR INV Full ADD
MUX MUX
Aol E = 3 0.67 7.67 3 7.33

ol gatel tiAeld AL Fxal

i

[% 2-4]2 AR 0.13um 2ho] B el
o] 7] NAND Al°|E thy] theFdk =] Ale]E9 st=dlo] FAHA S vEhd A
ojth. ol Alx Tl wet Fho] debd 4 vk [E 2-4]elA H upeh ol
Abe GIALZ)(Full Adder) 22 494 25 533 Multiplexerd A9-+& ®& 3}

=9 WS AATE 4 F Ak wEbA st=de] 7 WA S Fol7] AsiA
= 7 e 3 H3ek AL S deEsteior e, A9l wel o2 e A

ol
)
=
il
rx
i)
%
o
P,L
rr
2
>
o
-
il
N
£
o
e
v
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. ¥ %3 =2 (Non-combinational Logic)

1

B %3 =)@ &3} =7 (Sequential Logic)dti® Egl&d, o IEE
=

Wk ohg} e Aol G w Aol P
F

D

lip-Flops®} clock

k
N5t DA AL dES MZF 3t =ES U= Latches =o] 9
HE Adste vl F2 FlipFlops7t AHEH =], $4 "84 228 (Register)"
gta fen. o2 7k F7e FlipFlopEol SAsHARE 2 Tl 7hd dubdo

2 @o] Al85 = D Flip-Flopg [ 2-5]oA Ho] Ft}.

[3£ 2-5] D Flip-Flops$} vlel] AlolE

=3 =g Ad AlE
D Flip-Flop
7.67
with Reset

fr 7Fe @ dA2E7 AT FE QAR WEA] mR A Eojof Fhe
AEE k. [ 2-5]9F #o] 1 HES AFss dols 7.67 AoEY Has)
o a9 BE®R 128 HEYS Agral 7hgstele of 1,000 Ale]EZF @7-F Tt
s HEiAE vg 2 golth. wEtd ds G Fe] s=do]

A Bas dAsEHe F7b Aol s Aol AR sEele] Ao zo] we
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. AdE ah=gol

szele] FAANE =

S A~
A Hew 5 9

sheslol AN A ol

BRAN FHez AdHE 2

TH e AAY

S E

955 P Sahe
FaLe A

=90l el 73

% 9ok, RFID el A Aok
A SEEE MR Hgstt Jee dud
el dolud, &% ZHe n4E e

= T 1 clock AFo]ES A£Q3F= ZAo=w

719] AESZ

Critical Pathe] HAXFAI7FO] 40mns
H= o7l g Ao A=

clocke] A8

Z ] Throughput©] 320Mbps

stedlol2 st dEstE

W
_Hl

7@5

-
Sh
ol

f

Q) u}A o7 = 1/\3‘_5.

2 Trade-off @A Att. o] F 7}

lo] +&d W

A,

T
I F

sh= sl

HA7HA Ak Hde] stedojgt &
AR OFEHI

Qo

1 ks G FolA e T WA

=9o1E T8 YaM =
L dE o], 128-HE H|Y
e,
Arkar Ak 1 HeEE
Ho F957 25MHz o)l 2 F
k. 22u 1 clockel o2 #L=S F3Ps
T FERE AT, o vhF Critical Path7 ZolA AHE clock 4+ &

7EHew 2

Folz Az FAHAA
Fdsl=dl, 1
glomz

[ 2-6] thdgh st=dlo] Fxo & A5 W)
clock F/8}&= Criticalzfiagl Throughput | 3t=¢1e] Alo]=
(clock F3}47)
1 clock/4 R 160ns (6.25MHz) 320 Mbps A0+4.A41
1 clock/2 R 80ns (12.5MHz) 320Mbps A0+2A41
1 clock/1 R 40ns (25MHz) 320Mbps A0+ Al
2 clock/1 R 20ns (500/Hz) 320 Mbps A0+1/2 Al
4 clock/1 R 10ns (100M/Hz) 3200bps A0+1/4 A1
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[ 2-6]e4 A40% 2= @ clock Froll FaFe WA Fe st=do] dA S,
A1E B= T clock ol S e st=do] WAS dERd Bt 99
FollA & 9lEol & clockell o7 BEEE A z
o A77}F g = Y wigE ksl dnk. v, g G =E oY clockS
2 prol AdstE FRE ALY AVt BeE o g5ukE i
EF st=do]E E&ste] AR S g Y] wiEel AAAQ =] 7 WA
=4 7+ 3l

ARE stedo] ol e stEddole]l Anl WA (Power)oll thEt ol &7}
Zastth, (MOS g ZolA  H¥  AM]i=  Static Dissipation(2,)¥} Dynamic
Dissipation(P,) 2] F 7}x] A& goz Heo|a 4= v}, Static Dissipation
CMOS ApAe] A&l ofa] An|E= 5 (leakage) el gk Zo]™, Dynamic
Dissipatione Switching Transient Current®} Load Capacitance®] = - #d HAHF
o o= FHAFT F Avk. fe AT F A FFY AY Au] FolA 4]
RFA| 8}

L
2 4 .

s

o
ol

= Z12 Dynamic Dissipation®|th. P,i= U 13 2o #3Eo]
P,=Cp- VL%D 'fp

Aol FAAM 0,2 3|27} FsdlloF Sk Load Capacitanceol| 3l|Q3slar,
Vppe 3=l Ae= At #elH [, 3 =27F Switchingdh= Toggling Rateol
st webA A Dynamic Dissipation®] & £0°17] flaid= =7t &
dloF 3}= Load Capacitance® &o]il F, UhA] H3lH 3|2 o] Fof Alo]2E &
olaL HSke WF™ Switchingo]l HA7F ¥k A7Astolof g},
W2 Bol AMYL st=go] Alo]=¢} clock Fybgrseb B WA
A AS5S & F ATk mepx] Adgoem HAs 7] Asixde HAdE clock
FaE W 5 499 d=w Friet Eugls 329 switchings flole

So) A& WAL AXelt AT s Aol Bioly.

f
lo
i
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2. LH1 &¢183& 470

=EYZOIH

LH1-B

LH1-C

no
=TT

A=

LH1S A 3<% LHI-HSF E5¢
A

LH1-BZ 4

Al

5
A AH&-E % permutatione] ™ 4] o

o AHgl.

2k LHI-CE
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boEY - g e W

LH1S] 5 A4k 32-HIE A3te] Axto]l ARgHET. =, 1] ol H]
EYS 32-H|E =9z Wdlsle] Austa 1 ARE 32-224-H|E HEGR W
#ste] slHgko 2 FHsA Ao, whepA HED - 9= ghe] Wk qfHe] I
838k, LHI> tha2 2 W3k 4f % (big-endian convention)& WET}.

1) 32-H]E H|EY - 9= 7to] W3

ul

32-HE BEES 4-ulo]E FAAR Hi A ulo]EV} =9 FHAE ulo]

E7l Ao, & 50 HE4

10101101 01101011 11001001 10101110 = ad6bc9ae

& 32-H|E QE=E W= ad6bc9ae 7} HT}. o]= 9 4-vlo]E EXES big-

endian ZAFE o)A unsigned long® JFef= FWH33l A3 P},

2) dele] HED - =< 3he] W

o]olo] Zolo] HEES 32-H|E

o
n

dz Wgstua & ws o] HEAS

HolE dE R334 ulolEE A GEE, F WA 4 velEE ¥ WA 9=
2 MBS e wEdt, oE 59 MEY

10101101 01101011 11001001 10101110 00111111 01011001 01000110

= adb6bc9ae 35946

L 32-HE Y=L RE adbbc9ae 3£5946007F H T},

3) Qi PE - MED ghe] W
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2 ME SlEde mELR WAL gt D3 29 o $4L oer)

v A A AAF LH1I-C

LHI-CE= 53¢ o35 g A dAxXoe R 3434 LHI-H®} permutation LH1-P

g T4 ot 2ol o,

LH1-C(S=(8),--,5,), Y, Qr,, Or,, Sel,, Sel,)
S, = SOMUX(Y,0”l Cry, Sel,y): S, = S, M UX(S,, 0%l Giry, Sel, ):
S5 = SBMUX(S,0MM Gy, S, )5 8§y = §BGS,): 8, =SB GS);
52 :56<<<11; Sé:‘s:f(l?;
T=5: 5 =5 %=5 5%=5;
S =8 S =5 =5 §=T
Oy = (Clry 1 Ay I Chry ol g 5
Gy = (Qry (& Ary NGy g

LH1-Co] FxE dutsld Feistel 22X YEAoz2 MUX 45 ALt

LH1E 8418 == 55

b2

2 AR Boh

©
vl
vl

| v 1 Can 1 [Can ] Gl G

[S% T s T s T 8 T s T s T 8 [ 5 1] [en 1 [an ]

I
MUX 5% A8F(Sely, Selpel o3 2719 487k Foll shvbs A3}

L ool o alAdsel BEEE A A= delA @4l
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vl W gElE Aasted Qold AHEE gk Austed AgEn.
AAFFAAE WAL AGE ANA FEoh AFE AQAE ARSI, B
Szl E dEaE & A4 NAAES AT AAAE A,

MUX(X, Y, Sel) + {X (ifSel=0)

Y (ifSel=1)

Z’:
G S5 LHI-Co) R4 T3 34 a3s F7)93 sL 4ot
DL 32 A9 (W) — DL(SL(W)) .

SL s £ 23E FUI9Y A AgEeEA, 32-9E 49 we 87

71 AHgEHE 4xa subaE SetHow bew ol ErlEt ([E 27

Z=x).
’ ’ 4 ’
° S(xo,xl,xg,xg) = (l' 0L 15T 9, 3) .
’
- X g= 169370@331@$2®$3®$0$1®$1$2®x0£2$3-

-2 =20PrsPBror, b, Brgr D ThT T3

|

8
N
\

=z,Drpr Dr 3P T3P X)X TS5

-z =xyPrPryxs.

o
L )
(@)
—
[\)
w
B~
(@)
|
o
Nej
IS
S
o
.
D

e
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° _ ’ ’ ’ ’ 4 ’ ’ ’
DL(wO,wl,wg,w3,w4,w5,w6,w7) = (w 0 W HW 9, W 3, W 4, W 5, W g, W 7).

’ ’
- wy=w Pbw, Pw;bw,Dw, - W, =wybwy, BwsBw, Dws.
’ ’
- W,y =wybw BwsPBwsDBwg - w3 =wyPw, Dw, BwsDws.
’ ’
- w', = w, Pw,Dw;Dw, Bws - Wy =wyPw, Bw, PBws;Dwgdw,;.

’ ’
T Wg = wo@w1®w3®w4@w6®w7 W = wo@wl®w2@w4@W5®w7.

o]= Camellia®] P-T[AIK00]SF =Usty olgel Zo] JH Fo=z %3

sk 2= o)
=

TR
wh 01111001 wo
wh 10111100 wy
wh 11010110 W
wh 11100011 w
wiy | T fot1111110 wy
w 10110111 ws
wh 11011011 we
wh 11101101 we

o}, a3 LH1-H

LH1-H¥= absorbing 43} squeezing A Alolol idling #Ao] F7lE W3

N
ot

H Sponge TZE 7HAth. LHI-HE 999 dolE 7HAle 48 HAAE

w

2-1]

B35 G9R vro] Agste] 32-224 RIES S AT 256-HIE Wi A

Haks Azlsts @A g4 25 8 gheng FAHY, s Altse
= 8/eltt. EE ZF g A8 WA= 32 v Eeltt

s g LHI-HE dele] dolo] wAA] el YHom Sojed 1 Me Sle

> |

2
2

o]7] AL Fd 32 HEY wjFE TE 5, 32-°HE EE np,0<i<t)E i

n

[Z1¥ 2-3]13} #Zo| absorbing WA E 7 EE m;E 453t Aot

(E

¥ sponge T2 F7H¥ idling I Hl HAIXE dg€o=z 3 219
3 AE F}. A7 =HS 5= squeezing FAANA = s FLe] o]

Lq“tq’ ‘%‘7]' HoZ D}Zﬂ ?:]r_ = 31\‘838]'0:] 20y 15 Z2y 235 24y R 26% H]E%i ik

ol

=2
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of

@ Aol AAgkel Bk 3, slddgkol 52 MEA AS 2% AAoR F
Algkel 64 HIEQ A9 zlls, 2 Ao FHAT. 2o =B olgatd

Fgkol 224 MIERD B9 zillzllzyllzgllzyllzsllzg = MR o= Z= gk},

absorbing : idling : sgueezing
mer | g2 07 | za 0% zy 0%
4 | | T v T
32 E:rrI R : > : > > s
ool B &l | % "
—~ ~ ™~ ™ =
224- b:l - —PE : :E Z : :E ':E-t-l =
L] | LI
I |
[19 2-4] s F sk LHI-HS] A A+
D A4 ¥ e =713
LHI-He] A wiaee] Z7]8kel] AR5 = e 16309 7|2 vhav) 2.

Hy = c24b8070, H, = c76cbla3, H,=d192e819, H; = d6990624,

= f40e3585, H, = 106aa070, H, =19a4c116, H, = 1e376c08.

2) vIAIH] SlEel”]

AHAA = 32-HE w92 A, v wAA] 552 559 o]
7b 32WEZE HES 10-- 0= AT dE S thaef WED] FoH
32k 101000100011101 11100101 01101011 11001001 1000101010011101. ©]
HlED ] ol 56022 1 thiel 7719 0= Slee] 64 vER v oe}

X 1 A3} 64 B|EQ 32-H|E QEAL 3239¢56bc98q9d80 = Fo] T},

3) Permutation LH1-P

LH1-PX= absorbing, idling, squeezing Ao A RE5F A& t}. Absorbing
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p-HIE BE g Aelshs GEIFE B4 idling oA

LH1-P(S, m)

Ctry =001,; CGr; =01,;
LH1-C(S, m, Qr,, Cry, 0, 0); // WAIA] A&
For 1=1to 7

LH1-C(S, m, Qr,, Gr,, 1, 0); // 235 AH&

e L5 1o | LS 1 5. 1 S 4 5 |
=
Y
1round E@ 634_@
& b & b
[ S | S T S T S T S T 8 T S T S ]
Ea«—('trn
A
J
P
& -
23 b 2 b
S s T s [ S T S T 8 [ S [ S 1]
8 rounds I | I I l I ! l
~ ~ ~ ~ ~ SN — e —
~ ~ ~ s S m= ~
N e — < ~ ~ ~
s T s T s T 8 [ 8 [ s I ]
e—ctry
P
] L@
3 B 23 B
LS [ s T s 1 SI s, 1 sz [ s | ]
L c | I |

[1™) 2-5] Permutation LH1-P9] F+%
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. Squeezing FAHo|M+=

Qoo met FhH 0w WA F4E SRt RS B

=]
H



4) s =4
stz sk siFgtel Aolel wet FrhHor dsdE st

205 215 s Zgs 240 25y 25 HEE - HEG WS o] o #A4d

u
(&
e
)

F AseR HEAT. S 24 AT 2 7F 2= 22n202s (2,5 3HIE HIE
Aot ol Fojd uf %S v o] H[EYe] .

200701702703 F107 11712713 220721722723 Z30%317327337 40741742743 Z50%51%52753 260° 61762763

2t

iz

=9<% LHI-B

=

T
B

¢}3 LH1-BE 128-H|E HE po} 128-H|E H|H7] kS ¢Hulo} 128-H|E

o}

=

fol
ot

w0 EFY%g. 128-HIE HE P=(P,P,P,P;)% "
K= (K, K, Ky, K;)= 4719 32-°8]E &9 & o] LHI-BE) 8719 32-H|E &

B T HiE (9),5,8,9)°, BIEIE (5,8,9.5.)° =T, AA dos)

_\;_l‘
ol
flo
ol
)

0 ghe=m FAEH Zb g=vity LHI-C 347 24 ALGH =1
A WA= dastoln F WA= 7| =AF et ATt e dA
ZolA idling #7483 squeezing #A-L AfE™ | 20 = 49 gt 3
gol B &5 WA uF el ghe] thE) 2ol ksl #

C= (G, Cy, Cy, Cy) = (8,95, 55) -

o

LH1-B(P= (P07P17P27P3)’ K= ([(ovKvizv[%)y C= (C(’),CI,C;,C}))
S =Fy S =8y 5 =P S =K;
Sy =Py S5 =Ky 5 =Py S = Ky
Ciry, = 0001,; Ctr, =01,
For i=1 to 20
LH1-C(S, 0, Gy, Giry, 0, 1); // 53}
LH1-C(S, 0, Gry, Gy, 0, 0); // 71 2=2A1=
G=5 G=8 G=S G=5
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Fa
7

20 rounds

P @
C= 1T 5 T & T &5 1T 8 7 | T
E}—Clr\-. Clr.—béa
oo} & 7]
tround @~ @+
[ T s T s T s T s T s T s T s 1]
| | | | | | | |
| | | | I | | |
| | | | | | | |
CE=T1 s 1T & T & T 5 1T 5 1T & T 5 1
&
&~ o[
=P O+

3. LH2 ¢33 Z& &7

LH2E [1¥ 2-6]3 #o] LHIZ FAFeHAl hvte] 23w

Sorast 4852

TAstEE AAEJG. LH2e A
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1= o

a1 k4= LH2-He}

4T HES o83

Fod

e



LH2-B= T ¥ tt. LH2-PE= 3ol A AM&5 % permutatione]™ 34

A LH2-CE E5U% LH2-Bo} &frsto] AF§-ghc). LH1Y LH29| *fo] -2

LH2-H
LH2-B

LH2-P

(2% 2-7] LH29) AZE +%

[ 2-9] LH13} LH2 B
LH1 LH2
A= W E Sponge T% Sponge T-%
A Ak S-8F~ Rotation, XOR ARX(Addition, Rotation, XOR)

boEY - g e W

T

LH2-CE= £33 o35 EEo A Axo=r &4 LH2-H®} permutation LH2-P
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LH2-C(S=(S,-*-,S.), Y, Z, Sel)
7, =g9((§DY)+ MUX(Z,S,, Sel)):

7=,
=S+ IE § =8 §=5T 5=5

S=8+ T 8, =5 5 =T § =Ty

LH2-Co] %+ Uwr3le Feistel 722X YFrH o2 MUX T4-E A5l
L2 slAda v =5do2 sasAw 3o

| [_ser

32 1

32

s T s

Ss

A 1xk LH2-Ce] &

S [ s

I
t
‘\l’
&,
e
jubad
un)

1) MUX 3
LH2-Col A A& MUX @55 LHI-ClM e MUX 49 Sd3s}}.
X (ifSel=0)
MUX(X, Y, Sel) {Y (ifSel=1)

I wol p-UE AE FYsE I

_ LT K17 K13 29
g(x)—a:@x Dz Dz Dz,
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o i g LH2-H

LH2-H= [29 2-8]13 22 Sponge 725 7FAW, el dolg 7HA& 4
HAIA S 32-HE B w92 A@|sle] 32-224 W ES F¥& AAFTE. 256-1]
E YR AHEe Agste @A g5 2R 5 gess Ay, Awe A
AbekE A WgE gtk Ee 7 ghEd] A8E vAXE 32 HEo|t),

ifu?

absorbing ! squeezing

Mg Iy Z;

[N E o TN

my
o k *
32 bit L e

o~ ™~ ~ ~ ~
Iz == = = I ==
224 bit o[ = N S > = o = s = >

=

[28 2-9] &4 &< LH2-HO AAF+%

a3t LH2-His defe] Aol WA A ae] fjEoez Soje 1 ME Bl

o

HALS F3) 32 HES HjFE BE I 32-HE BF g (0<i<t)E i

o 4 =5 omE (29 28]8 2E e T8 d5ske] AT =5 Ad F
o

sllzke] dolol wet FrrA o | dE F3s 20y 215 B9y B3y 245 By Zg 2
HIED R WEgk Aol ajaigke] Ak, =, sidlgtol 32 BIEQ A% 2, & 4wt
ow F¥sta, siHgko] 64 HIESQ A5 zllz, & ldlator =30, 22 =

& ol&ste] sfHgkel 224 HIERD AT zllz)llzallzyllzyllzsllzg = Atz =4

D 4 W ey 2718
Liz-Hel 912 Mol 2715e] AHgHE ghe 16-% B2 e 2,
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H, =6a09e667, H, =0bb67ae85, H,=3cbef372, H,;=ab4ff53a,

H, =510e527f, H;=9b05688c, H;=1f83d9ab, H, = 5be0cdl9

2) HWAIA] Qo7
LH2-HS] wA]A] Gl&o]l7] #A4L LHI-HO WA= Bl&ol7] #AT Y
c}.

]_

o

3) Permutation LH2-P
LH2-PE absorbing, squeezing Aol =5 Al&¥t}l. Absorbing ZH4 el
Me 32-ME 25 mE AYste 45T E F248M squeezing IFol A=
sl gke] ool we} FrpHor @A s FHste] dAs =5
<4

e FPIT. A7, FeE A G0 <

of ] g}

Ll

LH2-P(.S)

For :=0 to 4

LHI-C(S, G, 0, 1);

BE 32-HE wAA] E5S A &, sfsgke] dojel| wep FrrHow
ASTTE FASA 2y, 21, 29, 23, 24, 25, 265 AEE - HEG WH3E 72 of 9
3 EAER WEd F s ow AT S 4 U 27 2= 2020202
o 8-RIE HIEA)SL o] Fold o 4k et o] RlEde] Hu}.

200201702703 #107 11712713 £20721722723 2307317327337 40741742743 Z50751752753 Z60%61%627 63
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na
iz

=4S LH2-B

=

T
B

o}S LH2-Bx 128-H|E HE po} 128-H|E H|H7] kS ¢ ulo} 128-H|E

fol

)

Ao s EYdt. 128-HE HE P=(P,P,P,P;)%  HE7
K= (K, K, Ky, K;)= 47019 32-9]E @92 ro] LH2-B] 87H¢] 32-HIE i
FH T B (9),5,9,9%), ML= (5,5,5,5,)d d=€dT. HA dss)
HFL F 20 =R FAEY ZF ghsvtr LH2-C g7t 29 ARRE =T
A dAE dEstoln F wiAE AT AEEtt. 20 =R TAE g%

st Aol Eud & WA Wiy AEigtel fEatel "k

s}
Cc= (CoaQa627C3):(50752754756)- 0%7]/4, ‘ﬂ'%E— %‘—’F Gm.(()giglg)% ii
o}

LH2-B(P= <P07P1’P27P3)7 K= (lf(p](p](y](g)y C= (Q)aQaCévcg))
S =Ry S =Ky =P § =K
Sy =Py S5 =Ky 5 =Py S = Ky

For ¢=0 to 19
LH2-C(S, 0, Or,, 1); // 453}
LH2-C(S, 0, Gry, Gry, 0); /] 71 2=2A=
G=% G=8 G=8 G=S;

4. LH3 €313 Z &7

A AAACE FRAHE 4 Tl Addet=s AAE A% dEE FolA,

LFSR 7|9k ~E¥

A sel, g Z AR o7 ~2E®™ ¢E Trivium[Can06], B35 KATAN[CDK09],

g Quark[AMMII]E & 4 Atk o] A7+ S5l 93, LH3¢H tha dolA
e

2709 LHAE LFSR 7)WF 2EY o] AA AdS upEdt. &, LH39 WA st
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s

I E wAAE A, 1-HE siHgts S8,

bHED - 9= Zhe) W

LE3S] W A4ke 1-WE ©9] o] AbgHET, WA LiE WED - 9=
Zre] Wsto] AL g,

. ARGz

absorbing  squeezing

My My M My Zy Z1

*‘_

A\

A 4

LH3E efo] Aolg 7HA= 98 WAAE 1-HE W92 A she] 32~224 H]
Eo & b, 256-HE UF FEHRS Aste A e BT 256
cw AR, 244 gsvitt a9 Wi St sadnh 13 7 gl s
of A&d wAA= IHEC|th, 5, c+r=2565 W r=15 REESE)

H3E o1e]o] Aole] wAlA] aro] YHor SojoW, 1-HE M0 <i<t)¥
At 2 ME (29 2-9]9F 22 AAS T dFete] Ay =, A%
Aol e} FrHH o2 9 FFE FAFA 0,250 AT "k =,
slAgke] 32 MIEQ A 2,2y SlAGCR E3ta, d4%ko] 64 HIESQ]
B 2pzgE AFARORE FHIT. 22 =YE o]&3to] dA%ko] 224 ME

A BT zp s zgpe MAGEE FEH I
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LE3e] W% eigkel %713 gL et Aok, WA 2561
e 00 IAF F, WA F5 2 1 FRAY. o AL FAF Fo

W dEigkol 271 AEigkeltt.

[
=
-z
o,
fu)

D W5 Jeigt =715}

2) HAIA] GEo]7]
LH3OI M= 1-H1E g9 2 WA E A7) wdol, wAA HEo]7] 74
o] Fa g},

3) @A 4
A B fE (¥ 2-1019 HAE 256 WHE Raditl. o] Sk 470
o W g2 Y, 4] UE 4= 64-U|E LFSR¥ 23} vjdE g

T2 pAEY. WY 5 FLEFE T Ye e 2ol Aol old, 64-

H]—E_':— Eﬂxl-{:E1l_l:_ (1'63’93627“'71.173:0)'9‘; E7]%E}

s B (9517$15a$277$3979551) =5 D390, D57
s 5 (33273311a$24a333773350) = Z50D T37094 D X112
s I ($3,x17,x29,x33,$53) = Xy D T33L99 D X723

* F ($47x14’x27?x307$46) = 246D X30To7 DT 142y
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— F,

L R R

. } Register -1 (64-bit)
!
X044+ XS F X+ 1

R

Register -2 (64-bit)

L T

X0+ xt+x3+x+1

M;

4

i><

F;

i><

Fx

Regaster' -3 (64 blt)
L—{ X644 2+ XT + X H T
7 Regtster -4 (64 blt) —+— DM;

X044 I+ XS+ X+ 1

| Toe——————

(19 2-11] &A1& LH3S] ©A $h4

1

W

4) gk =9
BE wAAE Age &, sidgke] dolo] wEt FriHoR uA FE
F-a ko] Register-39] HA9 HIE 2, S 1-HIE @R S99},

5. LH4 &¢318Z& A7)

LHA= LH3F §-AF8FAl LESR 7wk 2E" ots o] HA AMS w2t} 34X gk,
LH4E= 1 g2 49 9 &5 A8sta 33d dA7 23y, =3 o

Al g e W SR A E T
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LHAS] W) A4be 1-HE wele] ato] AgET. el Lk WEY - 9

M, M, My Zn Z

[ 2-12] LH49] A4z

LH4oll = &3]d 3ke] E3heo] itk uwhebAd LH4S] AA Tz [29H 2-11]
3 e MEF W Sponge Fxolth. o] FxE FI A P ASEH LH3S AA
Tx Tttt &, LH4E 99 dolg /e 9¥ HAAE 1 HE g9z
AE]ske] 32~224 W]EC] F& gt 256-HE WY AEigE Adse 9 &
1 B=s FAgE, Ztzbe] ghe-=nbrt 371 Ui 7k e

l:,_
E9 7} ghese] g WAAE 1 uEet Z, chr=256F BEHN r=1

SAE AT, T3 dANAE 1-HIE wAAE Y
7 34 Wk aEn 23l 9AE S T, adgte) Dol met b4
o= ‘1—’_}'7:” 61:]"1:% Z[:a‘sg—g—].oq Z(]a"'a2223o] —Sﬁ'ﬂﬁol %q ’Zl:, —SH'}H%/%O] 32 H]E?_]
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& AAgen Faa, slAwe]l 64 HEQ A 2255 o4

FYAT. 2o s olgste] aAghol 224 WEI A iz

D W5 AJeigt =715}

LH4e] z7]3} Aol =, 256-HIE WH- “dEigte] 02 a7gsl ejel A
gkl dol7h MAA R d=EE F, 384w ¥ WAE Fdgt. o] &
AE 3 Fo W5 deigte] =71 defatoltt.

2) HIAA Hlizo] 7]

LH3AI M= 1-HE @92 wAAE Agstr] midl, wAA slZo]7] 374

o] 4& glt}.

H 2-12]9F Zuh. 39 4= el e, o] e 1

aey
)
et
>
KH-
e
b

ek edEn. 2B e el ®mwl, o] 32 1 clock Ay &

o F N Ui R AR, Zzbe] Ji§ 9 80/87/89-HIE LFSR
H F

lo,
r

)
[
o
—
fon]
w
i)
offt
ne,
_0|L
o)

o, ol dA2E e <l

* K (3520@40’3760) = 240D LoD L30T 40D LT D 0T 40T60
* F2(5E20a$4073760):1@$20@$40@$60@$20x40@x20$40$60

* K (9520’5540’1’60) = 1Dz, D x4y D x0T 60 D 49T 60 D T2 T40%60

Register-20141 A7} XOR® = H-2& g,,0]t}.
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Register -1 (80bit) }7
**‘—{ x80 4 x38 4 X374 x + 1 ‘

F ‘

—n
M ] 1 ]

Register -2 (87bit) }_y_.

Fy ‘

T T T

Register -3 (89bit) }i

4,{
r’cr—{ X897+ x13 + 1 ‘
M;
—
|
|

4{ X859 + x38 4+ 1 ‘

[2% 2-13] s+ & LH4S] ©A o

4) A% =4
BE HAAE AHPsk &, 38439 F3 A A

el

N
¥
o,
e
g
of
tohy
rN
ut)
X
N

B o] Z}+7be] LFSR &8 H|EEL X0R A4S Ax A
= FHET olF, f3 18 AN F 7zt LFSR £¥ HIESS X0Rs}e]

Ao AN,
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= 7|
3

=

Ay 2






e
R
2
2
s
R
oL
2L
o
19
ol
o,
tilo
Y
ox
_0|L
rr
H
ol
R
o
&
il
fr
1
tilo
B>
=
o
=

NA
ru

1991 D. Chaum®™ E. van Heyst¥ 18 AWE A8 THCHIL]. 18 A
o A AARLe] Aol A Ao R oA il A% OFo AU HYo

24 9ol 4P FRstel A Yy Ak A9 el A9

ddE AEE gobd ¢ J=F AAHY] wied MW AAke] Adde] Had

AW AS2 2Ee w71l siEete ARE ARESte]l AT el A
K

oA"A frh. olF WA AN 1F WUANA 1FS] oM@ AoleE A
A ABAE FAL e $UL ATl TAT AW A BT Bl 5
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SETUP()
& g2 Xt

ﬁ@@

issuer opener

OPEN()

SIGN() % ; :ii
J REVOKE( )
o J VERIFY( ) CLAIM( )
CLAIM-VERIFY( )

JUDGE( )

I AT 7IHeY FAS dugFS 7t ® 7hERs] A Bz, ol Y
[Z19 31114 & 4 . IF A¥es 135S #Estes 25 yAe b2

2 1ge Age] @@y, $4 1F WUAL 1F slaHzY 1F B

hie

S AARY. 2 F, JOINOOY ISEOE ot 189 AN 1Fe] 74

& g den, aFel 7AdE a5 49 SINOS S oW 4

2 y

ootk R BANE £AR AR FPEA A4E o9 AP VERIFYO
g 5o g & Aok o) HHelN AP s A g Aol g
o @ Aol BHHATHE AL & & AW, T APFAEAE ¢ 5 9

oh A9l el 2F vigAE OPENOS B3kl o MEs A M9
AE W ¢ dn. FrhHer, an MRddAE oAl dss F 159
g 18 myAe 1% AA} 85 REVOKE() BAL Este] o o4 1
o Aol by =A-E & Advk. E=F ow g aFo Aol Folx o A
ol gisfiA Aol AP AEdS SHskr] AsiA CLAINOS 3T 5 AUt

O ARSARE 2 CLAIM-VERIFYO) S &3to] CLAINO2H-E E5E S9o] aHkE

1
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Z5-oll whebx] OPENO) o] A7t 2128 5 A=A
g1aty] g8l JIGEOE 3 = k. 15 WUAE Fasts 9T uet
F A2 vd F Aok JOINOoIY ISSIEOE 38k 159 ddelA 15 @
HA SHA(EE 25 AY7DE BT Tl (Issuer) 9t D ool wpe} A3

o] zt= MHxte olw AL A sy YA OPENO)S F38t= 3 7HxF(Opener) 7}

(e

% A e A o AL

2003 M. Bellare 5] [BUWO3]olA 2& A7 71 <tdAol thaf] o] &4

o7 AYsE wol 9 AES AA Y] Ao a2 A 7|He theksl ot
8T AE RS RS AAEAT. 15 AW 7IHe NEHeREE vet 2
OhFst Bete s wEIEE A,

O A& (Correctness): B4 AL AAY
FE QAo w Ao ofoltE A 4 9l

O $1= E7HJ(Unforgeability): & HWvte] fad AMES AT + 3
=

O %A (Anonymity): &3 Aol FAXE W, 2& vIUAE Aleleta A
BAE dolulE e wlg FET.

O 972 E7Md(Unlinkability): = 7He] Aol FolhE& v, + Aol 54

A AR AEAA dohle AL S FE

R

il

O %3 F%A(Exculpability): 5ol Aol ThE 2F WW AAY A
& Ages A g deth Fol 2 MUAE Egehs A dule)
geted, 1 AUAE Asdsh: 498 TH 394, 2F WUAS 2o
= A5 2 3 A (Strong Exculpability) 2 FF¥ste] F27]% g

.

1
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O F3 7FeA(Traceability): 1% wiUA= AAY Fash APz Ry A
Lol ofolt]E FEE 4 rt.
O &R A3A(Coalition-resistance, Non-Framing): th59 18 =7 &4

ol fET AUL YT & Gk, F, Bl 1 WHEe] e 7)E

O A A (Revocability): AlLjE =1
Elg=

O #z77< dZA4(Uncoditional Linkability): % 1% M4 3 o2
E7Hd (Backward Unlinkability)7F A€t % A2 E7sAde A9
250 Aol AAE Aolete, ALl o] AEH M

GAA Qolok @tk Aot

sl
2
3
N
X
>
of
rot
>,
of
rlo
Ho
kol
ol
ol
XN
o]
o
o
S
o
o

oje} 2 Hol @ AR [ 3-2]9F 2 WAE JHAAL Ut

Compactness J

Revocability

Correctness Exculpability

Coalition-resistance

Unlinkability

Anonymity Traceability

Unforgeability

( Full-anonymity J

Full-traceability J

(2" 3-2] 25 AW 84 AHd= Abele A 3
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o
N
N
v
(i,
fo
re
ko
A
il

£ 2003\ M. Bellare, D. Micciancio, Z18]a B
Warinschioll &3l Albd <HdAd = oa) 7HAsts] ATH[BMWO3]. o] del vl

o] 7lEgel osl £ HoF A S Feokd age] el Ui Hge

obdA Edolgle dAE 7lxIith, o] & M. Bellare$t H. Shi, G. Zhango] =% ¢l
Tu Aol tigk kA RES AAE o A 2F AW 71 Al
el e dA7A 7 2 dYste obdA 71Ee® Hrhta gl [BSZ05].
[BSZO5]o A Alote =2 [BMNO3]o A Alote Rdloix] AX WHPHH Ao
[BMWO3]ell 7)<l Bt QAMES WA Aual o]l dS 1o =4 [BSZ05]0l

o

ARt kA el Wigh ArS tiAgth [BUWO3]ol A Albd kg e

O

U5 22 VEs kg ado®m Al

O ¢4 %A (Full-anonymity): L& "y A< vE7]E 7HAa A &L &
AA= AHOZRE Azt ofelt)d Lolll= Zlo] FETH. FAA A
& 7/H(Open) 22 =9 HIS &3t 719 oW (Anonymity)= 370
eetEme HdS &8k ¥sktt. 7€ dF &7Hd (Unlinkability) ¥}

217874 (Anonymity)> ©] ¢4 °jde= AE + 3l
e

O ¢4 F3A(Full-traceability): ojwst 17 W Pg Hotoz HXA
B AEE AT F gAY, Y 259 3 dhoR FAo| HA o=
A AT /v 7129 f1x =27H (Unforgeability) ¥ 44
(Traceabiltiy), &X A3 (Coalition-resistance), Fx =9HA

(Exculapbility)= o] 94 FAHAH o2 dA=E 4 Ut.

[BSz05]9) meNAE FHow FHHE WAL AN EAT 9, &7
HE wet 8T AFE F7h2 gosant. WA e FAAL EAG 5 9
7w, Bt FAAE RHoE AT 5 gtk 4 okl g

S e, 53 e/l OPENOOIA 2xd dasE =9 5 7] dE

_91_



of, o]& JUIDGEO)E F3ll HSsles HAHol 4= AFHo ok rh= Al Aldto]
F7FE A, o] Hol [BUWO3]ANA AAlE obdAd wmdlyte] 7 & zfo]lH o)),
[BSWO5 el A At b Ede vy e 7&S HHAd 87102 AAa

1.

O 984 (Anonymity): [BMWO3]e] ¢k ™A (Full-anonymity) <} &3t

O #3 7FsX(Traceability): &4A= A3 FWA7F Aol WA
TAA RaAta dAsAY, FAg FARTE A AGATE FR1A
o = dARE, AAAAQ AA(Claim)ol tist Sre] Aol et e
A9 gl

O F3 FTHA (Non—Frameability): &ZAA= AAT A2 A= sd A

AR = 3, JUDGE() Q] A¥E Fdsts WS AT 4 ¢l

l

mlo

g A Ee T

% A% 71¥ GS=(GKyg,GSig, GVf, Open)L 33 & tpaha A7k

(Polynomial time) &3g]Fo 2 A ).

O (gpk,gmsk,gsk) = GKg(1*,1") (71§ 7] A4 <xu2F): JPo=z Ht 1)
gy gok 1w A7) ns WAL 2w N7 gpk, 1w PFEET] gmsk,
HE A7) gskE WHEetth. gsk® 534 AREAMe] RbEe] AVE 2t
HE 2 AREAL (o] W AW Y= gskli] 2 EA SO

O o= GSiglgsklil,m) (L& A8 FEF): dHo2 15 M7 gpkt ¥
b A7) gsk[i]oF AEE HAIA] mS Wi mo] A 3 oF ket

O 1/0= GVf(gpk;m,o) (Lw A9 &S dugF): J¥ge= x5 37471
gpkst HIAAL m, AW 3k o5 Wtk AW gko]l WAIA o AEd ¢

1) &, A &S A AA0)S vy,
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O i/0= Open(gmsk,m,o) (F/N dagF): JPoz2 IF vFA=H7] gmsks}
HAIA m, AW ¢ o& Tk AW 3t o7F WAIA mY &vE AEY

A% 48A 0§ wdstn 194 grE A0S N

A7) daglEe [BIW03]el Rdle 7]F=o 7 Y|&Eo o [BSZ05]e mdl
3} Aol o} FUEA 714Etd k. [BSZ05]1¢] EEoAE FAAAE Al et
22 S = 7] wiEe, TS A g Frrges gt 1A

1
o] o] Open?] &= o] E&A AL Judge 7} Z L23}T},

O (i,7)/0= Open(ok,m,o) (F70 LiLHF): TF HOlE regs 7ML U=
AR, dEez g HET] okek WIAA m, AT @ oF Wt A
g3k o7F HIAA me] SnbE Y A AEA i S8 5 A rE
Hkgkstal 282 goh A31(0) whEEkT.

O 1/0= Judge (gpk,upk[jl,j,7om,0) (FF L3F): JHo=2 I1F F/H7]
gka’Jr AREAE AL o} AdE o AREAR FUNT] wpkli] ok N Gare
=9 &9 (i,7)% WARASY AE meE wol I ARyt SutEd (1)

&, %A g AA(0)S wEgt.

o

ol

37 NEd d

5o 3% A9 7]Hol A KeyGEN(), JOIN()/ISSUE(), SIGN(),
VERIFY(), OPENO)¢} 2o Wi 45 Fds Algya 7 iy g5 54

O KeyGEN()& ZFolA A& stetvEy 7] AR E W= Ao,

O JOINO/ISSIEO A= #ax7t 1§ iwelA g1 4 Z8 4] (Membership
Certificate) =% 213 A1 7](Group Signing Key)E W3l F+ Zgolt}.
dnbr oz el 5 Hiwl= dezkgsh v (Interactive) Wt FE 2

3HA] A (Non- interactive)shAl 15 W 7F AElsh ujdol tste] =
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21 Zw (Zero-Knowlege Proof)S a3ty AL&ap7p Aest nujdo dks)xt
7F 7HA AL Q= 28 7](Issue Key)E ol &ste] MWdn. HFHor &
W= ol MWE A4S FAMA SFHAR JHAA ", gk o] 3
gellA 2 ERALI 5 e AS ALY dHelgH o] 2o A 7}st
Al .

O SIGNO2 HHA SWAME 24T 25 FWHe Foxl wA A tig
NIZK(Non-interactive Zero—Knowledge) T o= A€ tt. olWde] HAE
Aste], o] HAeA WA FEA e ofolr 7} ElGamal o3t & 535}
P st]o] EFET

O VERIFY():= SIGNO) #golA g 25 Aol tidh NIZK Sroz 3]
AE = 2l

O OPENO)2 L35 A™ol =E3s o] Sl= WA THA 9 ololtE HEstele

AoE o]Fold F 9t

T Aol o] NIZKS] A2 ol EEE AREARe] el wldste] Mg Ao
7b Srretld A Gl aE Aol g¥ste] R dHe 1E AR
e A 7ol

o

2. 18 N9 ZT2EZ dF T3

1991 Chaums} Heysto] 13 A (Group Signature) 7IW& HZ Ak skl
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[CHO1]. ©]% Camenisch®} Stadleri:= CRYPTO ’~ 97914 NIZKPE o]&3le] X %9
2ZE Aole] am AW 7S ALt [CS97]. olde 1F AW 7IWMe 1
w9 M7k ARl Aolrt i W ol HlHste Frkstel AEe Eels)
=d dele Algtel 2w WHe g wlEste] Frkske AZE AATE. w=g
ASIACRYPT * 984 ©o]& ©] E&2o® MAE 7IWo] A/etdohN9g]. 22t
olglg VIWELS 1w WHIE 2§ wuUACdA Al vdr|E A ornt st

FA7F AT, 20000 Ateniese &< CRYPTO ' 0094 Strong RSA 7}A& 7]wte

s

2 a&Ao|HA FAld Adaptivedt FAAANAE ¢bdF 1F 7|HE A ekt
[ACJOO]. o] 7] o]Fo +H2 25 A 7IHel &S v AA €t CRYPIO
" 049 4] Camenisch®} LysanskayaZ} LRSW 7FA[LRS99]¥ HAH&E % 3H(bilinear
pairing)& 7|WFe 2 5 AW} o 2187 Alwled Age A 7HE At
oM [CLo4] o] BIFo & SON ' 04914 o &84 1% A% 7IHS At
FATHCGO5]. A, FAFSE A]7]o] Boneh9t Boyen: q-SDH 7}4S 7wio =
EUROCRYPT * 040l A &2 A™ 7]'H-& #ltstal oW [BB04], o]& W&o = CRYPTO
T 04el A HAE AT E o8t V1€ aF MW vaste o #e MW
dolg zt= % A™ 7IWE AekstSItHBBH04]. Delerablee®} Pointcheval <
eXternal DH 7F8< o]-&&bo] VIETCRYPT ° 0694 BBSO4AR.Th o &S Ad Zol=
Zko Al IND-CCA FdAdo] SHEE 15 AW 7IHS Al tHDPo6] .

FC' 0204 [ACJOO]”7F 7} Revocation &#|E X & 3s}H, Atenise 5 HTU}

572l Revocationo] 7Fsdk 7S AFSFATHASTO3]. 719 7182 AA 1
W e HETIsE a5 e8] 2 EF Al sk W eR olFoxen o

7)Mo A= (RLS 7|uto & &to] RE ™o thale] Revoked 12 =Wu7} opyd
S gRlate WAS ARgElt 2y oJds] RLY A7I7F AAY 25 Al

74X stE Aol aaAdY 4 drl. T3 Verifier-local Revocationd] 7]5& 7H4

u
il
o)
of
)
)

o

] ACM CCS * 040l A ¥ = A THBS04] .

20033, BellareS& 15 A9 7Y Hx=Z ASA, 1144, o« oAl <

’ ’

-

A 54 7Fsde HEeR sk u A% 7IWe g9 Het Rds AAET

_95_



[BMWO3]. 2005 A= 52 18 (Dynamic Group)S $8te] A, Ay, 3
TP, 4R BUsAS Ugo®E st Ber RuS AEA AA S THBSZ05].

¥ 9 (Standard Model)oll A 9] IND-CCA H.<¢F Te3sled, 2005130l Ateniese

ofrt

2 Strong LRSW, Extended DH, Strong Symmetric eXternal DH 7}F4 & o] &3t
= EHo|A IND-CCA SHdAdo] THE = Hx9 IF AW 7IHE& Atst
[ACHO5]. Boyen¥} Waterst= EUROCRYPT ’ 0604 7]&€¢] 7IW3 A& vt w2

32
AU

(Hierarchical Signature®} Subgroup Hiding) 2.2 WEo] ¥ RdoA CPA 99
StdAdo]l THEE I1F AW 7IWHS AlHSITHBWO6]. ©] %, Boneh's AW 7]

H[BBHO4] 7} Waterse] A o] g3t oW A (Anonymous Hierarchical) A&
2

o
ih)

31ekskaL ofe]l Sahaif] GAAF fate] dAd F MW AHol= mkE 7]
H
H

< PKC 7 070l A AIFSFATHBWO7]. Grothi= ASIACRYPT * 07| A] [BSZ05] =¥

10

LSotEA 2 Bl FH Thed 5 AT 7S AR v Gro07].

CHGE [ACJTOO] [AMO3] 2003 2006
[ ] Strong RSA Trapdoor-free
[ ) @——>0 [NS04]
[ [Gro07]
Introduction [CGO04] wio RO
[LRSW99] Revqcation [CLO4]  [ACHMOS5]
SXDH
_______________________________ w/o RO
[DPO6]
XDH
DLDH IEE]
w/o RO
[BS04] ¢ P
Verifier-Local Revocation
&—>@ [BW07]
[BWO6]
Hierarchical Signature,
1990 2000 B ] = = Subgroup Hiding w/o RO

Formal Def. [BSZ05]

Dynamic Group

[29 3-3] AIRFe] Aol whe 25 A% 71w A



Ta AW 3A T WY HIVIE stolgtt. 2000 S AR 1F AW Y
Hell NIZKS] Abggo = 1/ AW Zdolg 1§ Wl Fof #Agle]l A3k
Mo Aol AA GEAAT. E 20043 HAFZ o]F AN AE<=(Bilinear
Pairing)®] AH&o. 2 AR Zol& thA ¥ Fol= Aol 7tedld Aotk
ZolE Az WY oekF mdo] ofd FFE HddAN TANE IF MY JHE
o] Wo] Arola g},

[ 3-1]2 20001 o] & HA7MA U2 F8 T1F AW 71H 7o 45 e
3] Hlasle] ®WojFErl. FolA Tracing DBE /A7 AHS 387 Yeirs=
HFEA] WA FEA ] ololtiel] ¥ E dolE o] A7} 9lojof e om g},

w/o RO i 7IWo] & REA tdAo] SHES v

ke

[

(0TS = One Time Signature, NIWI = Non-interactive Witeness Indistinguishable,
P = Pairing, E = Exponentation, w/o RO = without Random Oracle)

3-1] 2 % MH 3 vjaL

ACJ00 AST02 ACHO05 BBS04 BS04 DP06 Gro07 BWO07
SXDH,
DDH, Subgroup
S-LRSW,
714 S-RSA, DDH EDH q-SDH, DLDH XDH, - Decision,
’ g-SDH HSDH
S-SXDH
Double Selective-
. Tag Weakly
ENC ElGamal Enc - Linear Enc ElGamal -
CCA-Secure
Enc Enc
NIWI +
BB04 +
SIG NIZK NIZK +
IBE
OTS
=
1 8 10 8 9 7 9 6 6
Aol
8E+1P
10E 12E 12E+1P 11E+IP @|m|+12)E
s | / e / / / : /
| BBO4 | 6E+
11E 11E+| CRL|E 12E+1P 11E+IP |m|E+6P
(3+2|RL|)P
otz
Traceability, Not CPA-ano | Selfless- CPA-
AR BSZ05 BSZ05
- Coalition-resistance | BMWO03 nymity | anonymity anonymity
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ACJ00 AST02 ACHO05 BBS04 BS04 DP06 Gro07 BWO07

CRL Tracing Tracing
Constant
H] 3L ) Revocatio | DB, CCA, VLR w/o RO DB,
size
n w/o RO w/o RO

3. Lattice 7|9t I1F A9 ZT2F 47

7}. Lattice &% #i7

Lattice:= 184]7] Gauss, Minkowski ol 23] 4 o|2& TAHOE AT

, ATl AFH S8 2okl g AREE A . 53] FHol Be #
Ae Al e A AFES V1LY A3 AlaE A ARSEY el

FA(factoring problem)®} o]Akt4= &4 (discrete logarithm problem)E < A
T 7] wZol [Sho94] thAl FE Al=gol] thgh A47F 85|}, Lattice 7]
hol ¢to Al2RE A AR SAAdAME A F 5 7] wdel o] okl

T7F 3

71€9] s Alz="E &Aoot 71Ee] g5 AzEe A4t BPEE OW’)

e

T
a2

2
o
e
mﬁ

ksl 2y o, Bk oy} Lattice 7|WHY] U3 A|AEIS

el whal Lattice 7]9He] ¢b% Alz=gle] il BRAEE On’)ox F&4 o]},

L. Latticed A9

Latticer= m 2 F7HoA dAS FHLS 71X

AN

Mo
b
i
2
%2,
rir
o
ﬂllﬂ
Lo
i)
ot

S oulgth, AWHH O R Lattice: m 2 #WE FIF RMOIAM F
ol nAfel HE by, 01 It T} gro] S ASe] A

A71M n7fel dak = HMEH S B bbb, & 71 A (basis)Thal ot
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HWEE b,by,.nb, S G WHZ 2 mxpdd BE 7|AS RAE 3, o
£ o] &3 Lattice® AYstd vh& 2},
A(by,byy...sb, )= A(B)=1{Br |z € Z"}.

o170 Lattice Aol thalA Dual Lattice® 4<% 4 9Ith. Dual Lattice A~

= Lattice A°] ok WEje} YAS st A4l WEHES] [Jio|tt,
A*={yEspan(A)|VrEA <z,y>EZL}

Lattice A2l 714 B=(by,by,....,b,)ER™ "ol tate] b9 F 20& W3}
W D=(d,dy,....d,)ER™ "& Dual 714 (dual basis)&tal Ftr}.

O span(D) = span(B)

O BD=1

Folzl qd Az "o WA Ae=0modgE WFE HE S JFS
LatticeE o|FA HEH, & ¢ #HFE Lattice(g-ary Lattice)gt s
A A)={e€Z™4e =0 mod ¢} & YEPATE. o9} HS=F FE R W ol =
Qe ME 7 His WEE 2% Latticed coset FEJE o] FA Hi=d o]y

3t coset< Ayl(A)z {ec Z”"IAezymodq}i ¥7] %,

t}. Latticeol A 2] hardness assumption

Lattice 7]¥F <35 A|2HAME A ‘average-case  hardness
assumption’ ¥}  ‘worst—case hardness assumption’ ¢ oj¥& EAEZ V|wto =

a7 A
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[ Lattice Problem

| Warst-case
| hardness assumption

SVP CVP
{Shortest Vector Prablem) {Closest Vector Problem)
| Average-caze l[AJtagg] [REQDS]
| hardness assumption l
SIS LWE
(small Integer Seluticn) {Learning With Errors)
L. 7 L. ’
h M
» One way functions » Public key Encryption
» Digital signature » 1D-based Encryption
» Identification Schemes » Oblivious Transfer
- J J

[29) 3-4] average-case ¢} worst—case hardness assumption

Al s, oH vhgk AZE
dagFolgt A e 2o instanceS MAT F QUukE 7Aoot 71EY
A

e A=E, ElGamal 9Fe A28} gho] Qi EAISH ojdtuls &A1 7]

e

‘average—case hardness assumption'S Folzl

Hko] o}F AJAEIL o]23l F-A|E9] average—case hardness assumptione HFE3l

the AR Nz AA I

-

3L

‘worst-case hardness assumption'S % Ao th3] ZE instanceE =
T AT O AZF G EAekA] etk ol oAl ZEl, ofust
o A7 dugFoak A5 A % instance’} shURE EAlEE §-2]7F 1

Aoz Hdd 4z AAgE AAD = des v,

1) Latticeol A 9] worst—case hard problem

Lattice 7]¥He]  HApMmolnt ¢z3r 7|ye AAslr] 9s Zad
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worst-case?] o2& &Al(hard problemZ 7Y #HS WHE =
“SVP(shortest vector problem)” ¢F 1e]e] Foixl Mol tiaiA sid Ha} 7}
Z 7k YA JdE= AR (Lattice point)S &= “CVP(closest vector
problem)” o] Qlt}. SVPe} (VP 48 @k &35 #hol wek AN (search),

A3} (optimization), A7 (decision) B]|Ao 2 Y= 4 9l

o SVP @ SVP HAE W7l 918 AbEE = ho = Latticed &3 AAA
59 Holg nud w AR FolAd 7 &S HolE A (successive

=

= SWP Search(SVPy) @ 5% Lattice A2 714 B=(b},by,--,b, )l U

rot

minima) &2 A

stol o7t A #e AN Bres 2 A
- SW  Optimization(SVP,) @ Fo  Lattice A9 7]A
B= (by,by,-osb,) ol TlEke] A& et w4
- SVP Decision(SVP,) : Folzl Lattice Al 714 B=(b;;b,,--,b,) %
A rel date] =\ A5 ZAsE EA
o CWP : CVPe] WS Wr7] 918 AFS5= fte= ofw Slele 4 to} 7}
& 7W7ke]l A& lattice A9l AAAAA L AYE dist(t,A)Z FAF
=3
= CVP Search(CVPy) : Fo13 Lattice A9 714 B=(by,by-..,b,) % <
ool A tol wiste], & te} /Mg 7 Lattice A9 ¥ A Brs
3= A
- CWP  Optimization(CVP,) : Fox1  Lattice A9 7]A
B= (by,by,-,b, )9 A2le] A tell visted, dist(t,A)E Fh= A
- CVP Decision( CVP,) : o7 Lattice A9 7|4 B (l,bz,...,bn)g}

gelel A ¢, A% rol hatel, r= dist(L,A)AE AFHE BA

i
e
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2) Latticeol| A ] average—case hard problem

‘SIS(small integer solution)' &A= [Ajt99]dlA AHFo= Avjd Zo
Z  ‘ISIS(inhomogeneous small integer solution)'®e] EW3F Fejo]t}t. ISIS
A= FolA instance (¢, A4,u,0)°] tdte] Ade=umodq® el <pe =t
%3l WEH e(#0)E2"E FE glolth. AA7A A€ Z] "G wEZ = T
A3t A Aoz Melslar, BeER, ¢(=2)€ ZdA] &3] instanceE T+
A SIS A= SIS wAlelM ¥y w=0o2 A Aom
Ae=0modq#} lel < 3L wEHsk= WE e(#0)EZM2 3= Ao}, A
T b EESTE olARY F2 ME eE Fe A ofHUH14].

‘LWE(learning with errors)' &A1& [Reg05]oA AL A/E Ho=z A

2 O0E ZXFAAAN F=I @tEsel 7 wrbesite Ao 2de stEv. ARt

Ao IWE ZAE T MY o#5FS A&t mdstt. Z (¢=2) A9

ZyXZ 3N FE3= B8 A, #ha 34 LIE 2419 Hxs & 282
S BE A A #E FESA, uE eupFe ZiXZ, oA d= %
FEL W, o] F BX Afolellr] FEI gk TS| offrke Aelth. whef

LVE &A17F of bl £ A A FE3 fE dol9 grom h5sta Ak

g 4= UTHGPV0S].

[Ajt99]7} [Reg05]l A= average-caseoll Xl A<j¥ SIS A9 LWE A&
AHE-EES worst-caseoll A AolH FAIES F F dS BT, F, SIS A
o} LWE A9 o Foll 7wkate] AAlE A7
© & yorst-case hardness assumptionol] 7|WH& Flvka wE 4= glow A
HH oz oA AAE A 7oy dost M FA HAHFEY A=

b strha &E 4 9l
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2}, Lattice 7]HFe] HAA} M T2 EZFO AT &

8

B addM s 7IEY Lattice 71V M7 7= TFE 2% WA A

7Ie Aesta, § MY 7 a5 AW 7IHS A

w
v}

1) Lattice 7]¥F v 7]
LatticeE 7|Wkto=2 & A 7|2 Goldreich ol 2s|A 19973 #*x
2 AQHGEH A7) E 2™ [GGHI7], 2003 dell= NIRU A 7|9 e] |9ty

ATHHGPO3]. GGH AW 71" # NTRU AW 7IH& 4 HAAE 1159 sy

o Hom RAT F, AMAFFE ol &AM FHE oo F HOR o] FAY

—

o}, 283l Latticed S 7|AE o]&3lA 77k Latticed 3= Mo

oA WAL tg Ade AR, F A AW wF AL A

f

& vWEE ZAMF o2 = EA(approximate closet vector problem)7} o] 9
te= Zlol| 7Ieke Far dvk. shAIRE o] 7o) 7] REle Z}zke] A
A A7) ARVE 2EE 7] Wil eHASHR] &the Aol Gentryet Szydlool
oleiA S ¥ ATHGKVI0, Rucl0]. Z12]ar 20060l = GGH A ™ 71 e Al
A A7 &S 7IA e B FEZE =Yur] wiidd 9T B
7be 3ol Nguyen¥}t Regevell osf 578 = ATHNROG] .

Micciancio®} Vadhane S0 = Uy Q&S o] &3l T2 Ho= <A

tlo

e o ZAE Z&AA FAHJ] D A FH A =Hl(statistical
zero—knowledge proof system)o] #A|FE AL, ©o]E5 o]&d @HZAQ Lattice
718 1 (identification) ZI®o]l AFEAT. T3 o <AF  7|HI}
Fiat-Shamir®] 7]"-& o]&sir AH 22k3 7|nke] b3t M™ 7ol ¢k
H ATt

Ft 5ol Lattice 7IRbe] QFoA|zdlo] &hs] AFHWA W A9 7

o] AStE ATt Gentry 59 7]H[GPV0O8], Cash 5] 7]'H[CHK10], Rickert
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9] 71" [Rucl0], 18]l Boyen? 7]¥[BoylO]o] A<t AT}, Gentry, Peikert,
Vaikuntanathan® GGH 1™ 7] NIRU A% 71HS WA 22 A% 7]
HE ARFAGGPV08]. WY ks RdoA FHeote] Ao o A
(worst-case hardness assumption)E 7]HFo. 2 3= 4™ 7]WHolt}. C(Cash,
Hofheinz, Kiltz, Peikert 5ol o] A<ty A 7]H-E& SIS Ao 7|dtslx
Ko FERANM FHEHATCHKI0]. 124 HAIA] A o)A
Ax E7FsAS U5 doh. wAA 9 oyt Soldel wet HF7] E A

717} sojdtlE @rdo] Q). RickertE A wA]x] FZA ¢kA3 7|HS

)
X
2 oE

AlRFsFATHRuc10]. o] A 7ML agd A= mAl A FAol el ZrapA|nt

Froll AlRbe Lattice 7IWke] M™ 7159 dH 22E AHE 5, AT

71/X 7710 271, Aol A7), S wlastd vaa 2
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[3 3-2] Lattice 7|9+ A 7]HE2] vl

Zt8F ol x

=2 | oM B | #5527 | MYl 27| | MY 37| o2 FF

27ty
[GVPO8] e etE nm m? m X
[CHK10] HE 2lnm m? Im X
[Ruc10] BE 2lnm+m m? Im 0
[Boy10] T Q24+1)nm m? 2m X

A7IA 12 MAA Y HEFE YEL, nome 42 dP A€ o)A
o] nyme& YEkT. [ 3-2]ol4 HolF3zo] [GVP08]F [Boyl0]lS Al<]shaL
= AW A7l lo] x3rEo] A, ole AW A7IZF WAA A7l o
g 1S UEbdth. A9 [Boyl0lol A o]HE BAE siAsA HAX
A7)k #AGe]l Aol AV)7E dAs. Eg [GVP08]E AlQlsties A5
azlell grel EFEol gledl, ozl Al HAF7Iel A7IZF WiAA] A7l ¢
ES omgth. v E [GVP08]E HF719] Holek Aol A7]7F wAjA] e

[oF BAgle] dAsHANE, ®F EHlo] obd Y e2E RN FHE N7
8.8k

2) Lattice 7I¥F & A9 7§

Lattice 7I8Fe] & A 7|2 o}z Wol AQMHA eFdrh. @A At

71" Brakerski®} Kalai7} #A|Qret Aw 7]*H[BK10]3} Wango] A|¢t+st Xvg 7]

H[Wanl0] olt}. Barkerski Soll o] Ao = Lattice 7|9k & Aw 7]

WHol  ASkE ATHBK10]. Aoty 71W-2  ISIS(inhomogenous short integer

solution) EAlol 7IRkstar glow  AfFA B3 & Efo] F(ring
e

trapdoor function)& ©]&3A ¥ AH 7B AAsEY. A A
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A Al sl ol e wWAAS] $1x =7Fs/d(a-priori message
ring unforgeable under static chosen message attack)S HFE3HC),
Barkerski 52 9o o]o]A Wang Lattice 71¥F & Aw 7|HS At cH
[Wan10]. o] 7]'H& Barkerski 59 © E3To] ¢} Boyend 7|%[Boyl0]
= ol&8lA F AW 7o gglon, [BKIOJAlA AlQtE X9 Lattice
71k B AEET A dolrk o &tk @ A9Ee] fx EBrheAdS SIS &
<% 7bssitt.

2
i
=
i

v

3) Lattice 7I%F & A 71

g Ay vR7A R Lattice 716kl % MWIE obF A x7] Ao
ot AR 2% MY 7]HS GorDon, Katz, Vaikuntanathano] #|<F3k 7]
ol #FAttHGKVI0]. ©] Zw AT 7S WY oE EEdA Aol
THEN o, FoZ Latticed ZustE Latticedt EF T F+&5 LadF
ol g8l AAHATG. L ol Latticest ME7} FolHe wW Hg
7}7hg Lattice 72l WEHE =#Ux] oA Latticeste] AglsE T8
(= 71, wAl Zal, Foxl 714 B, ME 2, o] Aol to] e &t
el NIWI(non-interactive witness-indistinguishable) +W S A=

7IHE Agksta ol& 1w MH Al o] &3,

N

mlo

4. 2F OF A Z2EZ d79 ZeA

=

rH

C
Ao ool wAHE 1F Awel AAd #a golglom 55 A% 1§ A

“
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7h. fulAE s Adel w2 A% ks Alage] e
FrHFAE = gdolol A frafjate] 33l d¥ Qo | AAl, oy Ay

FAo EAR. £ MR, AR AREL MEADE 945 2w Fh

N
olr
tlo
o
N
)
ol
o
rlr
=
i
o,

(o]
o
rC
>,
lo,
i
2
oft
Wi
)
ol
J|m
ol
N,
~N
i
>
>
il
=2
o

% U Fasny, v o AngAE

ASHE B AL AR AFEE Qs g otk dAw 5

4 717 % AbEel ARUAY A4HE FulAHS BFNNE 4

dne B0 Agun 24 ABHelt. we nu § A%EE 95 Ay

o] Was Agel,
2

A= B g5 ALEE pairing b ARERITE ol ME S5H

(]

wj ol ID 7% ¢
HEA AFEE I L

el
. pairing 7]WHe] & 7|HE FAF] AolgE aE ATToEN FAIN|
Q

Agsts 7IHES o] vl F83 Folth, vt Aibo] Hjg&Ho|g=
A wiLol A A= pairing?] AE S4E EQ AToRL FQo3 A A

- 107 -



Balo] $yue ez @
5 ARl S pairingd EIF 7120 gA9

Aolth. Latticeoll A o] <14k WE ko) ti/wAy, W2 Fo] tif-Lo]7] wiol

FaEo] AAZ%E OMn®)Q pairing 718k ¢4E A]2Ele] Ax Bxwol  O(n?)ol
Lattice 7|WF ¢t5 A|2~¥le] BEXE7}E o] AMES FA|H o2 RAvbsitt. webA

AA S"Ho] A3 E’AH]—CQ, .)_EU]—E7}'E, RFID SolA

[0}
oo
ol
ol
X
>~
Rl
ofo
o
4
%0
O

U VANET B304 A8 7bsd 1% AEe] BaA

VANET(vehicular ad-hoc network)2 MANET(mobile ad-hoc network)®] 3+ 3 Ej
=

2 A% 0 FA EE A% ww 4 3 EA

hae

tlo
ot

A&
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‘Wrhiche-to-roadside
COMMUnNiCations

[Z™ 3-6] VANET 3+74

[28 3-6]1HH 22 9 AUz FAI(V2R: vehicle-to-roadside unit)

:vehicle-to-vehicle)S =3

Hl A5 whg S glth. VANET 342 7i9le] 9% AryF adgE »=EE 5 e

O% AR oW d5S A% dEAQl 71 dioiAnt g Fe o

”
fitd

Aol aF MY VANET 4ol ntz Hgsl7|ols EA7F Qlrk. VANET 270

100 AR AP ge WA, WY A @

>
>
offt
4
rr
f
oft
—
P
2
w

O

del gtk 7bgst wj, Fwe] 100th o] Askwko®m 1% 1,0003] o]4re] AH
g2lo] Aasirh, spAwk, @A pairing 71wkl 1F AW 120 1008 Fre
AT Bl shssitta dgEnh. ol2gh VANET $4 9 554 aEdA Aw

Bt dEstd 849 25 AHol a7 En.
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E3], Lattice 7]¥Fe] &5 Al2¥le QoA A3 & AX agAo=
of e TAE sAdstr]ol vig- A3jteltt. Lattice 71Hbe] 17 MH 9lof %

S A FEI HEE HAF Fow ygEY.

flo

e
B

| 719k Aqu) 2o A& 7t OF e 294

97 A Aulzss 91 Ane W%, AT e A gnel o8 Fgse
RE $§ 2mEde] Auzz oA AT aEe Ak A3, 24,
E ged EA0 GE Ausag v oz goud. wade 283 913

7Rk Mu|Aa7E 7R iAo, 1A 2] Mul ARG 7], 2ol Muls), 9

ﬁ
N
l-lI.
o
4
Y
1=
ox,
X
&
ol
=2
2,
v
puj
o
(L
[
>,
I
[»
(e}
B
N
i

e AH

(D72 Muls, =yl g8 AHj2) 5 AR Z) Fofoll 24 g ARgH.

“E’GPSM Q
f oo 1=
HEME siaius
. 2y M
ojRio] W ofd, L%t
HeF?|
® 7o R YRR ME
Mo | ASP AHIA
COMA
Fugdy ME{| Mt

[Z19 3-7] 91X 7]dF Au] 2 of A

92 1wk Aqulae EetolulAl EAIS WP waol gk, Mu|zd] Aga
Al 91 Aus W Wge guols] wie] wEAl mEsofol gt et

RIE E RIS ERS PR

o

o
olN
o
T
[
>
i)

gasth. 15 AR oY o

3 wu2 7hestr] witel ol

H 3 SAYt FAN AgAe] o5y

m}l_tl
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7HA A E A

il

Ag-3hell 3l

2
ot
ON

rel

o

sfth. SR, muldlelebs @Al

A oA pairing 7]Hke] 18 AHES A A HAHAgMT £ 27 A8

flo

Ao EM, mebd AP Fee ¢ & drk. mebd o F Aulse
AYshE 1§ Agel sl e7Hu, Lattice 7IWe] 1§ A@e AE 44y
WSl B AA wEA Gl olsh g Bl uS A,

‘j/]r. oc}:;(} 74%%01] o}z 3l °ol& }\]_/isﬂg o 9 A]

AMA -] dm AARE A el e 3ot &

al
7IM=o] bdsirial o vk, spA Rk 901 o

ol ok dAE AT F dFS Bar(24], FA AFE L shdo]l HA

o
=
w2
=
@]
=
N
N
o2
D)
A
=
AL
N
ftlo
L
ofo
%

. Quantum Computing } Hardness assumption

DLP y=g° > RSA-@ssugaption
» CDH- mption
» DDH ption
n=
IFP Lo » SDH-assumption
N

THE AAW T AaFoR ofAX A glow, we XY FwolA o] o}
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u} . WORST-CASE #A] 7]vke] o5 Al ~H

71€e oz A AHL R average-case FAO] 7|WFS Fa AAE Ao
B3], Lattice 7|¥te] b5 A]~®lL A¥H © & worst-case hard problemel] <FZ
A 718ke Fa AAE

[Worst-case Hard] < [Average-case Hard]

At least one instance Average instance
hard hard
o o o ° o o o °
® o0 0 . ® L0 0 .
® vee ® ® ve00 @

[2¥ 3-9] Worst-case VS Average-case

[1¥  3-9]91M i worst-case hard®} average-case hardE W]},
worst-casei= Aol% st E7] oj#(hard) A5-TF EASIH <hddo] B
wHl, average-casex= E7| ol#& AFEo] Ve EE ASE T HdAHo=E
B gjoF okdAo] WA ER average-case hard’} U #3 7FHYUS HoFa
Ak, oA Zéll,  ‘worst—case hardness assumption'®l] 7|WFS T 43 Al A
" average-case hardness assumption'®ll H|&] F ©] °F3k 7FAHS 7|Wbo g AAH
Aot & 4= da, wEbA worst-case 7|HFe] oS A]AEIS HASE Ao O

[e) o [eXe) =
il 1 OFHAd S HARS 4 S-S vy,

-/

ruz
_I./
“O,

- 112 -



ah, A gE A|~E 9 Vs gRE B

<
H
2,
o,
o
)
o
0%

Lattice 7|¥F ¢&}& A|2®lS &4 A7} 7pd &ykel Fof

=
4 4 AAAew 7 27 WAl Lattices] A4 712 45 W Qb Al

ol i dnkH ofsjzt wig- FEy] Wil At Y 27I5H A
714 dAelM e FA7E Aastrt. olHd 7] AT FA= Ak A4xE £
d e BEola, M Ted 93 Vles R A . 4H T
= Fie F9dE 42 Ul WA 54 R 2 4E Ves AHES
A oA makE dE F JE R oldE, 53 Ve oo AFdew w7 44
= FAE ¢ do. =3, JEE VeSSl dAlOl ol e wA, Sl A

of A4 st % ARARAN WP 2 59 )7k s

A 2A AZF OF AW Z2EF J|EQ

A% A4 =7

25 AW 7IHEGSige dder A 71 (Sig), ¥=st 71 (Enc)e] A7
dejol, Frlx o= NIZK(non-interactive zero—knowledge) <9 T
SoK(signature of knowledge) =% ¢ stvt& EFste] €. =, v
Zot.

dlo
=

O GSig = "Sig + Enc + NIZK or Sig + Enc + SoK"

2w MY 71 ME 7S s Adde] RS Hs AR E A, dest

712 25 WU AZE 25 Aol el o AR AJAE FAH sk AR

Ay, 28l NIZK 59 EE SokK 58-S 15 Awo] Adg 25dol o) A4
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HAAR 2 Fo I AR A=AE BEA st=d ARSET

Uk 2 =EATIA @3 V(verifier)oll Al » & €3 A& SHeaL, V= P7t
zoll g AEE i A FAske= 7Eelvh. KPS FHskEHW
completeness, soundness, zero—knowledgeness Al 74 AAS wkEsfof i},
completenessi= P7} z& ¢ =2 &&= ZKIPS FHsof sty Aeolal
soundness= P7} ZKIPS E3gchd Ve PE Ao 3t A dol),
zero-knowledgenessE ZKIPS 28l 5o A 3AF(verifier E3H) A zol of
g ol" AHRE w=FH X Folop st Aot RS 1HF A ZKIPY
non-interactive W<l NIZK 572 A&, wWj== NIZK SHEt oFste B
A NIWI S5 ARSH7] = gkt

SoK(signature of knowledge) WL Wy o otF RdoAvt Fwo] 7153
thodE 5o y=g"et & wl, c=Hmllyllgllg’y)E T3 (e, 5)F v
9 4o r2 (c=Hmlyllgllg"), s=r—cx )& AL 4= o022 (¢c,s)%
< zol digk o]k vl SoK S olghal g},

olglgk T8 VIMES AW 7IWoly dust YWl HlE nlawA @we A
e, ddHor OF MES 28
==

B g S8 latticeo] 7wkelE 18 AW 7|HEo] AokE ] o] He A
A 1F AEEY F2E vt g3 (X 3-3]2 dE egtE EdoA

THE 2% AW Z1gEe dE 3 vaelH, [X 3-41= BE UM FH
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(% 3-3] Y outs wdoA FHeE 15 A9 7Y

Paper SIG1 SIG2 Anonymity Traceability
SIG ENC + NIzZK ENC + NIZK ENC
CS97
RSA_SIG SoK SoK info at join
ACJO00 StrongRSA_SIG EIG_ENC + SoK ENC + SoK ENC
BBS04 BB_SIG LIN_.ENC _ SoK ENC + SoK ENC
CLO4 CL_SIG CS_ENC + SoK ENC + SoK ENC
[3E 3-4] 3 EPoA SHE 1% A% 7Y
Paper SIG1 SIG2 Anonymity | Traceability | Property
BMWO03 SIG SIG + ENC + NIZK | ENC + NIZK ENC
ACHDMO5 | CL+_SIG BB+_SIG randomization | info at join o),
- - ANO_CCA
Wat_SIG +
O(logN),
BWO06 Wat_SIG BGN_ENC + ENC + NIZK ENC ANO. CPA
GOS_NIZK -
Wat_SIG + o()
BWO07 BB+_SIG BGN_ENC + ENC + NIZK ENC ANO C’PA
GOS'_NIZK -

5

(2
|
AC)
[N

2. 718 Lattice &
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1
o,

Sample D(B,s,c) : SampleD+= randomized nearest-plane LIZ|FO=Z,

Lattice A 9 714 Bez""™& 948 wo}, Lattice A 2] o]4t 7F§-Al<t
X Dy, oA eoll 77be AR (Lattice point)S MEH T, o7 s

= 7F9-A19F 9}2hv] Bl (gaussian parameter)©|t},

rl

TrapGen(1") @ et 2 9] Efeo s AAste dagsow, g
fo:D,—R, 7} A&doz ALEA st o £, EFES] AW 5 A

GenBasis(A,) ' Lattice?] &2 7|AE 47] f38] ALgsle daugso=,
AREAZE AEg Y 4,27 FolR W, Z el A= [4,]4,]

2 @5 v 4,227 " Lattice AN(4)9 #E /1A

O FExtBasis(S,A") @ AS A7 A’ 02 W= Lattice A(4)9 714 8’
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g Agste QuEFoR, A)=2/% Aez;" "9 Lattice A'(4)9]
NA sezm el del Jew Aczy mE AuPe w, A=Al o

& Lattice A (49 714 §< =#3t}.

RandBasis(S,s) @ 0171 714 e} o7t i 5T Latticed A=
NEL 7AS B daugEo =2, Lattice A9 7]A sezm~me} uf
el s > [1S] » w(VIogn)®E, A(S)=A(S)ol IS]=15IQ] =g 7]

4 5 249

TrapSamp(1",1™,19) : WAF 3k AEZI}”X”"Q} Edgo reznrmz =3}
T GuFeR, Av zZ)7" M dEd ZEE 7PAAL, Lattice

AH(A)9] 7IAES 7o 4 WHE "t meA AT=0(modg)E W=

sl ®la, 79 7 @ WEEe el Olnlogg)eltt.

OrthoSamp(1",1",14,B) : Z &= Latticedt 1o g5 EFLoE
Feske dugFoR, AF(rank)7t min(n,m)]l BEZp™" (full-rank
BE 948 wol, ABT=0(modg)olxx EZ7} AL} Aczr ™o}
AT=0(modq)?! 72" "E ¢

O(nlogg)°lTt.

rot

o 7ol 7 @ wEES ot

GPViwert(A,T,s,u) : Ae=u(modq)? & W eccZ"E AXtsteE &

aEFoR, At=u(modg) T Wt Yol te2m& ARbstaL, o4k 7h
A FE Dy B FH 0B AEYHA e=t+0E FHIY
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g A9 7] Jaer

X]%W]—x] P
q k= )
Lattice 7]Wre] & A
° g 71} [BK
10, Sz
. Szy03]

gl OO
WW.A_O H._L HT.H_ ze) ~
0" X ﬂu.u — dﬂ
X s Mm wW B AN s o ,
4 F 3 . ) 2L o] ®
Ko - HoAE = 9 o ®
. 17ro N N o = Wuﬂ 2 0% MU_H_
oy iy ] T T B oy B oo
g B 5 o oo E Eou o 5 W
T B S T ow = e w o
X o W gt Njm o - T TR
o o T ORT G+ E T 3
Mu_. ofu X 1@ = 3 & wEI : %
o oz e 1 = T T
W_orm m_% E W ° ﬂ W_m o) © G W "
= 5 = W v X NAR, : % =
Il RS nf K o oF 2 B du S
S E o#e R 'y ) - . Lf M.W o
woX @ B = B oz < 5 X N
o = £3 w B o Y i ae
ﬁﬁ &= o To MM 5 UF Lf ‘% Ea &H e 15
F T XX e ¥ X T X _mu % dn
P q ® 1:_@ iy MM M ﬁr g oy G
S oF o Mn . m w .Pwm ,;b Lvm % o =
i N <
2 w3 EE L= R i
H_Al m —_— .GL = ;Iuﬂ Z S ‘wwe = H_Al
° M z ) my < Mo we ] _
o o)) a% my o} Mo K o
n o} Jo o 9w = ™ omn B K D -
_ X = o i ﬁ L al7) < 2O
- o i - g F < a X
;OL — N _ S LL ) R ﬂ
5 B % o o - o}y % mg c3 %r wﬁ > - % o
ﬂzy%ﬂ Vn;.qwﬂ,m & &ohw
m ;OL o — X 1>_A| X % EIE VA 3 g 10..E
CEN E ,Al T ol s.L =) 3 = 9 by \U_!
UT =) 3 _— = O# h ﬂ_vl = \W ;M o) 5
e .%o T %° Nfo T W o cﬁ_ A = ) o % %1_
G [~ . — ) — — #!
S o B ﬂ/l )] o i (w\ ~ n; ) ,Ao = 5
T o 0 za] o ™ T
& :.L X - E
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_(>|L
ks
19
o
o
td
e
&
o
rot
do
BN
i
N
olr
ox
td
e
flo
)
oo
)
E

oAl Bl Adam Bender 5°] A H3 anonymity against full key
exposure 2dS T2 wWETHBKMO6]. ©7]A4 anonymity against full key
exposure X @2 Adam Bender 5o A HI oA Bl Folx VM AHEHe
dolt}.

B AW 71 RS={R.Gen,R.Sign,R. Vrfy}el tigr 954 APA 9} &
AZ A Arole] b e Ao R HolFtt.

e

are]

(sky,vky), o, (skpok) S DEvh. 28]l A-A= 7429 7] 5 AT

AN

o Setup: FHAAE R >=n = ¥ Fdste] AT/ A
o 28" Y Fl(random coin) w,o 7]1ESH. o714 [ AL 3
guleloltt, melm AHAE FAR A AE7 AF {vky-ok) S
Bt

e Signing Queries: FAA A Signing( e o) EEe] FoiA Y, 9

#He FHl= (,rym)olth. o714 r2 HIS7IES] A9, i okErs 7

Fob= o, m= MRt s wA Aotk 1ejal pol] X9
" g2 HAIS71E0] Setup TGAGNA A-AA W HZIT7] AT
{vky, - vk }ol 23d des glok. BIAE Signing(i,r,m) g2l
e AW o5 TAA A A Bt

e Corruption Queries: &AA A COrpt(«) 2P0l FoXH, 4=

Fele ()olth. o71M ie {1, eItk BAAL Crptli) St o
3 WY FA w,E FAA A00A BT

7

i
kT
=
n
2
A

* Challenge: 342 AT HAANA A-—AA (ig,i,r,m)E

A ig St i vk vk, ErE TS AE o], po XFHE HE AT



7150l Setup SANA BRAANA W AT WA {vky,-- vk}l
dE o= gk, YA {0,1) oA dHsHA e HE bE A
estar, JbHR.Sign(skib,r,m)% AlLkste] FAAL Ao A BT,

5

o Qutput: FAA A+ HITHoZE pol Ut p'S F53FL, Tk p=1b"9]
H FA AT AdelA FEdtt. oA7|A B Opt 22Eed 29
& A% ol O (i) (=2 & st

L= Yo Ao FAA A9 1/28Y Z o] H(advantage)S

Advggnym ek e 9o

W) A Yx EvbeAd 2l

3t 9% E7tsA RIS Adam Bender 5o A Y3 unforgeability
w.r.t. insider corruption 229 FXE 2 WE2WHA Signing LT
Aog s fAxg F glues AkAES AASATHBRMO6].  o7]A
unforgeability w.r.t. insider corruption =22 Adam Bender S©°] % H3+
Ax =714 Bd oA 7 AEgE Rdoln,

g AW 7Y RS={R > n,R.Sign, R Vrfy}ol W3 73 9% Brlside
At AR A Atold] vt S Ao Fejdrt.

o Setup: BUAE R =n duYFS W T MHI/AHSTI] B
(sky,vky), o, (skpok) S Bt o714 12 AY e Elolty. 1] il
BAAE AR AdA AF7] JF {vky,- ok} BT AR =
AYH AF&A(corrupted user)o] H¥E C5 C—g o2 %7]8}gtt}.

e Signing Queries: &AA AT Signing( s, s, ) 2Fo] FoAAH, ¢

gol gHl= (rym)olth. o714 r2 HS7IES] A, i okers 1
Hokhs Adezol, mi= Mrstaal sk wAAolv. 2ejal ol 23
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g4 uE HAS71ECl Setup GACNA ARAACA W AT A

{vky,- vk ol 23d deow= gk, BAAE Signing(i,r,m) g2l

o Corruption Queries: FAA A+ COrpt(e) LepFo] FojxH | <z 9
FE= (olth. o714 ie{1,--,itelvk. AAA= Orptli) Sep2ol o

gt MW7) skE AR AoAl Hula AHE AREARe] "I ¢l F71

P vk, ok )N COIR FAR AE AdelA FEl@th. o714 ¢ &

FAR A7} Signing( e, e, ) QLEFES A

o
Q‘E
e
et
i
o
o

$eE 99 AYAA FA4 A7 ALAA ST AES Advys [

el ghey,

Aok

> nBasis, FrtBasis <i8+S ARgste] FAEY. WA Af9E ¢ e
setup authoritye® T3 22 Global Setup LB EHS 38t A|ctsl= 7|9

oA AgE F7HHQ e EES A4 d,

O Global Setup: AFHT = A= & AW setup authoritys T2 Iehn|H
52 A3
-2 m=0(nlgq)

- v =(bound) Z=0(vnlgq)
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- afAlE HAHe Aol o]AE ' AWl Aol
m'=m « max(irl,lul) H& T AVIA | = roll E3He 3
AR S0 2 omsth, Aotals Mo ZE4-AH collision
—resistant) Al 5 ke, ):{0,1} x{0,1} —{0,1}" & Alget}.

- 7F-A1eE sebE s =1 ( logm )

- T/ Tl pamms—{ ) By B‘/(L‘) 13|/(t|),y} , o] 71 A
Bj(b)EZZX'"% 75384 AWYst(uniformly random) AE EHZF <l
(independent) 2lul 7He] nxm &Holal, yez;= HEstA HHT

nx1 4 Wgolr},

ztzke] AL gAE Global Setup LT HE B AT T et ES A

g3ke] 2 AW AW RS= (R Gen, R.Sign. R Vify} & a3l go] 749},

O R.Gen: iR AlEAE GenBasis(1™,1%,q) Lua]lZe T AR F8319
(0) n X m (1) n X m (0) m X m (1) mXxXm O R
AVezrm aVezrrn §Vezri i, gYezr e Atk o7)A

50 aH(a0)e ge AA SO < Deln, sV at(aV)e) #e

2

AAC) SV < Dyoltt. ABHozm Al ALERY A=

rr

sk, = {51»(0),5-(1)}01—17—, AZ=7) vk, = {Ai(O)vAi,(l)}O]E]—'

O R.Sign(sk,r,m): RSign 2neZe) Jdow Auy] sk ={50 sV} =
r={vky, vk}, MIAA me{0,1)E vk A7 e {1, ) ©]
o WEE gk ye {01} & AEE, p=hlmy)=p | - |, & ALE
o AL ful & Il o) Aol Apolel whed vhE¥ 22 Al 7EA A
aeste] WE 4E AAkgH

mlm

_ |N|:|T| o] 751—?—’ A:Al(/h) ” ” A‘/#m EZ:II,Xm’ 0]\4—,
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= s hloelEm, A=A Al Bl ) Bl

u|— \7|
sz ol
S <l R A, A=A | alpreee zent g e} A
JE L luly = ele] grelch. 47 wata, ol vhA gk, 7t
A @ el A% BHES £AHoR W]l AE TART. 99 2
of 74E A5 AH&ste] vt #ol vE AR
veSampleD(ExtBasis(S,,-(”"),A),y,s)

Ao WA mit G rol UE AYE o= (u,7)°]th.

O R Vrfylr,m,o): R Vrfy <3ElFel g8z & o, WAA m, AW

o=y E T, p=hlm)E A, a8 99 RSign LagFol
A dE AE Atete WHIY SdsiAl dE AE AAket. wrek

ol <syvm' o]il Av=yolH 1& F¥3sta, 1%x god 08 =3

ok, AotsteE @ AW 7IH RS={R = n,R.Sign,R. Vrfy} 2 AL o2
I 2. H re HFI) T AHEIE ol= AR ExtBasis ¥iYETS
gal WY A9 FE AT ART 4 A3, B AT ok Al

SampleD ¢85S & vl <syvm' & W53 vE F2Z F Q).

ofFA I vz AR X Dy B WE

ol
I

y = Av mod ¢°|t}.

4. Lattice 7)¥te] A= O2F A9 7|94 7t

[GKV10]2 &AI7EA] Albel L& Lattice 718k 15 AW 7]Holt}h. &~
W, Aol el B NIzt agdel Fol wldsA gelus dael vk w

Foll dagle] A AolE zte 8849 a5 M-S Abdt. AIE 7

2

~
[GKVIOJol A o ZFe]l @AY ©e}d REellA Full-9}B/d 3} Full-F47FsA ol
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1) NIZK =4

(MVO3]ell A= <le]9] Lattice ZFollA Folx1 #lEe] 7 77be AARS
=71HA, E Atelo ARE FHehe 7IWe] AFEAT. Fo{X Lattice
1A Bz ™, A9l ¥y zez™, 4o o] teRrd Wil w53 22
Ao} Lo] AFejHrt,

L=A{Bz)|3s: llz—Bsll < t}

[MVO3]ell M= Fo1 (B,z,t)ol wthal a&x o=z ZKIP gt (Lol dish)<
A skE 7ol AMEATE. Viverifier)® AAE 59 @ #& Feleto] st
S REE= AR (B2, t)ELAA el 5 At}

o]# st ZKIPL [CDS94]elA] Aot 71HS AFE3] sk EE= A8/}
v~ slubel SER A & AASA 5 vk =S, [FS7]0A A
H 7IWHE AFESIA interactivedt T WH-S non-interactivedhAl HhE
Ak, WA Plprover)= FoX (B,z,t)o Wdl 58 # «(Lol dial)S
H A Bl Ao R H= Ao Al Lattice A(B)SF WE 2 7Ho
A7 t olatd A W F sE L JdSL THL F g go=

(B,z,t)o gk » #he] AL oS3 2ol I 7w =proofof (B, z,t).

4

-

2) &2 4 MEE Ze 5EY g 2%

@ s= Vnlogqw(vlogm)ol sl th&3t o] M= 5 m7le] HHE
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el
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el
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7F) Full-¢]
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b 9l

o]

VK 15 TAYLEY ZE AY7IZ +4

.

O FAA4 AA 25 HS7]

s

H gsk & A&
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&l

2

2F
@ A7 AA ATt

9 N

g ol 2§ A
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Mrge A4

—
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oW
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i
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mo
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Ho
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=
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. I k ol ~ —~ —_ J
A < M ) w L. Moo o W wm s g B g e 1%
N B = R LA W5 o0 T ) o = - R
v ¥R = £ v A T = w T o X > K o
oﬁoTﬁi;)(i@x ﬂgk]%%%%ﬂ@@ R s
Y Mb S) N ooE X N | —~ 111_1 = T o
Eg,<{,ﬂogﬂm7a1ﬂé Lffs_sav@
TR B g 5 T - T AR ol N do mW = S
moNe = o s 3 X 3 ~a < N =
R o N T P (S
,ﬁIAH_ O#E Ot %T_ 17_A| ~ < EE E‘.g C..ﬁ
‘_t n_mo —_ ﬂ&u o) ~ p ‘m_ﬂ UT_ 1_,_Al
o o mﬂ 70 ;_mﬂﬁ o .1@ (N
T = T . o_n Ho

- 142 -



lojth. whebr] A BE
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el
s
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t}. Bucket 7wk

A
%

T
™
Hr

olo

T
il
o

el

39

12~ bucket ©l

ol
A |

= bucket

ol

=

o)

o]
bucket
A o] A
Z} bucket |

1

R

R
R

Bl

[e)
o]t}. Equi-width

4]

[e)
#H}t. Equi-width

=

bucket

shch. wEkA] bucket 71WE

o A% bucket <
[e)

o)1, equi-depth

Ea

Fs
P

R

°©

b

=

A=
gl

7%

=

of dlo]E uo]
A&7}

gl

pLE

719 el A

]

[e]
equi-depth]

1

M AAE7] o

5]
ks
e

TC

Bucket
equi-width

il
I
il

af

S

bucket ¢1d]20]

1

L

Ho]

gl 914]

[e]

fLN

bucketo] HE F7+9] 7}

5 bucket ¢l 27}

1

A bucketo] HE FItol A 93}

g

L

J)

o bucket= #&% w|, equi-depth

=
pLe

wAF
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2. &4 8T A%

AA7A ALR w4 BE Fus el e o

)
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X
r
tlo
>
o
ol
ol
2
L

B AR ol AA HolEu ol el A s ]dll= Bl ad Aol ©A

X
rr
M
>
i
riy
o
fol
ot

= AYa Adek. oo AgHow AL Ve aEHS 7
719 &) o] Qs

Bucket 7]4F 21dlx~ 7]He A9~ bucket @Y= ZHo-¢, EHT3I
7] wjitel AA 878k dlolH 9o YU bucketol]l AFE Azl tigh Aiko]
F7HETE. ok FUHAQl ALkel & HAst A7l 3ol bucket 7]WE Q1€

71l =8 A FAlelv

N
¥
O%,
K5l

A3 A A BE 453 71 AEt

1. Pivoting 7]¥ &4 BE 4353} 7|

7}. Ideal OPE

TAAYD &4 BE GEst 7IHE A ddel THE oAl hdAS

e =4 BE 423 7ide s ®Y)
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sl
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e

o]
Ideal OPES] 7]¥o] mH&= Fx%

pul

gk Ideal OPE

%
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=

ol 4]

= A~
IR A=

o}

1}, Pivoting

)
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~E
sl
‘WJ‘O

nl

7}A1 3L ¢Jtt. Ideal OPEel

ten e WAoo s Aol "tk Ord(dy, S)

1

fu

F9 ¢4 AH(order)

o

+ Ord

S
T

ol e]

= {zlz> d, zE S} .

|{x|x > d;, xES}|
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A7l HF S BE FelA Qe AdE AFolth. 0pdE Ord BA
E 4EstE a5 4%, 54 3B 4 4ng 97 A4
A AA B Aol Baska 9] WEel WA BT Al U Auot T

Aollm d=sth Zhssitt. 9l Agefeld Hiko =M AERE A7) fsAM 7

g el s g3l el Agst Yol oJsx Bie] A
A Fe FEOl EAVY. F, 5= {ppyp, )0l AR W, mE B
od,<d. o WA d, <p, <d., & BHHE pt EASE A B
A7 A Adtel HAR, aEA e A T olgshe BE &Mt B
A Aol H7] wolt. el FEo| tielM A FmE S}
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oF
=

i3

°o]&

o
=

Fo] FoAH pivot A @A, pivot

o] n-bitse]

SRR

3
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o}5 3} Ao 7)E FxE= ¥ 4-19] Ve 9Tt
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o

g

s
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)

o
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Foll 4
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7
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a
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jare)

B

oA} i Aol

p

L

3

°©

PRNG(K|1)
H d5de A4

HA 7]
P =
seed 25

R

R
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A
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S

o] W, PRNG(seed)

el
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o
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o
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F7HAQ dEES AASHA vk 919 dETe2HE HosteE d%s '3
o] dato g nYY] KE o1 g AFgAvle]l AZE pivotS AN £
et HES 59T = Jdu. dFZES bbbl b, 2 7FAEE, HES

Step 1. p, = PRNG(K1)
Step 2. z=p, Xb,, a=2"2 27|38}
Step 3. i(2< i< n)ol A HkE

3-1) b_, =0°%, afk& aXp;:nli 724

2m_ o
32) b_, =109, a@kS ax%i 732

3-3) p;= PRNG(K llillbjllbyll... |1, 1) Al
3-4) xS x4 (axp;)xXb= 782
Step 4. HTF 23S T o2 E¢

slaintext —————————
plaintext m

pivot, p. ﬁ .
0]

pivol, }—1; . :

|
m / scaling
|

m-1 : m |

pivor, | ﬁ |
| 1i1 .

If the interval contains only
one element of the domain, 01 1
then end encryption process

ciphertext

[71¥) 4-1] Pivoting 7% <4 BE <353}

=
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2. AotE g b B4

Ak A BE Es Jlel UE kg BAS 98] Qlelw AuE ofel
BE Qg U FEHE FAstel W} GEFe] PE Aol Ange ¥
B

olg] 19 4-2.39 A= AF BEXE VA E HE 10,0007 2 o] Fojz HE
Agte] e ¢+s3 29SS BRojFErh., FES 10-bits, YEFES 20-bits®E T4
Holow vy E WHIAIA 71 100H HHE 3kl

350
300
250
200
—e— Al

150

100

1 8 15 22 29 36 43 50 57 64 71 78 85 92 99

(2% 4-2] AGF BE¥E AY= 35 1

500
450
400
350
300
250
200
150
100

—— AR

50
(0]

1 8 15 22 29 36 43 50 57 64 71 78 85 92 99

(2% 4-3]1 <+& 38k A1), 1008 W 58 FF 3t
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, Tdd HAYRE wd EEE A= BEol e whEsiith (1H4-4,

4-5).

1 8 156 22 29 36 43 650 57 64 71 78 85 92 99

(29 4-4] ¥ BES AYE BE 9%

—— 7

1 8 156 22 29 36 43 50 57 64 71 78 85 92 99

(2" 4-5] &3t A3H2), 1009 Wk =8 Pk

o
lo
-
>

9 AverE, Az de Bxs s 9% 480 dal gss
£ A8% A3 FBE Qo AL BEE A BASTHE AUS &

ool AtE A BE G433t 7I¥o] Agrawalwel A tAA VeSS v
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.

lo

) gt

s ek AL

#A BE GEs NS Agehs 4 T8 BAe dssa doly ¥F )
oA 4 ARE ol8F WY A, 4P T AW AKEA FBH) 984

ojtt. olefgt FAlol e v A WHeE HM Jhe 4% 7I=olut bucket

L3 7]E HolEuo] o] el F WIS ThebA| @il A&l Thssithe A

Bucket 714k 1912~ 7|H2 Hi IS A 2715 AYE A2 FE A
(bucket) 2.2 #3dt & 5 bucket o] HELES L= A bucket index
= tAlste] AAets WHoR dostE STt o] A3, bucket QlHEAEET
B 9 "JES Hostehs Aol 27bsdaiA7] wWZol bucket S1E]X ol9fo] ¢
7S =g o=z d53tst 45 ES AAstn 712 bucket Q19 AES A A=

FE= dlolguo] e A AF Tt
tse] o7 AuEd, %1e AHgAbde 93-S UehlE dlolEHo] 29 o

F4-2% #4-19] dolgu|o] AE bucket 7)WF ldAZ o33} 3 Aifol

o)1

kv

. ¥4-25 A HEY e-tupled dHlolEH|o] 2o Z} S otEFtel o FFola 7t

A9 bucket g 27} F71E HElE AUl id_numbere] A%, Z} bucketel 3

Mol FFEo] 3 EHE= [0, 15], [16, 301, [31, 52], [55, 10012 4702l bucket
or FaEAeH, A% w,0,p,79 bucket AEHAE TIFHIT
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1d_number salary
68 480
7 340
11 790
31 630
29 435
o7 724
51 587
14 412
21 345
39 480
55 607
17 530

[

A
st

4-11 dlelgHo] =

<l (1)

E-tuple

bucket index

(id_number)

bucket index

(salary)

1100110011100---

B

1000011100010---

1010011001111 -+

1111010000111 --

1001011001110---

1110111100010 -

N ECEERE

1000000001100- -+

1101011000010- -+

1011011011010---

0101011010010---

1101011010011~ -+

S RS A S =T

1001011010101 -+

R [R [ R |||

[ 4-2] Bucket 7]%F Qlg]x 28
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7}

=3 M7 A9 (Cyclic Bucket Query)

1) Bucket Index A& &4

o

EREE

73t H4E FalA AAE7] wiel dolg o] HH bucket EAE

i
i
ax
o
frt
=

dutA o 2 bucket UI2E bucketo] XEgHE

RE Y PR Au EE 212 s Atele] ofWd Awye FHsE
Ae olgAow BASSIT SAR, FAAI AR Al Aol Aol-g

ol gk JEE F7HH R

HHow sReE 4% dusd

o

3F4-1,201 A€ bucket 7]RE Il 7| &g oS AMESiA AV RES

e

Ak, ARgA7E [10, 2019 3193l id_numberE Aot A9, AMEAE «
kool bucket AYAE Avjel] AelstA Hr}t. o] F AJE T3 FAAIE
{m, o, {o,p}, {p, 7} Al Ao gt FHE ATk 7Hgekt. o] 4§
TAAE {7,012 dolE E3A bucket AH 2 79} o7F Q1F 3 bucket o] 2=
HE & 7 Advh. olg A W ow JHE F5ko], bucket NHE~
felel 7 <o < p <79 AALE FAF + vk, oJ&x TAAI} o2 4

o]-5% AnE olgalo] bucket AT Alole] AVHL FAIE AL

> od

1o

bucket €|z A& EAlgt F27|2 g}

+ bucket 7]HF Q1€ 7oA &

loe]
[}

o

Q.
D

—+

o,
i)
[»
o
it
i
2
N
X
jubad
s
ro
o,
Ho

otk 5, 99 dolM 7 <o <p <7t AR, 7 bucketol]l ¥ ¢

v gAA7E T bucketoll EehE Hiol gre 79 A 75T 7 =
JA Ek
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2) 3 W Aol (Cyclic Bucket Query)
Bucket S1¥]2 Ad Aol oF Hdd &S WA 9 wHow &

3 M7 de(cyclic bucket query)E A|Fech. =3k bucket Aol= A}

ofo
>
N
X

2174 Aostax} = bucketd o] 251 YE bucketS FTAJ A EE HHY
oty &, dE 5o HE Fo] B < B, < By < ... < B og R}

B RS, AT (B, . Bl A% Ao% Fastud 5

rr
o
o
>

&A= MBelA {B,_,, B,, B}E Aot B M B, B, Bl
&3 gl dast HolEE AHgAel Al AEaAT, AgAs A dejstn
A 99 B,_,, Bol deiAw Baste Fauc o Ask, AuelA A
29 vlolE HAFHFS oFF FUFARE, AREALS ALt WEkA] et

FAATL bucket ez 4H FAL FIT A

)
19
M
riel
f R:3
N
)
lo,
il

Wk =7 A HA bucketol tiSe=AE & U Ed. o] %1

AU, FAAE bucket A2 Atold ARYL =3 o)
o

o & Adrw FAA} HFHoR deE AHE .. <ng<og<p<7<
m< ... 9 ARE FHU Ml 7 A5 FE T 1. A, s4R=
T<o<p<rT1,0<p<71t<n7m, p<7<7<o, T<7T<U<p9] 4l 7}
A FollA o= Aol AAl =4 JAAS AT F= Ao, o] BF AL
bucket?] Y& F4T FEL 1/42 bucket 92 HH FAS T34 &

=

& gejel A el

. Bucket 7]uF olelx 7|W3} 4x BE 53l 7|Hol A

Bucket 7|®F Qdlx 7O 7jEAOR TE <

2

S bucket T2 3517
ol Hol-gw HAoAM A dskA @2 dlolErt HA Aite] xIH =
false positiveZ} WABHA ©Th, 919 #1,28 o= Ayrw, wof A&7}
[0, 10]9] ==& HAstaz ot A9, AA sdste dolgE s ¥ oyt

MH = bucket V2 qoll sfFeb= Al ARE AREARl AFtal AREAL 7 A
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ARE WF BEHH] el AP AR AAe] Ash ARAAE BT W
Hol glok, ol#gt FAIE bucket 71¥F HA 7|WHEC] AYe FEAQ] FAZ

bucket 7IWk A ZIMEe] &4 NS fsiA B3] iAok sk g T2

positive AIE dAEst= MEF 7IHE AA ST, Ay HoE 9QsiM v
¥33 F4E AFEIT. #3899 ®1¥ Fdsta Fae %39 dHolHol AE A

Qrak e A8 Avfolr),

R ol

id_number salary
68 480
7 340
11 790
31 630
29 435
57 724
51 587
14 412
21 345
39 480
55 607
17 530

[3£ 4-3] dlo]guo] 2~ o(2)

A, ApEAE deEtE A Bd 7] ke WS AAs A, dA7] 4%
dag]FS ol&ate]l dolguolx dd Qe HelHE ¢mstditt. i 4-49]
E-tuple €°] & w4 3 1100110011100--- = E,(68,480)S <|m]3tch. o] 7)ol A

Er()= vE 7] KE 7He d37] 45 dagFold, E-tupled 3 4-39 7

o] Bg Ead e ojvja),
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E-tuple E-id_number E-salary
B-index | ind-id_number | B-index | ind—salary
1100110011100--- T 4501 6] 4221
1000011100010--- T 4401 a 6541
1010011001111~ ™ 3015 5 7069
1111010000111~ -- o 3851 5 9831
1001011001110~ -- p 7951 g 8537
1110111100010--- T 7900 ) 4207
1000000001100- -+ o 647 ~y 7631
1101011000010- -+ ™ 4599 a 6299
1011011011010--- p 2001 a 4851
0101011010010--- o 4560 6] 4211
1101011010011~ -- T 3966 ~y 2157
1001011010101 -- p 3999 y 6780
[ 4-4] Bucket 719k 4 719 24 d
o2 g s A GAR bucket e AWA T bucket el dolEd] i3l <l

g A F AR FAEY. Bucket 1Yl A Aol AFEAE ©]o]E
ol o] dHelHEe HA 73t B=la,b]E AF bucket B =lay(=a),aq,),

BQZ[al,aQ), ..., B

n

=la,_ i a,(=b)] & BT}, TS B w, 7479

bucketell &L7 422 HlolE{7} EFH =S equi-depth 2ol o)A Z&grt.

3 4-39] salaryell thal A B2}, Salary A9 HY7F B=[300,800] & wj,

B, =[300,420), B, =[420,500), B, =[500,620), B,=[620,800]2 U] HFEo=

kv

—‘é_: Z’: 9}\1:]—- Z—}—Z_}—‘o/] buCket 317 B2a Bg, B4Oﬂ EH—SH «, 5a 77 6‘0/] ?_T;‘J]*/—\‘%
s},

3_:]__
E-id_number &} E-salary®] B-indexell A€t 1 & AR&A= 35 HAAES 98

]
oft
sk

FE JAYE o, 8, v, 6= 4-40 HTo] Z}zbel &4 A
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(300,420,c), (420,500,8), (500,620,7), (620,800,8)= AZF3tc}. QAdres AL

Ak obi gl WS TS hash B4, W B & o8 IR

Bucket wfo] ©lo]E el thdl Qe A A = FE tlolH Y 3x7F ¢
2 Agole HAAE BESHHA, a829 HAE 7hsetAl s bucket W€

dlolefel] g Q¥ ~E A}, A= bucket B =la; 1, q;)°l W3] bucket

rr

o] 4ol g;—a;,_ Btk & & (prime) m, & A8, 0< ¢ < m; 5 W53}
e Agstt. A= pule] dloly ol W&l (t—a; ;) e+ ¢, mod m;E AL
gth. Modulo multiplications &3l Z}zte] HiE dHlolEld dF 37t 48

Hol BE dolHe RExE FAA} ¢ F YES WAL AsAE 4%

o

k)
ol
o

bucketoll &l m, ¢t ¢ & AR&ARREe] of= MW o g A gt o
28 B=[a,_,,a;) Wl & 9l dol8= bucket B, = [0,m,;) Wl ©ElolE]
2 Wge.

& o] ¥ 4-39 salaryE HW B, = [300,420) o= 340, 345, 4129] A
tlolel7} £t o] Uk, o] A B o Heol= 420—300=120°1", m, =487,
¢ =810% AAs Aoxr spAYn. W, ARk A% 3402

(340 —300) « 81mod 487 = 40 » 81 mod 487 = 318 mod 487 ©] o] 318= W3ty

™ 345% 2360.%, 112% 3060.® ztz} WStETh = B = [300,420) o= Qe

L)

tlo] ] 340, 345, 412 B, = [0,487) o & vlol¥ 318, 236, 306= WEH T,
T3 B, =[420,500) ol WA= m,=373, ¢ =712 HAIH, 435,
480, 4802] Al dHolEl&= B, = [0,373) ° ¢l dlolE 319, 157, 1572 WIHT}
FAFSA By = [500,620) ol teiM = my =523, ¢, =221, B,=[620,800]°l tH
;A= my =811, ¢, =323 & AAste] do|HE W33 = Q).
O OS GAR, AAeaE 247 bucketE BT 2 A7|E AYE v T

e AR, B=la, . q) Z5E W3 B =[0,m;) U] HEHE AH
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3 54 2 U9 dolHz wEsth. o] 5A 7k target bucket,

TB= [c¢,d] 2L 8™, W™ g m, S 427 & 5 =5 &) A8 189

| TB|=d— ¢> max, - ;- . m;
Foles  AEgitt. orldx »>E  We AdE AL ougt,

B =10,m;) Wel deleE 7B=[c.d] el deleZ Mash: YU et

o
[-'El

2. zeB; = [0,m,) o sl T 2ol He

o]  delHE  7B=l[cd] W9 deolgz wWH3s=  A¥ W3 (linear

)
!
RS
oy
rr
&
I
)
3
=

transformation) 94< & 4 9},

*

yE B;7F modulo wAlel 93] MEE S ye B =[0,m,;) 2L skAk. AREA}

2

= | Fep)] b | Fpt1) ] & ARG, oA7lelA L] & tno e b
2 A4S 9@t 1 F | Fe0)] <y < | FrGtD] & BFaE y'E
AYsA Melste] y €B°E y e TBE WEITG. wE, o] 3 4L WE ol

=
WM = Ao mRE AR AR ARE 4 5 7] wEelt.

# 4-39] B, = [420,500) & <= 5o W A& vl ARy vea P2
ot Byoll &3l = Al 7he] dloly 435, 480, 480+ modulo multiplication®l] <]
& B, =1[0,373) ol &al 9l A /A oy 319, 157, 1572 w3kt =g

TPE TP=1[0,10000] 2 X®sla pg45 olgle} o] A o|sit},

Fy @) = 525 > (10000)
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31991 sl | F,:(319) | = 8522, | F,.(320) | = 8579 & W W

3195 85229} 8579 Alele] WW Fk 8537= Wse 4= v}, =, B, = [420,500)

of 9= dlolE 435% 7P Y94 8537= WIHS o 4 9lon 4350 )

oL

Qe 85372M H 49 ind-salaryol AFHACTH. oAl B, o £3 = T
FodlelE 157e] wigk W& AwEak 1579 s | F,.(157) | = 4209,
| £, (158) | = 4235 & WFHITE. ARSARE 42099F 4235 Abele] 7 7He] §lef€]
#b 4211, 42215 AdEgit. 2ei¥ Byoll &3l e sL3 7 79 dlolE 480
B B3 TP U9 F dolE 421139 42212 WP ¢ 5 k. mEb F

Mol wlolE 480l et el 4211, 422124 E 49| ind-salaryel AT},

487

236 306

(1™ 4-6] Z} Hlo]E ] modulo multiplication % & 23}

AREARE 19 RS AAA AT dEstd dolHuHol2E Al A7dgh
th o dlolEfel] e Ao g AAQl bucket 71¥F A W3 FAs}. S,
ARE A= Aol A 7Skl L bucket W9 AEE &&35te] Apalo] st dlol
E7} 239 bucketS 2al, ST bucket QAHAE ¥IEa g HOHES A
Hell g%t o W, bucket Q1E¥l= A wAlE Ldto] oF HolA 283 <+

3 W7 Ao (cyclic bucket query)E 38 4 tl. A= A&7 833
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bucket 19|29} dX|3l= dlo|HE T ARGt HEdrh. i 4-39] dF B
AH&AF= salaryZb [600, 700191 dlol€ & gkohar &k}, [600,700] = [600,620)
U620, 700)°] =™, AREAZE 7FAaL AW bucket FEEHFH [600, 620)C
[500, 620), [620, 700)c [620, 800] 4& <& & Ark. o] wj ARSAE E 404
S2o], bucket [500, 620)3} [620, 800)°l th-3-¥ <lujx L HolHe FF A
BZ Aulo] AEF. o] AL (E—salary ;v,6)2 AolE AMujd] stA =,
=3 Wl HeE 3= 4F, U bucket JAYAE ¥ F5o

(E—salary ;v,6,a) 5 AosHA Hr}.
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