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Atol] AR FH 9L B3 (Cyber Intelligence Sharing and
Protection Act: CISPA)>
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“(d) FEDERAL GOVERNMENT LIABILITY FOR VIOLATIONS OF
RESTRICTIONS ON THE DISCLOSURE, USE, AND PROTECTION OF
VOLUNTARILY SHARED INFORMATION.—

“(1) IN GENERAL.—If a department or agency of the Federal
Government intentionally or willfully violates subsection (b)(3)(D) or
subsection (c) with respect to the disclosure, use, or protection of
voluntarily shared cyber threat information shared under this
section, the United States shall be liable to a person adversely
affected by such violation in an amount equal to the sum of—

“(A) the actual damages sustained by the person as a result of
the violation or $1,000, whichever is greater; and “B) the costs of

the action together with reasonable attorney fees as determined by

the court.

0 ool mE moz FHE A
3 B5o B FHL AN
fass
j=

sHSAY HHo| &7, |8
1] =
+ 1,000 &2 Fdate=

Swro = Qg d &3

_97_



w7

F2 Wt W

<HEFAA A4 (Class Actions)>
(a) Prerequisites. One or more members of a class may sue or be
sued as representative parties on behalf of all members only if:

(D) the class is so numerous that joinder of all members is
impracticable;

(2) there are questions of law or fact common to the class;

(3) the claims or defenses of the representative parties are typical
of the claims or defenses of the class; and

(4) the representative parties will fairly and adequately protect the
interests of the class.

(b) Types of Class Actions. A class action may be maintained if
Rule 23(a) is satisfied and if:

(1) prosecuting separate actions by or against individual class
members would create a risk of:

(A) inconsistent or varying adjudications with respect to individual
class members that would establish incompatible standards of
conduct for the party opposing the class; or

(B) adjudications with respect to individual class members that, as a
practical matter, would be dispositive of the interests of the other
members not parties to the individual adjudications or would
substantially impair or impede their ability to protect their interests;

(2) the party opposing the class has acted or refused to act on
grounds that apply generally to the class, so that final injunctive
relief or corresponding declaratory relief is appropriate respecting
the class as a whole; or

(3) the court finds that the questions of law or fact common to
class members predominate over any questions affecting only
individual members, and that a class action is superior to other
available methods for fairly and efficiently adjudicating the
controversy. The matters pertinent to these findings include:

(A) the class members’ interests in individually controlling the
prosecution or defense of separate actions;
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(B) the extent and nature of any litigation concerning the
controversy already begun by or against class members;

(C) the desirability or undesirability of concentrating the litigation
of the claims in the particular forum; and

(D) the likely difficulties in managing a class action.

o "= AYRALFHE ABx@e HEGAALFO] gxo=
AFedsd, 354, 1¥4, 444 UiE =5 FFsha,
i =2

B

T Jo
N
fo
r\l
ol
2
(r
9|L
i
it
ol
»
)
)

K
L
>
%
B~
ol
o

<yt tloly X3S 3 (General Data Protection Regulation)>
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- 1995 el AAH sNAH R A A (Data Protection Directive)g #H A
3a, EUS dolEfAlel #3 Z#HYd a2 7)5stes 73
(Regulation)& 414

20083 ¢] A A (Framework Decision) 2008/977/JHAS #H X 3}aL, &
A HE o] 483 A 2 7|AE ) ST AAEYEE A
e §8e 2Hoz 3 AADirective)S A4

o EUAA &= 2012 1€ EU A H(Directive) (95/46/EC)E WIAT
g HY AHEs gt o] ®3E  F2(General Data
Protection Regulation)” < #|g3t= ek A<t
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Article 79
Administrative sanctions
4. The supervisory authority shall impose a fine up to 250 000
EUR, or in case of an enterprise up to 0,5 % of its annual
worldwide turnover, to anyone who, intentionally or negligently:
(o]3F Y2
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5. The supervisory authority shall impose a fine up to 500 000
EUR, or in case of an enterprise up to 1 % of its annual
worldwide turnover, to anyone who, intentionally or negligently:
(o]st A=hH

6. The supervisory authority shall impose a fine up to 1 000 000
EUR or, in case of an enterprise up to 2 % of its annual
worldwide turnover, to anyone who, intentionally or negligently:
(]3P

- RS W9 AA AW A I gwasle] AFol o) 259
S e 1 A Eel 2% 508 4= Er Al A o2
o) 1% m 19y §2 e A A7z 2t 337

o d [e) )

= o=
= “l“jq'tg'l‘»}fﬁ‘

34.8 CHAPTER VI - REMEDIES, LIABILITY AND SANCTIONS

Article 73 provides the right of any data subject to lodge a
complaint with a supervisory authority, based on Article 28(4) of
Directive 95/46/EC. It specifies also the bodies, organisations or
associations which may lodge a complaint on behalf of the data
subject or, in case of a personal data breach, independently of a
data subject’s complaint.

(Article 74, 75, 76-C 738¥ Al¥ =3)
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